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Abstract

Block ciphers constitute a major part of modern symmetric cryptography. A math-
ematical analysis is necessary to ensure the security of the cipher. In this thesis, we
develop several new contributions for the analysis of block ciphers. We determine
cryptographic properties of several special cryptographically interesting mappings
like almost perfect nonlinear functions. To do so, we consider the problem of in-
version in Zj:_1, and classify certain permutation polynomials over binary finite
fields. We also give some new results both on the resistance of functions against
differential-linear attacks as well as on the efficiency of implementation of certain

block ciphers.
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Chapter 1

Introduction

With the growing importance of communication technologies in everyday life and
their widespread use in the economy, secure communication is critical to protect the
privacy of billions of people. Accordingly, there is a high demand for cryptographic
algorithms and cryptanalysis. Modern cryptography is based on mathematics to
describe and analyze these algorithms. Cryptography relies on a key which is infor-
mation only known to a particular set of people which will allow them (and with a
secure cryptographic algorithm only them) to decrypt the ciphertext. As usual, we
will use a (hypothetical) communication between two parties called Alice and Bob
to succinctly describe the process of encryption and decryption. Cryptosystems can
be divided into two different types: Symmetric and asymmetric cryptosystems. The
distinction is very simple: In symmetric cryptography, both Alice and Bob use the
same (private) key for encryption and decryption while in asymmetric cryptography
the encryption key is public and only the decryption key is private. The advantage
of asymmetric cryptography is apparent. Alice and Bob do not have to agree on
a key before the conversation. In fact, Bob can freely distribute his encryption key
and use his (secret) decryption key for communication not only with Alice but with
many different parties. In contrast, symmetric key cryptography relies on both Alice
and Bob having agreed on a secret key that is known only to them, which leads to
the important problem of key managing. However, the currently known and used
asymmetric algorithms are significantly slower than symmetric algorithms. In prac-
tice, a combination of both approaches is common: Alice and Bob use an asymmet-
ric, public-key algorithm to agree on a secret key, which is then subsequently used
in a symmetric algorithm.

Symmetric cryptography can be further divided up into two different subfields,
block ciphers and stream ciphers. A block cipher processes the data as a series of
blocks of a previously determined, fixed size (often 64 or 128 bits), while stream
ciphers encrypt and decrypt the plain text one bit at a time. A key idea in the design
of block ciphers is to use a simple transformation called round function that operates
on the block multiple times (see Figure 1.1 for a schematic example). Those round
functions must of course depend on the secret key.

For block ciphers, several different construction techniques for round functions

\ko \’ﬁ \kr—l \kr

FIGURE 1.1: An iterated block cipher with r rounds and subkeys k;
that encrypts a plain text m into a ciphertext ¢
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FIGURE 1.2: A high-level view of one round of an SPN with an S-box
S, linear layer L and round keys k;

have been used. The two most widely used constructions are Substitution Permuta-
tion Networks (SPNs) and Feistel Networks. The round function of an SPN is made up
of a linear and a non-linear layer. The non-linear layer (the substitution part of the
SPN) consists of multiple, usually identical permutations called S-boxes that work
on small parts of the block in parallel. The linear layer then permutes these parts, as
depicted in Figure 1.2. The design of an SPN thus comes mainly down to choosing
an S-box and a linear layer. Both of these choices have an impact on the speed and
the security of encryption and decryption.

The most famous SPN is the Advanced Encryption Standard (AES). Introduced
more than 20 years ago, it is probably the block cipher that has been studied the
most. It is still considered a secure cipher and remains in use for many different
applications. Large parts of this thesis are concerned with contributing to the math-
ematical background for the design choice of the linear (Chapter 6) and non-linear
layer (Chapter 3 to 5) of an SPN.

The thesis is structured as follows: In Chapter 2, we give an overview on the
existing theory on vectorial Boolean functions as well as characters of finite fields to
the extent that is needed in the subsequent chapters. This chapter does not include
any original results.

Chapter 3 deals with the problem of inversion in the ring Z:_1. To this end,
we introduce a new technique based on the modular add-with-carry approach. The
main result of this chapter is the explicit determination of the inverses of all bijective
Gold, Kasami and Bracken-Leander functions. With our contribution, all inverses of
bijective APN monomials have been explicitly determined. As a corollary, we also
obtain the algebraic degree of these inverses. This chapter is based on the paper [84],
written by the author of this thesis.

Chapter 4 deals with EA and CCZ-equivalence of monomials in connection to
permutation polynomials of the form L;(x?) + Ly(x) over Fo» where Ly, L, are IFp-
linear functions. The main result in this chapter is a complete characterization of
those permutations for the inverse exponent d = 2" — 2 and the Dillon-exponent
d = 2"/2 — 1. Asaresult, we prove that if n > 5 all functions that are CCZ-equivalent
to the inverse function are already EA-equivalent to it; and that all permutations
that are CCZ-equivalent to the inverse function are affine equivalent to it (Theo-
rem 4.2.18). A similar result is achieved for the function x — x2"?~1 for n even (The-
orem 4.3.15). This chapter is based on two papers [58, 82], one of them co-written
and the other written exclusively by the author of this thesis, but also contains some
significant original results that are as of yet unpublished.
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Chapter 5 deals with the autocorrelation of vectorial Boolean functions. We show
that the autocorrelation is intimately linked to the Differential-Linear Connectivity
Table (DLCT) which is a measure of the resistance of an S-box of a block cipher
against differential-linear attacks. We prove several new properties of the autocor-
relation for vectorial Boolean functions, including lower bounds, divisibility results
and connections to linear and differential properties. We also explicitly derive spe-
cific results for special vectorial Boolean functions, including cubic functions, mono-
mials, and inverses of quadratic functions. This chapter is based on [25], co-written
by the author of this thesis.

Chapter 6 deals with optimal implementation of linear layers of block ciphers.
We discuss and prove some new results about different metrics to count the num-
ber of XORs needed in the implementation of certain linear layers. One of the main
results of the chapter is a complete classification of all multiplication matrices that
can be implemented with exactly 2 XOR-operations (Theorem 6.3.7). We also discuss
more generally the efficiency of the “naive” implementation in contrast to more effi-
cient implementations and are able to precisely quantify the gap between naive and
efficient implementations (Theorem 6.4.1, Propositions 6.4.2 and 6.4.3). This chapter
is based on [85], written by the author of this thesis.

Chapters 3 to 6 are written to be as self-contained as possible and can all be read
independently of each other.






Chapter 2

Preliminaries

Large parts of this thesis will be concerned with vectorial Boolean functions. A vec-
torial Boolean function can be defined as a mapping between two finite fields of
characteristic 2 (more precise definitions will be given later). If a vectorial Boolean
function maps to the field with two elements IFy, it is just called a Boolean function.
Vectorial Boolean functions play an essential role in modern cryptography. Most im-
portantly, an S-box of a block cipher can always be considered as a vectorial Boolean
function. Additionally, Boolean functions are crucial building blocks in stream ci-
phers. To ensure that the cryptographic principles of confusion and diffusion devel-
oped by Shannon [123] are fulfilled, the vectorial Boolean functions chosen for use in
a cryptographic scheme have to satisfy certain properties. Consequently, functions
that behave optimally with respect to different cryptographic criteria have been the
subject of much research. Generally, it is not possible to find a vectorial Boolean
function that is optimal with respect to all cryptographic criteria and, in practice, a
compromise between these criteria (and implementation efficiency) often has to be
found. In the following, we will describe the most important cryptographic prop-
erties of vectorial Boolean functions as well as summarize some fundamental results.

2.1 Notation and Definitions

We briefly introduce the notation and basic definitions that will be used throughout
the thesis.

We denote by F; the field with g elements and by Z,, the ring of integers modulo
n. It is well known that the field with g4 = p”" elements for a prime p is unique up
to isomorphism. The multiplicative group of IF; will be written as F; = [F; \ {0}.
We will denote by Fj the set of all n-dimensional vectors with entries in IF;. The
field Fyn can also be considered as an n-dimensional vector space over F,. Indeed,
an isomorphism ¢ between IFj and Fg» (as vector spaces) can easily be constructed
by fixing a basis B = {by,...,b,} of Fy over F; and setting

¢: Fy = For, o((un,...,un)) = Zuibi. (2.1)

We will denote by Tr,: IFn — IF,, the absolute trace function, i.e.

n—1

Tr(x) = x+xP +x7 + - 4 xF
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If the value of n is clear from the context, we will just write Tr. Using the trace
function, we can define the trace bilinear form on IF,» over IF, in the following way:

(a,b) = Tr(ab)

foralla,b € IFpn.
Moreover, we denote by Ny, : Fy, — F; the norm function, defined by

Ny /q(a) = A gt g = g -1/ (-1

foralla € ]F;n. In this thesis, we mostly deal with binary finite fields, i.e. extension
fields of the field with two elements [F, = {0, 1}, and mappings between those fields.

Definition 2.1.1. A vectorial Boolean function is a function F: IF} — F7'. We will also
refer to it as an (n, m)-function. A Boolean function is an (n,1)-function.

We will denote vectorial Boolean functions with m > 2 always with uppercase
letters F, G, ... and Boolean functions always with lowercase letters.

Definition 2.1.2 (Algebraic Normal Form). Let f: IF) — IF, be a Boolean function. Each
Boolean function has a unique representation

flx,..x0) =) ay (ﬁx;ﬁ) )
=

uelf}

where a, € Ty and u; € {0,1}. This representation is called the Algebraic Normal Form
(ANF) of f.
A vectorial Boolean function F: IF} — 3! can be written as m Boolean functions

F(Xl,.. .,xn) = (fl(xl,. . .,xn),fz(xl,. . .,xn),. . .,fm(xl,. . .,xn)).

The Boolean functions f1, ..., fm are called the coordinate functions of F.
For a bit string u we denote by wt(u) the number of ones of u.

Definition 2.1.3 (Algebraic Degree). Let f be a Boolean function given by its ANF. The
algebraic degree of a Boolean function f is defined as the maximal value of wt((u, ...,
uy)) with a, # 0.

The algebraic degree of a vectorial Boolean function is defined as the maximum of the
algebraic degrees of its coordinate functions.

A vectorial Boolean function F with algebraic degree 1 is called affine; if addition-
ally F(0) = 0 holds, we call it linear. Functions with algebraic degree 2 are called
quadratic and functions with algebraic degree 3 cubic.

From now on, we will always use the finite field view of vectorial Boolean func-
tions, i.e. we identify IF; and IF}' with [Fo» and [Fon using the isomorphism in Eq.(2.1)
with an arbitrary, fixed basis. The choice of the basis does not impact the mathe-
matical properties of the vectorial Boolean function, in particular it will not impact
the algebraic degree we just introduced. We want to note that the choice of basis
is relevant when it comes to the implementation of the function, we will consider
this problem in Chapter 6. Some of the topics in this thesis (especially in Chapter 5)
can also be treated equivalently using the vector space view. For a more in-depth
treatment of (vectorial) Boolean functions and their cryptographic properties using
the vector space terminology, we refer the reader to [28, 30, 41].
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Definition 2.1.4 (Component functions). Let F be an (n, m)-function. The 2™ — 1 com-
ponent functions of F are the Boolean functions F,: Fon +— F, defined by x — Tr(bF(x))
for b € F3,.

Definition 2.1.5 (Balanced functions). An (n, m)-function F is called balanced if it at-
tains every value from Fon the same number of times, i.e. if for all v € Fon

[{x € Fpn: F(x) =v}| =2""".

In particular, a Boolean function is balanced if it attains both values 0 and 1 exactly 2!
times.

(n, n)-functions are of special importance in many applications (e.g. the S-box of
an SPN is always an (1, n)-function). Every (n, n)-function can be uniquely written
as a univariate polynomial over F in the form:

2"—1 )
F(x) = Z lll'xl € IFZn [x].
i=0

2.2 Cryptographic properties of vectorial Boolean functions

Many different criteria exist to judge the resistance of vectorial Boolean functions to
various attacks in cryptography. In this section we will give a brief overview over
the most important of these criteria. An exceptionally bad choice for a cryptographic
function is a linear function. Indeed, for a linear function, the entire function can be
recovered just from the image of a basis. Many cryptographic properties can be seen
as a measurement of nonlinearity.

A vectorial Boolean function used as an S-box in an SPN must be bijective to
allow decryption. For this reason, bijective vectorial Boolean functions have been
the subject of much research.

Definition 2.2.1 (Permutation polynomial). We call an (n, n)-function a permutation
or permutation polynomial if it induces a bijective map on Fon.

Permutations can be seen as a special case of balanced functions for n = m (see
Definition 2.1.5). The question whether F is a permutation can be answered com-
pletely by considering its component functions.

Proposition 2.2.2 ([103, Theorem 7.7.]). A function F: IFon — Fon is a permutation if
and only if all of its component functions are balanced.

Every integer 0 < k < 2" — 1 has a unique binary expansion (k,_1,...,ko) € {0,
1}" such that Y 2'k; = k. We denote by wt(k) = Y1 k; the binary weight of k.
When we identify an element k of the set {0, 1, ..., 2" — 1} with the corresponding se-
quence in the set of binary sequences of length n of the form (k,_1, ..., ko), we have
wt(k) = wt((ky—1,...,ko)). Similarly, we can identify {0,1,...,2" — 2} with Zy._1,
and we define the weight of an element k € Z,:_; as the weight of its corresponding
residue in {0,1,...,2" — 2}. With these notations in place, we will often not distin-
guish between {0,1,...,2" — 1}, Zy:_1 and the set of binary sequences of length n.
Here, we have to pay special attention to the sequence (1,...,1), corresponding to
the integer 2" — 1, which has weight n, but has no direct correspondent in Zy:_;. In
some cases, it makes sense to identify this element also with 0 € Z:_; and assign it
weight 0, mainly because the monomial x — x2' ! is identical to x + x? on IF},. We
will always make it clear when this happens.
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Lemma 2.2.3 ([30]). Let F(x): Fon — Fou be an (n, n)-function with univariate represen-

tation
2" 1

F(x) = Y aix' € Fp[x].
i=0
The algebraic degree of F is the maximum binary weight of i such that a; # 0, i.e. the
algebraic degree of F is
max  wt(i).
0<i<21—1: 2;#0

Clearly, the algebraic degree of an (1, n)-function is at most n.

In particular, linear functions are precisely functions where the weights of the
exponents are 1, i.e. they have the univariate representation

n—1 )
F(x) = Y aix* € Fax].
i=0

The term linear is motivated by the fact that these functions are precisely the
ones that are Fp-linear, i.e. they satisfy the equation L(x + y) = L(x) + L(y) for all
x,y € Fon. Consequently, we can view linear functions as linear mappings on the
vector space Fp» over F», and we may use concepts from linear algebra to investigate
these functions.

Definition 2.2.4 (Adjoint polynomial). Let L: IFon — IFu be a linear function. We define
by L*: Fon — [Fy» its adjoint polynomial. It is the unique polynomial that satisfies

(L(x),y) = (%, L*(y))
forall x,y € Fou. Here (-,-) denotes the trace bilinear form introduced earlier.

The adjoint polynomial of L can be explicitly determined from L. In fact, if L =
" aix? then L* = Y"1 a?" "x¥""". Note that L* is also linear and L** = L.

The algebraic degree can be seen as a measure of linearity: The lower the alge-
braic degree of a function, the better it can be approximated by a linear function.
If a function with low algebraic degree is chosen as an S-box of a block cipher, it
may be more vulnerable to a number of different attacks, for example higher-order
differential attacks [83]. The following result follows directly from the well-known
Hermite’s criterion and establishes that there are no permutations that take on the
maximal algebraic degree.

Proposition 2.2.5. Let F: [Fon — IFon be a permutation. Then its algebraic degree is at
most n — 1.

Definition 2.2.6 (Walsh transform, extended Walsh spectrum). Let F be an (n, m)-
function. We define the Walsh transform of F as

We(a,b) = 2 (_1)Trm(bF(x))+Trn(ax)

x€lFn
foralla € Fon and b € Fon. We define the extended Walsh spectrum as the multiset
Ar = {*|Wg(a,b)|: a € Fpu,b € Fyux}.

For a Boolean function f the only nonzero choice for b is b = 1, so we write in
this case also W¢(a) = We(a,1). Clearly, Wr(a,0) = 0 for all a € FF3, and all possible
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(n, m)-functions F. If F is a permutation, then we also have Wr(0,b) = 0 for all
b € F},.

Definition 2.2.7 (Linearity, Nonlinearity). Let F be an (n, m)-function. The nonlinear-
ity of F is defined as

1 1
NL(F)=2"1—2  max |Wr(a,b)| =2""1 -~ maxA.

2 a€Fn beFy, AEAE

Similarly, the Linearity of F is defined as

L(F) = max A.
AEAF

As the names indicate, both linearity and nonlinearity are also measures for the
linearity of a vectorial Boolean function. It is easy to verify that the nonlinearity
of a linear function is 0. Generally, the higher the nonlinearity (equivalently: the
lower the linearity) of a function, the better is its resistance to linear attacks [109].
The nonlinearity is bounded from above by what is sometimes called the covering
radius bound or universal bound (see e.g. [30]).

Proposition 2.2.8. Let F be an (n, m)-function. Then
NL(F) <21 —2271,

Functions that satisfy this bound with equality are called vectorial bent functions.
Vectorial bent functions can of course only exist for even n. Additionally, we get a
constraint on m:

Proposition 2.2.9 (Nyberg bound, [115]). Let F be a vectorial bent (n, m)-function. Then
m<mn/2.

Vectorial bent functions can be characterized in different ways:

Proposition 2.2.10 ([30, Section 3.1.1.]). Let F be an (n, m)-function. The following state-
ments are equivalent:

1. F is a vectorial bent function.
2. The extended Walsh spectrum of F contains only the value 2"/2.
3. Forany ¢ € F3,, the component function x — Tr(cF(x)) is bent.

4. For any a € ., the function x — F(x) + F(x + a) is balanced.

The Nyberg bound in particular implies that the bound in Proposition 2.2.8 is not
sharp for (n, n)-functions. In this case, we get the following stronger bound:

Theorem 2.2.11 (Sidelnikov-Chabaud-Vaudenay bound, [34]). Let F be an (n,n)-
function. Then

NL(F) <2m 12",
Definition 2.2.12 (Almost bent function). An (n, n)-function that satisfies the Sidelnikov-
Chabaud-Vaudenay bound in Theorem 2.2.11 with equality is called almost bent (AB).

Since the nonlinearity is always an integer, AB functions only exist for odd n.
For n even, it is conjectured that NL(F) < 2"=1 _ 23 [50]. The extended Walsh
spectrum of an almost bent function only contains 2 values, 2("+1)/2 and 0. Almost
bent functions cannot have a high algebraic degree:
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Proposition 2.2.13 ([31]). The algebraic degree of an almost bent function is bounded from
n+1

above by *5=.
Definition 2.2.14 (Differential spectrum, derivative, differential uniformity). Let F be
an (n, m)-function. We define d¢(a, b) by

Op(a,b) = |[{x € Fon: F(x+a)+ F(x) = b}|

forall a € Fon and b € Fom. The function D,F(x) = F(x + a) + F(x) is the derivative of
F in the direction of a # 0. Further, we define the differential spectrum of F as the multiset

{*(SF(Q, b) ac lF;n, b € IFZM*}
and the differential uniformity dr by

dp = max_ Jp(a,b).

ﬂGIF;n ,bGIF2m

The algebraic degree of a derivative is always lower than the algebraic degree
of the original function F (as long as F is not constant of course). Note that dr(a,
b) is always even. Indeed, if x is a solution of F(x +a) + F(x) = b, then so is
x + a. The differential uniformity of an (1, n)-function plays a key role in differential
cryptanalysis [7]. The lower the differential uniformity of a function, the higher is
its resistance to a differential attack. As an example, a linear function L over [F,: has
the highest possible differential uniformity 2" since in this case L(x +a) + L(x) = b
is satisfied for all x € [Fp: if b = L(a). In this sense, differential uniformity can also
be seen as a measurement of nonlinearity. The best possible differential uniformity
is 2.

Definition 2.2.15 (APN function). An (n,n)-function with differential uniformity 2 is
called almost perfect nonlinear (APN).

The differential spectrum and the extended Walsh spectrum of a vectorial Boolean
function (and thus its resistance to linear and differential attacks) are related. In par-
ticular, the functions that have optimal nonlinearity also have optimal differential
uniformity:

Theorem 2.2.16 ([34]). Every AB function is APN.

We will later give examples that show that the converse is not true. We also have
the following link between the differential spectrum and the Walsh transform.

Proposition 2.2.17 ([34]). Let F be an (n, n)-function. We have

WF(V/ )\)2 — Z (_1)Tr(a)\+b;t)(sl:(a,b)
a,beFn
(5}"([1, b) _ 272n Z (_1)Tr(uA+hy)WF(H’ A)Z
A uEFyn

foralla,b, A, u € Fon.

Differential and linear attacks are the two most common attacks against block
ciphers, so nonlinearity and differential uniformity can be seen as the two most im-
portant cryptographic properties of a vectorial Boolean function. However, other
attacks exist and resistance against these attacks can often also be described as a
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property of the S-box. For example, the Boomerang attack introduced in [133] is an-
other attack that (like the differential attack) exploits differential properties of the
S-box. The resistance of a vectorial Boolean function to the Boomerang attack can
be measured by the Boomerang Connectivity Table [40]. Another common attack
against block ciphers are differential-linear attacks introduced in [96]. In Chapter 5 we
will give a more detailed analysis of the resistance of vectorial Boolean functions to
those attacks.

2.3 Equivalences of vectorial Boolean functions

It can be observed that certain operations on functions will leave some of the crypto-
graphic properties discussed in the previous section invariant. Accordingly, it makes
sense to partition the set of all vectorial Boolean functions into equivalence classes,
such that all functions in an equivalence class share some cryptographic properties.
In this section we will introduce different notions of equivalence, describe which
properties are left invariant and compare the equivalence relations with each other.

Definition 2.3.1 (Affine equivalence). Let F and F' be two (n, m)-functions. We say F
and F' are affine equivalent if there exist an affine permutation Ay of Fom and another
affine permutation Ay of Fon such that

F/:A10FOA2.

Clearly, the size of the image set is invariant under affine equivalence. In particu-
lar, every function that is affine equivalent to a permutation has to be a permutation.

Definition 2.3.2 (EA-equivalence). Let F and F' be two (n, m)-functions. We say F and
F' are extended affine equivalent (EA-equivalent) if there exist affine permutations A1, Az
of IFom and FFon, respectively, as well as another affine function A: Fon — Fom such that

F/:A10FOA2+A.

It is obvious that two functions that are affine equivalent are also EA-equivalent.
Note that the size of the image set is generally not invariant under EA-equivalence.
However, the algebraic degree of a vectorial Boolean function is invariant under EA-
equivalence as long as it is at least 2. An even more general concept of equivalence
is CCZ-equivalence (named after Carlet, Charpin and Zinoviev who introduced it in
[31]). We define the graph of an (n, m)-function F as the set

Gr = {(X,F(x)): X € Ian} C Fon X Fpm.

Definition 2.3.3 (CCZ-equivalence). Let F and F’ be two (n, m)-functions. We say F and
F' are CCZ-equivalent if there are linear mappings

a: Fon — Fon, B: Fom — Fou,
v Fyn — IFom, 0. Fom — Fom

and a € Fon, b € Fom, such that L(Gp) + (a,b) = Gp, where L: Fon X Fom — Fon X Fom
is a bijective mapping defined by

L(x,y) = (a(x) + B(y), v(x) +(y))
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forall x € Fon and y € Fom.

Because CCZ-equivalence is essentially just an equivalence of the corresponding
graphs, it is sometimes also called graph equivalence.

It was shown in [31] that EA-equivalence is a special case of CCZ-equivalence.
More precisely, we get the following statement.

Proposition 2.3.4 ([31]). Let F and F' be two (n, m)-functions that are CCZ-equivalent.
Using the notation from Definition 2.3.3, if L can be chosen in a way that B = 0, then F and
F’ are EA-equivalent. If L can be chosen in a way that p = vy = 0, then F and F’ are affine
equivalent.

We have another special case of CCZ-equivalence.

Proposition 2.3.5 ([31]). Let F: IFon — Fon be a permutation. Then F is CCZ-equivalent
to its compositional inverse F~1. Using the notation from Definition 2.3.3, the corresponding
function L is determined by setting x = 6 = 0and p = v = x.

Since F and F~! generally do not have the same algebraic degree, this in particu-
lar shows that the algebraic degree is not invariant under CCZ-equivalence and that
CCZ-equivalence is more general than EA-equivalence.

Both the differential spectrum and the extended Walsh spectrum are preserved
under CCZ-equivalence.

Proposition 2.3.6 ([31]). Let F and F' be two CCZ-equivalent (n, m)-functions. The dif-
ferential spectrum, differential uniformity, extended Walsh spectrum and nonlinearity of F
and F' coincide.

By Proposition 2.3.6, two vectorial Boolean functions that are CCZ-equivalent
have the same resistance to linear and differential attacks.

We also want to mention one very specific kind of equivalence that is often used
d

when dealing with monomials, i.e. (1, n)-functions of the form F(x) = x.
Definition 2.3.7 (Cyclotomic equivalence; cyclotomic cosets). Let d,d' € {0,1,...,
2" —2}. We call d and d’ cyclotomic equivalent in Zyn_q ifd’ = 2'd (mod 2" — 1) for
some i € IN. We call two monomials F = x%, F' = x% over Fyn cyclotomic equivalent if
d and d’ are cyclotomic equivalent in Zon_q. The set of all exponents that are cyclotomic
equivalent to d is called the cyclotomic coset of d.

Clearly, cyclotomic equivalence of monomials is a special case of affine equiva-
lence. Indeed, if F(x) = x4, then F(x?) = x%7,

2.4 APN functions

By definition, APN functions are the functions that have the best resistance against
differential attacks. APN functions are very rare and finding them is generally very
difficult. Most APN functions known today are CCZ-equivalent to either a mono-
mial or a quadratic function. For a list of known infinite families of quadratic APN
functions up to CCZ-equivalence, we refer to [20]. We want to note that quadratic
APN functions are never permutations in even dimension.

Proposition 2.4.1 ([6, Corollary 3]). Let F be a quadratic APN function over Fo» with n
even. Then F is not a permutation.
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We will now deal with the case of APN monomials in more detail.

Definition 2.4.2 (APN exponent). Let d € {0,1,...,2" —2}. We call d an APN expo-
nent over FFyn if F = x% is an APN function on Fan.

There is the following well-known simple criterion to check whether a monomial
is a permutation or not.

Proposition 2.4.3. Let F: Fyn — Fon be the monomial F = x?.  is a permutation if and
only if gcd(d,2" — 1) = 1. In this case, F~' = x/4 where 1/d is the inverse of d in Zn_1.

One reason why checking the APN property is easier for monomials is the fol-
lowing well-known proposition.

Proposition 2.4.4. Let F: [Fon — Fan be a monomial F = x4, Then 6 (a, b) = or(1, b/a%)
forall a € F3,.

The proposition shows that for a monomial it is enough to check that 6r(1,b) < 2
for all b € FFy» to prove that F is APN. Note that, by the previous section, all mono-
mials that are cyclotomic equivalent to an APN monomial are also APN. Moreover,
if F = x4 is an APN permutation over [F:, then its compositional inverse F~! = x1/¢
is also APN. The following result shows that inversion and cyclotomic equivalence
alone completely determine CCZ-equivalence for monomials.

Proposition 2.4.5 ([43]). Let F, F': Fon — Fon be two monomials F = x? and F' = x? F
and F' are CCZ-equivalent if and only if d’ is cyclotomic equivalent to d or 1/d (if it exists).
Here 1/d denotes the inverse of d in Zyn_.

Table 2.1 lists all known infinite families of APN monomials up to inversion and
cyclotomic equivalence. It is generally believed that the list is complete.

’ ‘ ‘ Exponent ‘ Conditions ‘ AB? ‘ Proof ‘ ‘
Gold 2" +1 ged(r,n) =1, nodd | [57,114]
r<mn/2
Kasami 27T — 2T +1 ged(r,n) =1 n odd [75]
r<mn/2
Welch 2F4+3 n=2t+1 Yes | [46, 69, 23]
Niho 2t — 23 1 n=2t+1teven | Yes [48, 69]
ot ¥ 1 n=2t+1,todd | Yes
Inverse 2" —2 n odd No [114]
Dobbertin | 2% + 2% 427 42" —1 5r =n No [47]

TABLE 2.1: List of known APN exponents over [Fo» up to inversion and cyclotomic
equivalence.

There is one big difference between the exponents listed in Table 2.1: For Gold
and Kasami exponents, the exponent does not depend on the field size IF,«, while all
other exponents do. An exponent that yields an APN function over infinitely many
different fields is called an exceptional APN exponent. It was proven that the Gold
and Kasami exponents are the only exceptional APN exponents [67].

The following proposition determines when an APN monomial is a permutation.

Proposition 2.4.6 ([30, Proposition 9.19.]). Let F: Fon — IFon be an APN monomial,
F = x%. Then
1, ifnodd,

3, ifneven.

ged(d, 2" —1) = {
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In particular, F is a permutation if and only if n is odd.

The algebraic degree of a monomial F = x? is just wt(d). Recall that the algebraic
degree is not invariant under taking the inverse. In Chapter 3, we will take a closer
look at the inverses of the bijective APN monomials.

Proposition 2.4.6 shows that APN monomials are never permutations in even di-
mension. In fact, there is (up to equivalence) only one APN permutation known in
even dimension - Dillon’s permutation over Fy [17]. Finding new APN permuta-
tions in even dimension (or proving they don’t exist) is one of the biggest challenges
in the research area and known as the Big APN problem. Because of this, it is also
interesting to consider permutations in even dimension with differential uniformity
4. Table 2.2 lists the known infinite families of permutation monomials in even di-
mension with differential uniformity 4.

H Exponent Conditions ‘ Proof H
Gold 2r+1 todd, ged(r,n) =2,y <n/2 | [57,114]
Kasami 227 —2"+1 | todd, ged(r,n) =2,r <n/2 [75]
Inverse 2" —2 [114]
Bracken-Leander | 2% + 2" +1 4r = n,rodd [16]

TABLE 2.2: List of exponents yielding 4 differentially uniform permutations over [Fa»
with n = 2t up to inversion and cyclotomic equivalence

2.5 A short introduction to characters

In this section, we give a brief introduction on characters and character sums over
finite fields. A detailed treatment can be found in [103, Chapter 5] or [71, Chapter 3].
We introduce characters in the more general setting of finite abelian groups.

Definition 2.5.1 (Character). Let (G, ) be a finite abelian group with identity element 1.
A character x of G is a homomorphism from G to the unit circle U C C, i.e. a mapping
from G to U such that

x(8182) = x(81)x(g2)
forall g1, € G. We denote the set of all characters of G by G.

Clearly, x(g)I°l = x(g/°l) = x(1) = 1, so the values of x are the |G|-th roots of

unity. Moreover, since x(g)x(¢~!) = 1, we have x(¢71) = (x(g)) ! = x(g) for all
g € G (here the bar denotes complex conjugation).

Definition 2.5.2 (Trivial and conjugate characters). The character x € G defined by
x(g) = 1forall g € Gis called the trivial character of G. All other characters are called
nontrivial. To each character x € G we define its conjugate character X by x(g) = x(g)-

We can define a multiplication on G via (x1x2)(g) = x1(9)x2(g) forall g € G.
Under this multiplication, G itself becomes a group.

Proposition 2.5.3 ([71, Proposition 3.1.]). Let G be a finite abelian group. Then G = G.
In particular, |G| = |G|.

Proposition 2.5.4 (Orthogonality relations). Let x and  be characters of G. Then

— _ JIG|, ifx=1v
ggx(g)w(g)—{ol i+ 0.



2.5. A short introduction to characters 15

If g and h are elements in G

2 x(@p(h) = {(‘)G" ifg ="

XEé l.fg # h'

When we are working with a finite field IF;, we are naturally interested in two
different abelian groups: The additive group (IF;, +) and the multiplicative group
(IF,-). Accordingly, we will use characters of both these groups. The results on
characters covered in this section will hold for finite fields of all characteristics, so
we will not make any restrictions on the characteristic.

Definition 2.5.5 (Additive and multiplicative characters). We call characters of (IF;, +)
additive characters and characters of (IFj, -) multiplicative characters of F,. We write

(Fg, +) = Fq and (F},-) = F.

From now on, we will always use x to refer to an additive character and ¢ to
refer to a multiplicative character.
Let us consider additive characters of IF;. Let ¢ = p" with p prime. We define

Xb(x) _ 62711' Tr(bx)/p. (2.2)

for all x € F;. It can easily be verified that x;, # xu, for by # by and that x; is
an additive character. Since |G| = |G|, all additive characters are obtained through
this construction, for instance the trivial additive character corresponds to the case
b = 0. Additionally, since x;(x) = x1(bx) we can represent all characters using only
x1. Because of this, we will call x; the canonical additive character.

Example 2.5.6. Consider the canonical additive character of the binary finite field
Fyn. By Eq. (2.2), we have
x(x) = (=17,

We can thus write the Walsh transform of a vectorial Boolean (n, n)-function using
the canonical additive character:

We(a,b) = Y (~)0F059 = Yy (bF(x) + ax)

Xelen eran
= Y x(bF(x))xa(ax) = ) xo(F (x).
xelen xelen

Definition 2.5.7 (Discrete Fourier Transform on finite abelian groups). Let G be a
finite abelian group and f: G — C be a function. The Fourier transform of f is a function

F: G — C defined by
=) f&)x(s)
g€

forall x € G.

Example 2.5.8. The Walsh transform Wr(a,b) = Y .cp,, (—=1)TCE) x, (x) of an (n,
n)-function F can be seen as a discrete Fourier transform on the group G = (IF2r, +)
by setting f = (—1)TF(x),

The inversion formula makes it possible to recover a function from its Fourier
transform.
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Proposition 2.5.9 (Fourier inversion formula, [71, Proposition 3.4.]). Let G be a finite
abelian group and f: G — C a function. Then

f(g) = |16| Y Fox(s)

xeG
forall g € G.

Example 2.5.10. Applying the Fourier inversion formula to the Walsh transform we
get the following well-known identity:

r(DF(x 1
(_1)T (bF(x)) — > Z Xa(x)Wp(a,b).

aE]an

Proposition 2.5.11 (Parseval’s identity, [71, Proposition 3.4.]). Let G be a finite abelian
groupand f: G — C. Then

Y IfolP =161 Y If (9

xeG 8eG

Example 2.5.12. Let us again apply Parseval’s identity to the Walsh transform. Recall
that in this case f = (—1)T(F() 50 |f(g)| = 1 for all g. We then get

Y [We(a,b)|* =2%".

a€Fn

Let us now focus on multiplicative characters of IF;. By Proposition 2.5.3, the
group of multiplicative characters is a cyclic group of order g — 1. With this knowl-
edge, the multiplicative characters can be found easily.

Proposition 2.5.13. Let g be a fixed primitive element of Fy, i.e. a generator of the multi-
plicative group of ;. For each 0 < j < q — 2 the function defined by

l/J]' (gk) _ eZm'jk/(qfl)

for each 0 < k < q — 2 is a multiplicative character. The ; are distinct and we have
F = {y;:0<j<q—2)

Note that the index j in the previous proposition depends on the choice of the
primitive element g. However, independent of the choice of g, the trivial multiplica-

tive character is always . Accordingly, we will always use the notation ¢y for the
trivial multiplicative character.

Example 2.5.14 (The quadratic character). Let q be odd and define 17: F; — C by

1, xisasquare
n(x) = .
—1, xisanon-square.

As usual, we say x is a square in IF} if there is a y € IF} such that y?> = x. 77is a mul-

tiplicative character of IF;. In fact, it is the unique character of order 2 in ]T:\;. Among
the characters listed in Proposition 2.5.13, we can identify 7 = ¢(,_) /2 independent
of the choice of the primitive element g in the Proposition.
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We are often interested in bounds on additive character sums of the form
YxeF, X(F(x)) for some polynomial F € TFy[x]. The most famous result on sums
of this form is the Weil bound.

Theorem 2.5.15 (Weil bound, [103, Theorem 5.38.]). Let g = p" with p prime, F € [Fy[x]

be a polynomial with degree d > 1 and x € Iﬁ; Assume further that F cannot be written as
F = G? — G + b for some other polynomial G € FF4x]. Then

Y X(F(x))| < (d—1)q"%

xelF,

Note that the condition on F is necessary. Indeed, if F = G” — G + b then, by
the properties of the trace-function, we have x(F(x)) = x(b) for all x € F,, so
LxeF, X(F(x)) = £4g. The Weil bound yields only a nontrivial bound if the degree of

F is at most g'/2. A similar bound also holds for sums of multiplicative characters,
see e.g. [103, Theorem 5.41.].

Definition 2.5.16 (Gauss Sums). Let X1 be the canonical additive character of a finite field
IE,. For any multiplicative character 1 of IF, we define the Gauss sum G(¢) by

G(y) = ) xi(a)p(a).

*
aeIFq

The explicit evaluation of Gauss sums is in general very difficult and only known
for a few special characters. For the trivial multiplicative character, it is easy to check
that G(¢p) = —1. The most famous and celebrated example is the explicit evaluation
of Gauss sums for the quadratic character #, see [103, Theorem 5.15.] for a classical
proof or, for a beautiful proof using complex analysis, [71, Theorems 3.9.-3.11.].

Applying the Fourier inversion formula (Proposition 2.5.9) to the definition of
the Gauss sum, we immediately get the following connection.

Proposition 2.5.17. Let x € IF;. Then

For each multiplicative character ¢ € IT:\; and every positive integer n we can

define ") = yo Ny /4. Clearly, ) € Iﬁj; We call (") the lifted character of P to
IF;». The Davenport-Hasse Theorem explains how the corresponding Gauss sums
G(yp) and G((") are related.

Theorem 2.5.18 (Davenport-Hasse Theorem, [103, Theorem 5.14.]). Let ¢ be a multi-
plicative character of IF; and P = o Ngr/q € E the lifted character of . We have
G(yp!) = (=1)"'G(y)".

2.5.1 Stickelberger’s congruence

We will also need a divisibility result on Gauss sums. The classical result here is
a deep theorem in algebraic number theory known as Stickelberger’s congruence or
Stickelberger theorem [127]. This is the only part of the thesis that requires tools
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from algebraic number theory, so we will only give a brief sketch of the underlying
theory to the extent that is needed to formulate Stickelberger’s congruence.

A brief and self-contained introduction to algebraic number theory that culmi-
nates in the proof of Stickelberger’s congruence can be found in [71, Chapter 4], for
a very thorough treatment we refer to [93, Chapter 2 onwards]. A general overview
of algebraic number theory can be found for example in [92]. A more advanced
book focusing on cyclotomic fields is [134], although it does not contain a proof of
Stickelberger’s congruence.

Let p be a prime and g = p" for some positive integer n. Denote by (s = e
the s-th root of unity. We consider the field extensions Q € Q({,-1) € Q(l4-1,8p)-
Recall that Z[{] is the ring of integers of Q((;).

Let p be a prime ideal of Z[, 1] lying above (p), ie. pNZ = (p). Z[C4-1]/p is
then a field with characteristic p. Since 7 is the smallest positive integer such that
p" =1 (mod g — 1), the extension degree of Z[l,_1]/p over its prime field is 1, so
Z[l;-1]/p has q = p" elements, and we can identify it with the field IF;. The roots of
the polynomial x7~! — 1 € (Z[(,-1])[x] are C;fl forall 0 < i < g — 2. Denote by R
the set of these roots, i.e. R = ({;_1). Then

27Ti/s

Z( ) /P = {0+ 0,00+ 0.0y b T b

Definition 2.5.19 (Teichmiiller character). We define a mapping i, : (Z[Z,-1]/p) \ {0+
p} — Roia

Pp(r+p) =7 (2.3)

forall v € R. ¢, is a multiplicative character of Z[(,_1]/p. We call 1, the Teichmiiller
character.

It is clear that the Teichmdiller character has order 4 — 1, so we can identify it with
a generator of IF:.

(p) is totally ramified in Q({,) and p is totally ramified in Q({,—1,{p), so there is
a unique prime ideal B of Z[, 1, {,] lying above p.

Let j be an integer, 0 < j < g — 2. We write j = jo + j1p + jap® + -+ + ju_1p" !
with 0 < j; < p — 1 in base-p expansion. With this notation, we are ready to state
Stickelberger’s congruence.

Theorem 2.5.20 (Stickelberger’s congruence, [93, Theorem 2.1.]). Let 1 < j < g—2
and write j in base p, i.e. j = jo + j1p + jop® + - -+ + ju_1p" L. Then we have

Gp') 1 _
(Cp — 1)lotitFin1 = (jo)'(j1)!- .. (ju_1)! (mod ),

where P, and *B are defined as described above.

Applied to binary finite fields, we have {» = —1, jo+j1 + jo + - - - + ju—1 = Wt(j)
and (j;)! = 1 for all i. Recall that 3 lies above (2), so we get the following relation.

Corollary 2.5.21 (Stickelberger’s congruence in characteristic 2). With the same nota-
tion as before and p = 2, we have

G(lpp_j) =2"t0)  (mod 2Wt)+1),

—

Identifying the Teichmdiller character i, with a generator of IF},, we can use
Corollary 2.5.21 to determine the 2-divisibility of Gauss sums over a binary finite
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field. This divisibility result for Gauss sums has been used in a variety of contexts
before. For example, it is a key element of the classical theorem by Ax about the
number of solutions of a multivariate polynomial over a finite field [2]. Moreover,
it has been used to determine the weight divisibility of cyclic codes via McEliece’s
theorem [111], in the proof of the Welch and Niho conjectures [69, 23], and to study
monomial bent functions [94].

When we identify Z[Z, 1]/p with [F; and the Teichmdiller character with a gen-

erator i of IF:, Eq. (2.3) from Definition 2.5.19 implies

P(x) =x (mod p) (2.4)

forall x € IF;.
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Chapter 3

Inversion in Zyn_1

The work in this chapter is based on [84], written by the author of this thesis, which
is accepted for publication in Designs, Codes and Cryptography.

As outlined in the previous chapter, a bijective vectorial Boolean function and
its inverse are CCZ-equivalent, so the function and its inverse share many cryp-
tographic properties (see Proposition 2.3.6). It is thus desirable to find an explicit
formula for inverses of bijective functions that display good cryptographic proper-
ties, like APN functions. Moreover, not all cryptographic properties of a function
are invariant under inversion, the most notable exception is the algebraic degree.
For arbitrary bijective functions, finding the inverse is a very challenging task. In
the case of monomials, determining the inverse of a function x +— x! on Fo» amounts
to finding the inverse of I in the ring Z,:_; (see Proposition 2.4.3). Of course, for
fixed values of I and n, this can easily be done using (for instance) the Euclidean
algorithm. However, for infinite families of monomials (like the APN monomials
displayed in Table 2.1), other theoretical tools are needed. The problems comes in
two “flavors”: The exponent | may depend on n (as for Welch/Niho/Dobbertin ex-
ponents in Table 2.1) or not (Gold and Kasami exponents). In many ways, exponents
of the second type are more difficult to handle. In [88], a method to find the inverse
of a fixed exponent I modulo 2" — 1 for arbitrary n was given. This technique was
used to determine the algebraic degree of the inverses of the Gold exponents as well
as the second Kasami exponent K, = 13. Unfortunately, it is unclear how to use
this approach to determine the inverses of all (infinitely many) Kasami exponents.
In fact, just determining the binary weight of the inverses of Kasami exponents is
mentioned as an open problem in [88].

In this chapter, we develop a new technique that can be used to determine the
inverse of elements | in Z:_; for infinitely many n. Here, I may depend on n or
not. We will use this technique to find the inverses of all invertible Gold and Kasami
exponents, including the non-APN exponents, as well as the Bracken-Leander expo-
nent. With these results, all inverses of invertible APN exponents and all inverses of
exponents that give rise to bijective monomials with differential uniformity 4 have
been found. For an overview, see Tables 3.1 and 3.2.

3.1 A new method for inversion in Z,._;: The modular add-
with-carry approach

Our approach uses as the key tool the modular add-with-carry approach that was first
formally introduced by Hollmann and Xiang [69].

Theorem 3.1.1 (Modular add-with-carry approach, [69, Theorem 13]). Let a,s € {1,
..., 2" =2} and 1 € IN. We denote by a = (ay—1,...,a0) and s = (sy_1,...,50) the
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H ‘ Exponent ‘ Conditions ‘ d ‘ Ainw ‘ Inverse found in H
Gold 2'+1 ged(r,n)=1] 2 ol [114]
r<mn/2
Kasami 27T — 27 +1 ged(r,n) =1 r+1 Varies Here
r<mn/2
Welch 2843 3 tort+1 [88]
Niho 20251 t even B2 | 30 op 389 [119],[88]
2t — 2% t odd t+1 | 3T or 3L
Inverse 221 n—1 n—1 Obvious
Dobbertin | 2% + 23 422" 42" —1 5r=n r+3 3 [88]

TABLE 3.1: List of known APN exponents over [Fo» with n = 2t + 1 up to inversion
and cyclotomic equivalence. d and d;,, denote the algebraic degree of the monomial
and its inverse, respectively.

H Exponent Conditions ‘ d ‘ i ‘ Inverse found in H
Gold 2" +1 todd, ged(r,n) =2 2 5 [88], here
r<mn/2
Kasami 27 —2"+1 | todd, gcd(r,n) =2 | r+1 | Varies Here
r<mn/2
Inverse 2m—2 n—1| n—-1 Obvious
Bracken-Leander | 2% +2" +1 4r = n, r odd 3 ”T” Here

TABLE 3.2: List of exponents yielding 4 differentially uniform permutations over IF,»
with n = 2t up to inversion and cyclotomic equivalence. d and d;,,, denote the algebraic
degree of the monomial and its inverse, respectively.

binary expansions of a and s. Let | =} ; tj2) with t; € Z. Further, let t = L0 tj and
t— = Yjt<otj The following are equivalent:

(@) s=1-a (mod 2" —1)

(b) There exists a sequence ¢ = (c,—1,...,¢0) with ¢; € {t_,..., t1 — 1} (called the
carry sequence) such that

2c; —Ci_1+5s; = thai_j (3.1)
i

holds for all i. Here, the indices are seen as elements in Z,,.
The carry sequence in (b) is unique.

Remark 3.1.2. Note that the representation | = }; t]-2f with integer coefficients ¢; in
Theorem 3.1.1 is not unique. In fact, this is one of the major strengths of this theorem
since it makes it possible to choose a representation that has more structure than the
(usual) binary representation. This makes a big difference especially for the Kasami
exponents. Indeed, the r-th Kasami exponent K, can be written (as it is done usually)
as K, = 2% —2"+1,1ie. withty =ty = 1land t, = —1. This is certainly a much
simpler representation than the binary representation that has r + 1 ones. In the
general case, it seems to be desirable to choose a representation such that both ¢
and t_ have low absolute value so that the range of the possible values for the carry
sequence is small.

The basic idea of finding the inverse of some value / modulo 2" — 1 is now quite
simple: We use Theorem 3.1.1 and set s = 1. Then we try to find sequences a and
c that satisfy Eq. (3.1). While we apply the approach in this chapter only to a few
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selected exponents, the idea can in principle be used for arbitrary values of /. How-
ever, the corresponding sequences a and c are highly dependent on the choice of
I, so a general treatment seems to be impossible. Still, this approach gives a good
framework to find inverses in Zy»_1.

In many cases, educated guesses based on experimental results for low values of
n are enough to find the inverse. In particular, the carry sequence c often has a strong
and visible structure. Since the carry sequence uniquely determines the sequence 4,
the strategy for the proofs is to find/guess the structure of the carry sequence and
then construct the inverse from the carry sequence.

3.2 The Gold exponents

To illustrate our method using Theorem 3.1.1, we use it to derive the inverses of the
invertible Gold exponents G, = 2" 4+ 1in Zj:_. The inverses of the APN Gold expo-
nents (i.e. with the condition ged(r, n) = 1) are explicitly given in [114]. Moreover,
the algebraic degree of the inverses of all Gold exponents is known [88, Theorem
3.7.]. However, as far as we know, the explicit binary expansion of the inverses of
the non-APN Gold exponents has not appeared anywhere in the literature yet. In
this section, we apply the add-with-carry approach to find the binary expansion of
the inverses of all invertible Gold exponents. In particular, this also yields a new
proof for the algebraic degree of the Gold functions.
Applied to the Gold exponent, Theorem 3.1.1 yields the following.

Theorem 3.2.1. Leta,s € {1,...,2" — 2} and G, = 2" + 1 be the r-th Gold exponent. We
denote by a = (ay_1,...,a0) and s = (sy_1,...,S0) the binary expansions of a and s. The
following are equivalent:

(a) s=Gy-a (mod 2" —1)
(b) There exists a carry sequence ¢ = (¢y—1,...,co) with ¢; € {0,1} such that
2ci —ci_1+si=a;_, +a; (3.2)
holds for all i. Here, the indices are seen as elements in Z,,.
The carry sequence in (b) is unique.
The following lemma characterizes all invertible Gold exponents.

Lemma 3.2.2 (e.g. [110, Lemma 11.1.]). Let r and n be positive integers. The Gold expo-

nent G, = 2" + 1 is invertible in Zyn_1 if and only if m is odd.

3.21 The APN Gold exponents

We first deal with the APN Gold exponents G, = 2" + 1 over Fy: with ged(r, n) = 1.
We will use some notation from [95], where the modular add-with-carry approach
was used to find the Walsh support of the Kasami functions. In particular, we will
use the notion of r-ordered sequences.

Since ged(r, n) = 1 we can reorder the sequences a and c in Theorem 3.2.1 in the
following way:

a0, A—r, A—2r, -+, A_(n_1)r and cg,c—;,C—2p, ..., C_(n—1)r-
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Here, we view again the indices as elements in Z,. This ordering is technically a
decimation of the sequence by —r. Since we will be using this ordering a lot, we will
call it the r-ordering of a sequence and also denote these sequences by

ap,a1,az,...,a,—1 and co,c1,¢2,...,Cp_1,

where we will always make sure to specify whether we use the regular ordering or
the r-ordering.

By Lemma 3.2.2, G, is invertible if and only if 7 is odd. We denote by e the least
positive residue of the inverse of ¥ modulo n. Using r-ordered sequences, the key
equation in Theorem 3.2.1 takes on the following simpler form:

Theorem 3.2.3. Let n € N, a € {1,...,2" — 2} and G, be the r-th Gold exponent with
ged(r,n) = 1. Let e be the least positive residue of the inverse of r modulo n and (ay,
..., ay_1) be the r-ordered sequence of the binary representation of a, i.e. a = Z?;ol a2~
(mod 2" — 1). The following are equivalent:

(a) a is the inverse of G, modulo 2" — 1.

(b) There exists an r-ordered carry sequence ¢ = (co,c1,...,Cn—1) With ¢; € {0,1} such
that

2co—ce+1=ay+ag (3.3)
2¢; — Ciye = aiy1 + 4 (3.4)

holds for alli € Z,,, 1 # 0.
The carry sequence in (b) is unique.

Now, we can use Theorem 3.2.3 to give a simple alternative proof for the inverse
of the APN Gold exponents. As pointed out earlier, the idea is to guess the structure
of the carry sequence from examples for low n and then compute the inverse from
the carry sequence. We will make a detailed example to give an intuition for this
process. Note that the case of APN Gold functions is easier than other cases (espe-
cially the Kasami cases in the next section), but the approach will always remain the
same.

Example 3.2.4. Let n = 7, r = 3 and consider the invertible APN Gold exponent
Gs=24+1=09. Wehave3-5 =1 (mod 7), so e = 5. The inverse of 9 modulo
27 —1is113 = 264+ 2° 424 4+ 29 and the binary sequence of 113 is in regular ordering
(ag,as,...,a9) = (1,1,1,0,0,0,1) and in r-ordering G;l = (aog,...,a6) = (1,1,0,1,
0,1,0). We have a; = a9 = 1 so by Eq. (3.3) necessarily cp = c5s = 1. If i # 0 we
have a; +a;11 = 1 and thus by Eq. (3.4) ¢; = ci45 = 1. We conclude that the carry
sequence consists exclusively of ones.

From this example (and possibly other examples for low 1) we guess that the
carry sequence always consists only of ones. Let us now consider the Eq.s (3.3)
and (3.4) for this choice and arbitrary n. It necessarily yields a; = a9 = 1 and
ai+1 +a; = 1. From this, we immediately conclude that the r-ordered sequence of
the inverse G, ! is (ao,...,a,-1) = (1,1,0,1,0,1,...,0,1,0). Since both Eq.s (3.3)
and (3.4) are satisfied, this must be the r-ordered sequence of the inverse of the Gold
exponent. We have thus proven the following:
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Proposition 3.2.5 (Inverses of APN Gold exponents, [114, Proposition 5]). Let G, =
2"+ 1 with ged(r,n) = 1 and n odd. Then G, is invertible in Zyn_q and the least positive
residue of its inverse is

G;l — Zzzlr‘
=0

In particular, wt(G; 1) = L, so the algebraic degree of x + xCr " over Fyn is ol
Proof. By the considerations above, the r-ordered sequence of the inverse G, ! is (a,
.o, ay-1) =(1,1,0,1,0,1,...,0,1,0). We conclude

n—1

. . 2 i
Gfl =1+ Z 27 = Z 2 = 222” (mod 2" —1).
i€{0,..n—1} i€{0,...n—1} i=0
iodd ieven

O]

The main takeaway from the example is that the carry sequence has a simpler
structure than the sequence (ay, . ..,a,_1) of the inverse. This observation will also
hold for all other exponents considered in this chapter. Indeed, while it is still pos-
sible to discern the structure of the APN Gold exponents with relative ease with-
out looking at the carry sequence, this will be close to impossible in the case of the
Kasami exponents.

3.2.2 The non-APN Gold exponents

We now deal with the more general case of Gold exponents G, with ged(n,r) > 1.
Since ged(n,r) > 1, we cannot use the r-ordering of sequences that we used in
the Proposition 3.2.5. We expand the concept in a natural way.

Definition 3.2.6 (r-matrices). Let a = (a,_1,...,40) be a sequence of integers and r be a
positive integer. Set d = ged(n,r). We define the associated (d x %5 )-matrix M, by

ap a_y a_oy . ﬂ,(g,l)r
a a1—r a1—2r  o.. M_(2_1)
Ma,r = . . ’
ag—1 Ag—1-r Ad—1-2r -+ A4-1-(2-1)

where the indices are seen as elements in Z,. We call M,, the r-matrix of a. Ifa is a
binary sequence, then we call M, , also the r-matrix of the corresponding element in Zy_q
or{0,1,...,2" = 2}.

Since the r-matrices are constructed from sequences, we use the slightly unusual
convention of indexing from 0, i.e. the first row/column will be called row /column
0. With this convention, the r-ordered sequences considered in the previous section
are just a special case of r-matrices with only one row. Again in accordance to the no-

tation used earlier, we denote by e the least positive residue of the inverse of m
n

ged(n,r)”

We now use r-matrices to rephrase Theorem 3.2.1.

modulo
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Theorem 3.2.7. Leta € {1,...,2" —2}, n € N and G, be the r-th Gold exponent with
ged(r,n) = d and e be the least positive residue of the inverse of 5 modulo . Moreover, let

ao,0 ao,1 g2 ... Ao
ai,0 a1 L N |
Ma,r = .
ag-10 @Ad-11 Ad-12 --- A4-1,7-1

be the r-matrix of a, i.e. a = Y0~ E].Zol a;, 277" (mod 2" — 1). The following are equiva-
lent:

(a) ais the inverse of G, modulo 2" — 1.

(b) There exists an r-matrix for the carry sequence c of the form

€0,0 €01 2 ... Cou-1
€1,0 €11 €12 ... Cpn
Mc,r = .
Ca-10 Cd-11 Ca-12 .-+ C4-1,%-1

with ¢;; € {0,1} such that the following equations hold:

2c00 = C4-1, +1 = a1 + ao0 (3.5)
. n
2C0,j — Cd—1,j+e = A0,j+1 T aQ’]'fOT all j € {1, g T 1} (3.6)

2Ci,]' —Ci—1,j = @jj+1 —|—lZi,]'f01’ alli e {1,. co,d— 1},j € {0,. . .,g — 1}.
3.7)

The carry sequence (and thus its associated r-matrix) in (b) is unique.

Proof. The Theorem follows immediately from Theorem 3.2.1 and the definition of
the r-matrix. The predecessor of the values c_j,, is determined as follows: Observe
that ¢ x,r—1 = Coed(nr)—1-k,r if and only if —ky7 —1 = ged(n,7) — 1 — kor (mod n),
which is equivalent to —(k; — kz)m =1 (mod m), so the predecessor of
C_kyr is Coed(n,r)—1—kyr with k, =k +e.

O]

With Theorem 3.2.7, we can give the explicit binary representation of all inverses
of Gold exponents.

Proposition 3.2.8. Let n € IN and G, be the r-th Gold exponent with ged(r,n) =
d > 1and % odd. Let e be the least positive residue of the inverse of 5. Then G;1 =

Y Z]?:_Ol a;, 27" (mod 2" — 1) where the values a; ; are the entries of the (d x % )-matrix

00101O0...01
001010 ...01

Mu,r:
001010 . 01
110101 10

n—d+2

In particular, wt(G, ) —
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Proof. The r-matrix of the corresponding carry sequence is the (d x %)-matrix

0111 1
0111 1
Mc,r = (Ci,j) = : .
o111 ...1
1 111 1

We now just have to verify Eq.s (3.5) to (3.7). For Eq. (3.5), we get 2co0 — c4—1, + 1 =
ap,1 +ao0 = 0. For Eq. (3.6), we have 2¢; — ¢y 1,j4e = ao,j+1 +4a0; = 1 forall values of
j > 0. For Eq (3.7), we have 2Ci,]' —Ci—1,j = Qij+1 + ajj = 0 lf] =0and0<i<d—1,
2Ci,]' —Ci—1,j = Ajj+1+aij = 2ifj=0andi=d—1and ZCZ',]' —Ci—1,j = Qjj+1 T i = 1
in all other possible cases. Thus, all equations are satisfied.

The value of wt(G, !) can be determined easily by counting the ones in the matrix
M,,. O

Recall that all invertible Gold exponents satisfy m odd by Lemma 3.2.2, so
Propositions 3.2.5 and 3.2.8 cover all invertible Gold exponents.

Note that the ged(r,n) = 1 case can even be recovered as a special case from
Proposition 3.2.8. Indeed, the last row of the r-matrices M, , and M., are precisely

the r-sequences we saw in the ged(r, n) = 1 case in Proposition 3.2.5.

3.3 The Kasami exponents

As shown in Table 3.1, the inverses of all APN exponents except the Kasami expo-
nent have been determined in earlier work. The objective in this section is thus the
following: Find the inverse of K, = 22" — 2" + 1 modulo 2" — 1 for all possible values
of r,n. Compared to other APN exponents, determining the inverses of the Kasami
exponents is particularly challenging because they are independent from the field
size. While this is also true for the Gold exponents we considered in the previous
section, finding the inverses of Gold exponents is relatively easy because of their
low binary weight. In contrast, the algebraic degree of the Kasami exponents is un-
bounded which makes the determination of the inverses much harder.

Applied to the Kasami exponent K, = 2% — 2" + 1, Theorem 3.1.1 yields the
following.

Theorem 3.3.1. Let a,s € {1,...,2" — 2} and K, be the r-th Kasami exponent. We de-
note by a = (ay—1,...,a0) and s = (sy_1,...,50) the binary expansions of a and s. The
following are equivalent:

(@) s=K,-a (mod 2" —1)
(b) There exists a carry sequence ¢ = (cy—1,...,co) withc; € {—1,0,1} such that
2ci—ci1t+si=ai o —a;,+4a; (3.8)
holds for all i. Here, the indices are seen as elements in Z,,.
The carry sequence in (b) is unique.

We extend the definition of the weight of a sequence (s,_1, .. .,50) to the sum
of all of its elements. For binary sequences, this corresponds exactly to its binary
weight. In particular, this allows us to talk about the weight of the carry sequence
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which is in general not a binary sequence. Using this convention, the following
Lemma gives an additional condition on the carry sequence for the Kasami expo-
nents.

Lemma 3.3.2 ([69], Lemma 5). With the notation of Theorem 3.3.1, we have the following:
(a) ¢; +cir € {—1,0,1}. In particular, | wt(c)| < 5.
(b) wt(c) + wt(s) = wt(a). In particular, for s = 1 we have wt(c) = wt(a) — 1.

The following Proposition shows when a Kasami exponent is invertible modulo
2" —1.

Proposition 3.3.3 ([88, Lemma 3.8]). Let n be a positive integer and K, = 22" — 2" + 1 be
the r-th Kasami exponent. K, is invertible modulo 2" — 1 if and only if one of the following
cases OCCUrs:

[ ] m iS Odd,

° % is even, r is even and ged(r, n) = ged(3r,n).

We first deal with the case gcd(r,n) = 1, then with the case m odd and

finally with the case 37— even. Technically, the case ged(r,n) = 1 is included
ged(rn)

in the case m odd. However, we single out this case for two reasons: Firstly,

it is particularly interesting since those Kasami exponents are precisely the APN

exponents. Secondly, the case m odd is very technical, but can be described

much easier by applying the results for the special case ged(r, n) = 1.

3.3.1 The case gcd(r,n) =1

We first deal with the APN Kasami exponents K, = 22r — 27 + 1 over Fon with ged(r,
n)=1.

By Proposition 3.3.3, K; is invertible if and only if n is odd. We denote by e the
least positive residue of the inverse of * modulo n. Observe that K, and K,,_, are
cyclotomic equivalent exponents on Fp:. Indeed, (22(*~7) —2"—" 4-1)2% = 2% — 2" +
1 (mod 2" —1). Then K; ! =27 K,! (mod 2" — 1), so it suffices to determine the
inverse of one of these two values. Since n is odd, we can thus assume without loss
of generality that e is odd.

Since ged(r,n) = 1 we can reorder the sequences a and ¢ in Theorem 3.3.1 using
the r-sequences introduced in the previous section. Using r-ordered sequences, the

key equation for the Kasami exponents in Theorem 3.3.1 takes on the following form:

Theorem 3.3.4. Letn € N, a € {1,...,2" — 2} and K, be the r-th Kasami exponent with
ged(r,n) = 1. Let (ao, ..., an—1) be the r-ordered sequence of the binary representation of
aie.a=Y" a2 " (mod 2" — 1). The following are equivalent:

(a) a is the inverse of K, modulo 2" — 1.

(b) There exists an r-ordered carry sequence ¢ = (co,c1,...,cy—1) with ¢; € {—1,0,1}
such that

2c0 —Ce+1=a,—a; +ay (3.9)

2¢i = Cive = iy — dip1 + 4; (3.10)

holds for alli € Z,, i # 0.
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The carry sequence in (b) is unique.

Experimental results show that the inverses of the APN Kasami exponents often
have binary weight 1. In this case, Lemma 3.3.2 immediately shows that the -
ordered carry sequence has weight 51 and must be a cyclic shift of the sequence
(0,0,1,0,1,...,0,1). Since the carry sequence of the inverse uniquely determines
the inverse, these cases can then be solved with comparatively little effort.

In this section, we will always use r-ordered sequences to represent inverses of
Kasami exponents because this notation makes the description much easier. Con-
sequently, the inverses will be written in the form K; ! = Y 2,277 (mod 2" — 1)
for a sequence a = (ay,...,a,-1). Of course, a translation into the more standard
binary representation is easy by reordering the sequence 4, i.e. K;! = Y 1a_;2'
(mod 2" — 1) (recall that e denotes the inverse of ¥ modulo n).

Proposition 3.3.5. Let n odd, K, be the r-th Kasami exponent with ged(r,n) = 1. Let e be
the least positive residue of the inverse of r modulo n. The inverse of K, modulo 2" — 1 is

n—1 )
Kl= Y 427" (mod 2" —1),
i=0

where a = (ay, . ..,a,_1) is determined as follows:

e Ife =6k+1,thena = (1,x,y) and x = (1,0,1,0,...,1,0,1,0) is a sequence of
lengthn —eand y = (1,1,1,0,0,0,1,1,1,0,0,0,...,1,1,1,0,0,0) is a sequence of
length 6k.

o Ife=6k+5,thena=(0,x,1,1,y) and x = (0,1,0,1,...,0,1,0,1) is a sequence of
lengthn —e+2andy = (0,0,0,1,1,1,0,0,0,1,1,1,...,0,0,0,1,1,1) is a sequence
of length 6k.

In both cases, we have wt(K; 1) = *HL.

Proof. Lete = 6k+1. Setc = (0,1,0,1,...,0,1,0,1,0), i.e. ¢; = 0if i is even, and
c; = 1 otherwise. We show that 2 and c satisfy the conditions in Theorem 3.3.4.
Eq.(3.9) can be easily verified. For Eq. (3.10), we have the following:
Case1l:iodd,i+e < n: Wehavec; =1,cj1.=0,4; =a;,p =1land a;,1 = 0.

Case 2: ieven,i+e < n: Wehavec; =0,cj., =1,4; =a;.p =0and a;,1 = 1.

Case 3: i odd, i + e > n: We have ¢; = ¢, = 1. Depending on the value of i, the
triple (a;,a;41,a;+2) takes on the values (1,0,0), (0,0,1) or (1,1,1).

Case 4: i even, i +e > n: We have ¢; = ¢;;, = 0. Depending on the value of i, the
triple (a;,a;11,a;4>) takes on the values (0,0,0), (0,1,1) or (1,1,0).

So Eq. (3.10) holds for all i.

Now lete = 6k +5. Setc = (0,0,1,0,1,0,1,0,1,...,0,1),ie. ¢; = 0ifi = 0
or i odd and ¢; = 1 otherwise. We again show that Equations (3.9) and (3.10) are
satisfied. Observe that Eq. (3.9) holds. We check the following cases of Eq. (3.10) for
i>0:

Case1:iodd,i+e < n: Wehavec; =0,ciy, =1,a; =a;p =0and a;;1 = 1.

Case 2:ieven,i+e < n: Wehavec;=1,c;.,=0,a; =a;,, =1land a;,1 = 0.

Case 3: i odd, i +e > n: We have ¢; = ¢;, = 0. Depending on the value of i, the
triple (a;,a;41,a;17) takes on the values (0,0,0), (0,1,1) or (1,1,0).

Case 4: i even, i +¢e > n: We have ¢; = ¢;;, = 1. Depending on the value of i, the
triple (a;,a;41,a;17) takes on the values (1,0,0), (0,0,1) or (1,1,1).

So Eqg. (3.10) holds for all i. O
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The Kasami APN functions and their inverses are also almost bent functions (see
Table 2.1). By Proposition 2.2.13, the algebraic degree of an almost bent functions is
bounded from above by “+!. We have shown that the inverses of the Kasami APN
functions defined by the exponents considered in Proposition 3.3.5 attain this bound.

The only case left to check is e = 6k + 3 (recall that we could assume e odd
without loss of generality). This case is a lot more involved and has to be di-
vided into several subcases. The key difference to the cases considered above is that
wt(K;1) < 25 for e = 6k + 3, so finding the correct carry sequence is more compli-
cated. However, the strategy of the proof remains the same: Based on experimental
results, we guess a carry sequence that then determines the inverse.

Proposition 3.3.6. Let n odd, K, be the r-th Kasami exponent with ged(r,n) = 1. Let
e = 6k + 3 be the least positive residue of the inverse of r modulo n. Define s,t € IN by
n =se+twith0 <t < e. Further, let xy = (0,0,0,1,1,1), x, = (0,1,1,1,0,0) be
sequences of length 6 and

x=1(0,1,1,x1,...,x1,0,0,0,x2,...,x2)
—_——— ——

k-times k-times
Yy = (0,0,0,XQ,...,XZ,O,1,1,X1,...,X1)
—— —

k-times k-times

be sequences of length 2e. Then
n—1 )
K= Y 427" (mod 2" —1),
i=0

where a = (ay, ..., a,_1) is determined as follows:

(a) Ift = 6u + 1 then

a=(x,...,x1, ¥,...,y ,0,0,0,x2,...,%2,0,1,1,x1,...,x1,2,0) + (1,0,...,0),
—_——— — ———
u-times (s—2) /2-times k-times u-times
where z = (0,1,0,1,...,0,1,0,1) is a sequence of length e — 3 — 6u.
(b) Ift = 6u + 2 then
a=1(0,1,x1,...,x1, v,...,y ,0,0,z,1,27),
(0,1, x v Yoy 2)
u-times  (s—1)/2-times

wherez = (1,0,1,0...,1,0,1,0) is a sequence of length 6u and zy = (xp,x1,...,%
( ) q f leng 2= (%2, 11 1)

(e—6u—9)/6
-times
is a sequence of length e — 6u — 3.

(c) Ift = 6u + 4 then

a=(0,0,0,x,...,%, x,...,x ,0,1,1,0,21,0,1,1,1,x1,...,x1,0)
—_—— S—

u-times  (s—1)/2-times (e—6u—9)/6
-times

where z = (0,1,0,1,...,0,1,0,1) is a sequence of length 6u.
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(d) If t = 6u + 5 then

a=(0,1,1,0,0,x2,...,x2, x,...,x ,0,1,1,x1,...,x1,0,x1,...,%x1,2)
—_—— N — —_——

u-times  (s—2)/2-times k-times u-times

where z = (0,1,0,1,...,0,1,0,1) is a sequence of length e — 1 — 6.

In the cases (a) and (d) we have wt(K; 1) = =5 and in the cases (b) and (c) wt(K; 1) =

>
Proof. For all 4 cases, we explicitly give the carry sequence c (in r-ordering) and
check that Eq. (3.9) and (3.10) are satisfied. The carry sequences for all cases are
quite similar and are composed of the same “building blocks”. The verification is
simple but tedious, so we will show the correctness of the first case in detail and for
the other cases we will just state the carry sequence and omit the verification. We
define the auxiliary sequences s; = (0,1,0,1,...,0,1) of length 6u and s, = (0,0, 1,
0,1,0,1,0,1,...,0,1) of length e = 6k + 3.
Case (a): Set

c=(s1,82,...,52,0).

s-times

Eq. (3.9) can be easily verified. For Eq. (3.10) we have to distinguish (many) different
cases depending on the value of i. We go through each block in the sequence a.
Case a.l: i > 0 is in the first block of x1’s. If i is even then we have ¢; = ¢;1, = 0
and (a;,a;11,a;42) € {(0,1,1),(1,1,0),(0,0,0)}. If i is odd then ¢; = ¢;y, = 1 and
(ai,ai11,ai42) € {(0,0,1),(1,1,1),(1,0,0)}.
Case a.2: i is in the block of y’s. Leti = 6u+q. If g = 1,2,e+1,e+ 2 (mod 2e)
then ¢; = ¢, = 0. In these first two cases we have (a;,4;,1,4;12) = (0,0,0) and
in the latter two (a;,a;41,a;42) = (0,1,1) and (a;,ai+1,4i12) = (1,1,0), respectively.
Let g1 be the least positive residue of g modulo 2e. If 3 < g; < e and g1 odd we
have ¢; = ¢jy. = 0 and (a;,a,41,ai42) € {(0,1,1),(1,1,0),(0,0,0)}. If3 < g1 < e
and g; even, we have ¢; = ¢;+, = 1 and (a;,a;+1,4i42) € {(0,0,1),(1,1,1),(1,0,0)}.
If 97 > e+ 2 and ¢; odd we have ¢; = cj1, = 1 and (a;,ai11,4:42) € {(0,0,1),(1,
1,1),(1,0,0)} and if g1 > e+ 2 and g1 even we have ¢; = ¢;+, = 0 and (a;,a;41,
aiy2) € {(0,1,1),(1,1,0),(0,0,0)}.
Case a.3: i is in the position of the three zeros after the block of y’s. For the first two
zeros (i.e. i = 6u +e(s—2)and i = 6u+e(s —2) + 1) we have ¢; = ¢, = 0 and
(a;,a;41,ai+2) = (0,0,0). Fori = 6u+e(s—2)+2wehave¢; = ¢ir, = 1 and (a;,
aii1, ai+2) = (0, 0, 1)
Case a.4:iisintheblock of xp’s,i.e. i € {6u+e(s—2)+3,...,6u+e(s—2)+6k+2}.
If i is odd, we have ¢; = ¢;1, = 1 and (a;,a;41,a;12) € {(0,0,1),(1,1,1),(1,0,0) } and
ifiisevenc¢; = ¢jy, = 0and (a;,a;11,a;42) € {(0,1,1),(1,1,0),(0,0,0) }.
Caseab:i € {6u+e(s—2)+6k+3,...,6u+e(s—2)+6k+5} Ifi = 6u+e(s—
2)+6k+3thenc; =0, ¢irp, = cy1 = 0and (a;,a;,41,a;12) = (0,1,1). Fori =
6u+e(s—2)+6k+4wehavec; =0, cir. = co = 0and (a;,a;11,a;:2) = (1,1,0) and
fori =6u+e(s—2)+6k+5wehavec; =1,ci.. =1 = 1and (a;,a,41,a;12) = (1,
0,0).
Case a.6: i is in the second block of x1’s, i.e. i € {6u +e(s —2) +6k+6,...,12u +
e(s —2)+6k+5}. If i is even, we have ¢; = ¢;, = 1 and (a;,a,11,4;12) € {(0,1,1),
(1,1,0),(0,0,0)}. If i is odd and i # 12u +e(s —2) + 6k + 5 we have ¢; = ¢jy, = 0
and (a;,a;41,a;42) € {(0,0,1),(1,1,1),(1,0,0)}. If i = 12u +e(s — 2) + 6k + 5 then
C; = 1, Cite = 0 and (al-, ai+1,ai+2) = (1,0,1).
Case a.7: i is in the subsequence z, i.e. i € {12u +e(s —2) + 6k +5,6u +e(s — 1) +



32 Chapter 3. Inversion in Zyn_4

6k +1}. Ifiiseventhenc; =0, ¢, . = 1and (a;,4;11,a;12) = (0,1,0). If i is odd then
ci=1,¢1.=0and (a;,a;11,a;12) = (1,0,1).

So Eq.(3.10) holds for all i # 0.

We state the r-ordered carry sequences for the other cases:

Case (b):
c=(-1,1,s1,82,...,52).
N———
s-times
Case (c):
c=1(0,0,1,s1,82,...,52,0).
h\,—/
s-times
Case (d):

c=1(0,0,1,0,1,51,82,.-.,52).
N’
s-times

O

Note that Proposition 3.3.6 lists all possible options. Indeed, the cases t = 6u
and t = 6u + 3 do not occur because in these cases n = se + t is divisible by 3, so
e = 6k + 3 is never invertible modulo 7.

Corollary 3.3.7. Let n € IN and K, be the r-th Kasami exponent with gcd(n,r) = 1.
Let K; 1 be the inverse of K, modulo 2" — 1. Then wt(K; 1) = “£! forn = 0 (mod 3).
Moreover, we have
n+2  if, —
WK > 3 zfn =1 (mod 3)
2l ifn=2 (mod 3).

The lower bound is attained if and only if e = 3.

Proof. If n = 0 (mod 3) then e is not divisible by 3 since gcd(e,n) = 1. The result
then follows from Proposition 3.3.5.

For the other cases, using the notation of Proposition 3.3.6, the binary weight
wt(K; 1) is minimal when s is maximal. For n = se + t with 0 < t < e this clearly
implies minimizing e, so e = 3 and t € {1,2}. For these cases we have

uh RS RPN
= ift=1
V\/t(](;l) — { n22 3

-3 _ n4l e
- = = ift =2

and the result follows.
O

Since EA equivalence preserves the algebraic degree, we get the following simple
corollary.

Corollary 3.3.8. Let n € IN odd and K, be the r-th Kasami exponent with ged(n,r) =1
and r < 4. Let F = xX* be the r-th Kasami function on Fpr. If n = 0 (mod 3) and
r # ">1 then F is not EA equivalent to F~1. Ifn # 0 (mod 3) and r < 52 then F is not
EA-equivalent to F~1.

3.3.2 The case + odd
ged(n,r)

We now deal with the Kasami exponents K, with ged(n,7) > 1and gch odd. While

(nyr
these Kasami exponents are not APN, they still have some interesting properties.



3.3. The Kasami exponents 33

For example, for ged(r,n) = 2 and 4 odd, the function x +— xKr (and thus also its
inverse) is a permutation with differential uniformity 4 (see Table 2.2).

Since ged(n,r) > 1, we cannot use the r-ordering of sequences that we used
in the previous section. Just like in the case of Gold functions, we will thus use
r-matrices (introduced in Definition 3.2.6).

In accordance to the notation used in the previous subsection, we denote by e

the least positive residue of the inverse of - modulo . Since ged(n,r) =
ged(mnr)

ged(n,r)
ged(n —r,r), m odd and K; is cyclotomic equivalent to Kj,_,, it again suffices to
determine the inverses of K, where ¢ is odd.

Using r-matrices, Theorem 3.3.1 takes on the following form.

Theorem 3.3.9. Leta € {1,...,2" — 2}, n € N and K, be the r-th Kasami exponent with
ged(r,n) = d and e be the least positive residue of 5 modulo . Moreover, let

a0,0 ao,1 o2 ... dgr-
ai,o a1 a2 ... A41n
Mu,r ==
ag-1,0 4d-11 @44-12 --- A4-1,1-1

be the r-matrix of a, i.e. a = Y0~ Z].E:—Ol a; 277" (mod 2" — 1). The following are equiva-
lent:

(a) ais the inverse of K, modulo 2" — 1.

(b) There exists an r-matrix for the carry sequence c of the form

CQ,() CO,l Co/z e 60,%_1
€1,0 €11 €12 ... Cpn
Mc,r = .
Ci-10 Cd-11 C4-12 --- Cd-1,%-1

with ¢;; € {—1,0,1} such that the following equations hold:

2¢0,0 — €41, 1 =a02 —a0,1 + a0, (3.11)
. n
200j — Ca—1j+e = Ao,j+2 — Aoip1 +agjforallje {1,..., 5 1} (3.12)

. . n
2Ci,]' —Ci—1,j = @i,j+2 — Ajj+1 + Ell',]'fOT’ alli e {1,. c,d— 1},] € {0,. g 1}

(3.13)

The carry sequence (and thus its associated r-matrix) in (b) is unique.

Proof. The Theorem follows immediately from Theorem 3.3.1 and the definition of
the r-matrix. The process is identical to the corresponding case for the Gold function
in Theorem 3.2.7. O

Again, we find M,, and M., such that Eq. (3.11)-(3.13) hold. These verifications
become quite tedious (especially since we have to distinguish several cases). How-
ever, the basic idea does not change: The r-matrices of the carry sequences have a
visible structure that can be used to determine the inverse. It turns out that the in-
verse of K, on modulo 2" — 1 with ged(r, n) = d is closely related to the inverse of Ké
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modulo 2@ — 1 which was already determined in the previous section. To improve
n

readability, we first deal with the case scd(ir) = 6v + 3 for a v € INj separately.

Proposition 3.3.10. Let n € IN and K, be the r-th Kasami exponent with gcd(r,n) = d >
land 5 = 60 + 3. Let e be the least positive residue of the inverse of 7 modulo 5. Then

K1= Zflz_ol Y, ]7:_01 ai,jzi*j’ (mod 2" — 1) where the values a;; are the entries of the matrix
Ma,r
a1

Ma,r = ’ ’
a

az
where the rows a; and ay are defined as follows:

(a) Ife =6k +1:

a; = (0,0, X1,e0:,X1,X2.. .,XQ,O)
—_——
n/dgefZ _times  k-times

ap = (1,X3,X4. . .,X4).
—_——

k -times
(b) Ife = 6k +5:

al = (0,1,0,0,0, x4,...,x4,1,1,0,0,x6...,x6,0)
N——— N——

"/11%*4 _times k -times

a = (0,x5,x2...,%2),
~—_———

k -times

where x; = (0,0,1,1,1,0), x, = (0,0,0,1,1,1), x4 = (1,1,1,0,0,0), x4 = (0,1,1,1,0,
0) are sequences of length 6, x3 = (1,0,1,0...,1,0,1,0) is a sequence of length % — e and
x5 = (0,1,0,1,...,0,1) is a sequence of length & — e.

In both cases we have wt(K; 1) = 1=34+4,

Proof. Case (a): The r-matrix of the corresponding carry sequence is

C/

MC,r = (Ci,j) e '/
Cc
C/l

where ¢’ = (co, . . .,c%_l) =(0,1,0,1,...,0,1,0,1,0) and ¢’ = (ce — 1,ce1, - - L, Cn_y,
€0,€C1, -+ Co1)-

Using Theorem 3.3.9, we just have to verify Eq. (3.11) - (3.13). For our choice of
M., we have in Eq. (3.11) 2cop — ¢4-1,+1 = 2(c. — 1) — c. + 1 = ¢, — 1. Similarly,
in Eq. (3.13) we have for 0 < i < d — 1 and j = 0 the relation 2¢;; —¢;_1; = 2(ce —
1) — (ce — 1) = c, — 1. From these two observations, we conclude

c.—1= aip> —a;1+aip foralli € {0, col,d— 2}. (3.14)

For j # 0 we have for i = 0 (consulting Eq. (3.12)) 2¢g,j — cj—1,e+j = 2(Cetj) — Cetj =
Ceyj- Looking at Eq. (3.13) for j # 0 and i # 0, we have 2¢;; — ¢j_1j = 2Ceqj — Coyj =
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Ce+j- We conclude
Corj = @ijra—aiji1 +a; foralli € {0,...,d—1},j € {1,... ,g —1}.  (3.15)

Let us now consider the case i = d — 1, j # 0. Then Eq. (3.13) becomes 2¢;_1,; —
Ci—2,j = 2¢j — Ce1j and we get

n

20 — Coyj = Ag_1,j4+2 — A4—1,j+1 + a4_1; forall j € {1,.. i 1}. (3.16)

Finally, for the case i = d —1 and j = 0 we have (again considering Eq. (3.13))
2c4-1,0 — C4—20 = 2¢9 — (ce — 1) = 2¢p — ¢, + 1. We conclude

2c0—cetl=uag1p—a3-11+ 4510 (3.17)

Observe that, by Proposition 3.3.5, a, is the r-ordered sequence of the inverse of
K: modulo 2i — 1 with the corresponding carry sequence ¢”. Theorem 3.3.4 then
shows that Eq. (3.16) and (3.17) are satisfied. We check Eq. (3. 14) and (3.15) by hand.
In both equations we do not consider the last row of M, , and since all but the last
row in M, , are identical, it suffices to check the first row.

Eq. (3.14) holds because ¢, = 1 and app, = a1 = apo = 0. We check Eq.
(3.15): If e+j < n and j odd, then c,;; = 0 and (agj a0,:1,40j+2) € {(0,0,
0),(1,1,0),(0,1,1)}. If e+j < n and j even, then c,,; = 1 and (ag;, 40,41,
aoj+2) € {(1,0,0),(1,1,1),(0,0,1)}. Ife+j > n and j is odd then c,y; = 1 and
(a0,j, 40,741, a0,j+2) € {(1,0,0), (1,1, ),(0,0,1)} and if e+ j > n and j is even then
Cotj = 0 and (ﬂgl]', agj+1, a0’j+2) € {(0 0, 0) (1, 1, 0), (0, 1, 1)}

Case (b): The proof is similar to the proof of the first case. We define the r-matrix
of the corresponding carry sequence

M., = (cij) =

where ¢’ = (co,...,cﬁ,l) = (0,0,1,0,1,0,1,...,0,1,0,1) and ¢’ = (ce — 1,¢e41,---,
Co_1,C0,Cly-- -, Ce—1). This leads to precisely the same equations (3.14)-(3.17). Again,
by Proposition 3.3.5, a; and ¢” are the r-ordered sequences of the inverse of the
Kasami exponent K: modulo 2i — 1 and the corresponding carry sequence, respec-
tively. The validity of Eq. (3.16) and (3.17) follows. Equations (3.14) and (3.15) can
be checked just as in the previous case; we omit the calculations.
By adding all entries in M,,, we see that in both cases the weight of the carry
sequence is d7/4=% 4 1 = =342 T emma 3.3.2 then implies wt(K; 1) = =344,
O

Note that the case ¢ = 6k + 3 does not occur because e is invertible modulo
= 60 + 3. We now deal with the remaining cases 5 = 6v +1and 4 = 60 + 5.

Proposition 3.3.11. Let n € N and K, be the r-th Kasami exponent with ged(r,n) = d
and % odd. Let e be the least positive residue of the inverse of 5 modulo 5 and 5 = se +t,

0<t<e ThenK;! = Z ):d 0 a1]2’ i (mod 2" — 1) where the values a;; are the
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entries of the matrix
a
az
Ma,r =
az

Here, ay is the sequence of the inverse of K modulo 21 — 1 in r-ordering as determined in the

previous section and ay is as follows. We use the auxiliary sequences x; = (0,0,0,1,1,1),
x2 = (1,1,0,0,0,1), x3 = (0,1,1,1,0,0) of length 6 and

y=1(0,0,0,x3,...,x3,0,1,1,x9,...,x7)
—_—— ———

k-times k-times
z=(0,1,1,x1,...,%1,0,0,0,x3,...,x3)
— ————

k-times k-times
of length 12k + 6.
(a) Ife=6k+1and 5 = 6v+1

ay = (xl,...,x1,0).
N—_——

v-times

(b) Ife=6k+1and 5 = 6v+5

a = (x2,...,%,1,1,0,0,0).

v-times

(c) fe=6k+5and 5 =6v+1

azz(O,xL,...,xl).

v-times

(d) Ife=6k+5and 5 = 6v+5

a, =(0,1,1,xq,...,x,0,0).
N—— o

v-times

(e) Ife=6k+3andt =6u+1

ay = (icl_,...,xl,y,...,y,()).

u-times %_times

(f) Ife=6k+3and t = 6u+2

a=(0,1,x,...,x1,9,...,4,0,0,0,x3,...,x3).

u-times % _times k-times

(g) Ife=6k+3andt =6u+4

a, = (0,0,0,x3,...,%3,2,...,2,0,1,1,x1,...,x1,0).
—_—— —— ——

u-times % _times u-times
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(h) Ife = 6k+3andt = 6u+5

a, = (0,1,1,0,0,x3,...,%3,2,...,2).

u-times 5-times

In the cases (a)-(d) we have wt(K;') = "=242 in the cases (e) and (h) wt(K;!) =
n—d(s+1)+2 1) _ n—d(s+2)42
= = e

and in cases (f) and (g) wt(K; ]

Proof. In all cases the r-matrix of the carry sequence c has identical rows, i.e.

CI

MC,T = E 7

C/

where ¢’ = (cy, ..., cﬁ,l) is the r-ordered carry sequence for the inverse of K§ mod-

ulo 2@ — 1 determined in the proofs of Propositions 3.3.5 and 3.3.6. With this carry
sequence, the equations (3.11)-(3.13) of Theorem 3.3.9 take on the following form:

2c0 — ¢+ 1 =agp —ag1 + aop (3.18)
. n
2Cj — Cjte = A0,j+2 — A0,j+1 1 Ao, for a11] S {1, g T 1} (3.19)

q:awﬁ—mﬁ4+@ﬂmdhe{L””d—HJE{Q”Vg—l}
(3.20)

The validity of Eq. (3.18) and (3.19) follows from Theorem 3.3.4 and the choice of
a1 and ¢’. So we only need to verify Eq. (3.20) for each case. We will show the
verification for the first case, the other cases are identical in nature.

In Case (a) we have ¢ = (0,1,0,1,...,0,1,0) from Proposition 3.3.5, i.e. cjis 0
if j is even and 1 of j is odd. When j is odd, then (a;;,a;,41,4;42) € {(0,0,1),(1,1,
1), (1, 0, 0)} and lf] is even then (111',]', Ajj+1, IZZ',]'+2) S {(0, 0, 0), (1, 1, 0), (0, 1, 1)} for all
i > 0,s0 Eq. (3.20) holds.

Using Lemma 3.3.2, we have

wt(K, 1) = wt(c) + 1 =dwt(c') +1 = d(wt(K;l) —1)+1,

where K is the least positive residue of the inverse of K: modulo 2i — 1. The
results on the binary weights then follow from the results in Proposmons 3.3.5and
3.3.6. For example for the cases (a)-(d), Proposition 3.3.5 yields wt(Kg ) = ”’TH This

leads to wt(K; 1) = d# +1= 1452,
O

Propositions 3.3.10 and 3.3.11 show that K; ! has a strong structure because its
r-matrix has d — 1 identical rows. By the definition of the r-matrix, this means that
K; ! has 4 runs of (d — 1) consecutive ones or zeroes.

The results presented in this section yield the following result for the binary
weight of the inverse of Kasami exponents.

Corollary 3.3.12. Let n € N and K, be the r-th Kasami exponent with gcd(n,r) = d and
" odd. Let K;'! be the inverse of K, modulo 2" — 1. Then wt(K;1) = "=38t4 for n = 0
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(mod 3) and wt(K;') < =242 for n £ 0 (mod 3). Moreover, we have

_ nedi3 it =1 (mod 3)
Wt(KV 1) 2 n73d+3 n —
ISHS dfE =2 (mod 3).

Proof. Forn =0 (mod 3) the result follows from Proposition 3.3.10.

For the other cases, using the notation of Proposition 3.3.11, the binary weight
wt(K; 1) is minimal when e is divisible by 3 and s is maximal. For n/d = se + t with
0 < t < e this clearly implies minimizing ¢, so e = 3 and t € {1,2}. With Case (e)
and (f) from Proposition 3.3.11, we have

J -4 2) =g ifr =1
)= 1(n_w+2)_% ift=2
2 3 =3 =

and the result follows.

3.3.3 The case gd( ) even

We now deal with the case m even. Proposition 3.3.3 implies that if K, is invert-

ible modulo 2" — 1 then both n and r are even and is not divisible by 3. We

gcd(n r)

will again denote by e the inverse of 5 modulo Note that since
ged(n,r)

gcd(n,r) : gcd(n,r)

is even, ¢ must be odd.

Proposition 3.3.13. Let n € IN and K, be the r-th Kasami exponent with ged(r,n) =d, r

even, 5 even and not divisible by 3. Then K; ' = Z Zd 01 al]21 Jr (mod 2" — 1) where
the values a; j are the entries of the matrix

ai

=<

where ay, x,y are as follows. We use the auxiliary sequences x; = (1,1,0,0,0,1) and x, =
(1,0,0,0,1,1) of length 6.

(a) If 7 = 6k + 2 then

a; = (1,1,1(1_,...,x1),x =(1,0,1,0,...,1,0),y=(0,1,0,1,...,0,1).

k -times
(b) If % = 6k + 4 then

a1 =1(1,0,1,1,xp,...,x),x=(0,1,0,1,...,0,1),y = (1,0,1,0,...,1,0).
1= e 3) % = ( by = ( )

k -times

In both cases we have wt(K; 1) = %12,
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Proof. Case (a): The r-matrix of the carry sequence is

01 01 01

1 010 1 0
M., = (Ci,j) =1:

0101 ... 01

1 010 ... 10

We check Eq. (3.11)-(3.13) from Theorem 3.3.9.

Eq. (3.11) holds because cpp = 0, cj_1, = 0 (recall that e is odd) and ag> = ap; =
ap,0 = 1.

We verify Eq. (3.12): If j is odd then ¢ = c4_1,4. = 1 and (agj, a0,j11,40,j+2) €
{(1,0,0),(1,1,1),(0,0,1)}. If j > 0 is even, then cy; = c4-1,j+. = 0 and (ag, agj+1,
ao,j+2) € {(1,1,0),(0,1,1),(0,0,0)}.

Lastly, we verify Eq. (3.13): If i + jiseventhenc;; =0,¢; 1, =1,4;j10 = a;; =0
and ai,]qu =1.1fi +j is odd then Cl"]' = 1, Cifl,j = 0, ai,]qrz = 111',]' =1land ai,]-H =0.

Case (b): In this case, the r-matrix of the carry sequence is

1 010 1 0
0101 01
Mer = (cij) = | : :
1010 ... 10
01 01 01

Eq. (8.11) is valid since cop = 1, ¢4_1, = 1 and agp = app» = 1 and ap; = 0. The
verification process for Eq. (3.12) and (3.13) is identical to Case (a) with odd and
even swapped.

O

3.3.4 Kasami inverses with special structure

We now investigate cases where the inverses of Kasami exponents have some spe-
cial structure. These cases will also illustrate the results in the previous sections
and show how to get from the representation using r-matrices to the “usual” binary
representation.

In [88, Proposition 3.13], it was shown that the inverse of K, modulo 2" —11s
cyclotomic equivalent to the Kasami exponent Ky,. It was conjectured that K, ! mod-
ulo 2% — 1 for b|r and 5 1 b is always cyclotomic equivalent to a Kasami exponent.
This conjecture can be proven using Proposition 3.3.11.

Proposition 3.3.14. Let d = } with b|r, n = 5d and K;*! be the least positive residue of the
inverse of K, modulo 2" — 1. Then

22K,y (mod 2" — 1) ifb=1 (mod 5)
22K, (mod 2" —1) ifb=2 (mod 5)
22@-1K; (mod 2" —1) ifb=3 (mod 5)
226@=1Kyy  (mod 2" —1) ifb=4 (mod 5).

Proof. We use the notation of Proposition 3.3.11. We have d = gcd(n,r) = } and
& = 5. Further, we have 7 = b. The only two possible odd values for e are e = 1 and
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e = 3 that are attained for b = 1 (mod 5) and b = 2 (mod 5), respectively. These
correspond to case (b) and (f) in Proposition 3.3.11. We get K, ! = Z‘it(} ;4-:0 ;277"
(mod 2" — 1) where the values g, ; are the entries of the matrix M if e = 1 and M, if

11000 01000

We now write K; ! in its usual binary representation. To do this, we write from right
to left in the following way: We start with the first column, and then proceed in steps
of length e to the left (cyclically). So, for the case e = 1, we start with column 0 of
M, then column 4, then 3, then 2 and then 1, resulting in:

K'=(@1,1,...,1,1,0,0,...,0,0,1,0,0,...,0,0,1,1,...,1,1)

d-times 2d—1-times d-times d-times

and for the case ¢ = 3 the order of the columns is 0, 2, 4, 1, 3, resulting in:

K-'=(0,0,...,0,0,1,1,...,1,1,0,0,...,0,0,1,0,0,...,0,0).

d-times d-times d—1-times 2d-times

In the first case, we have K; ! = 229K,; (mod 2" — 1) and in the second case K; ! =
224K, (mod 2" —1). If e = 2 and e = 4 (corresponding to the values b = 3 (mod 5)
and b = 4 (mod 5)) we use the relation K;1 = 27K !_ (mod 2" — 1) and apply
the procedure above to K;,_,.

O

In fact, in [88] several nice formulas for the inverses of K, modulo 2¢" — 1 for small
fixed values of k have been found. Our framework gives an explanation why these

inverses have a strong structure: We have m = k, so the r-matrices always

have k columns. By Proposition 3.3.10 and 3.3.11, all but one row in the r-matrix
are identical, so we get long runs of zeroes and ones (as observed in the proof of
Proposition 3.3.14). All of the formulas given in [88] can also be obtained using our
framework. In particular, it was shown in [88] that if n = % with b|r and ged (3,
b) = 1 then the inverse of K, modulo 2" — 1 has the lowest possible weight 2. Using
the results we obtained in the previous sections, we give an alternative proof and
show additionally that (apart from sporadic cases for low values of 1) these are the
only cases where the inverses of Kasami exponents have weight 2.

Proposition 3.3.15. Let K, be invertible modulo 2" — 1 with n > 6 and K, L be the least
positive residue of the inverse of K, modulo 2" — 1. Then wt(K; ') = 2 ifand only if n = %
with b|r and ged(b,3) = 1. In these cases we have

= 214 Z'i_l (mod 2" —1) ifb=1 (mod 3)
r 2714251 (mod2"—1) ifb=2 (mod 3).

Proof. We go through the results in the earlier sections and check when wt(K; ') = 2
is fulfilled. In Proposition 3.3.10, we have wt(K;!) = =34 where d = gcd(r, n).
We have %‘”4 = 2if and only if n = 3d. So, n = % for some b with ged(b,
3) = 1. We differentiate the two possible cases e = 1 and e = 2 corresponding to
b =1 (mod3) and b = 2 (mod 3), respectively. If e = 1, we are in Case (a) of



3.4. The Bracken-Leander exponent 41

Proposition 3.3.10 and the matrix M, , looks as follows:
0 0O

My, = | - .
0 00
110

Consequently, K;1 = 2571 4257177 = 2771 1. 2571 (mod 2" — 1). Here we used
thatr = § (mod n) since b = 1 (mod 3). If e = 2, we apply the same procedure to
Ku—y, 50 K, 2, = 2571 4+ 257 1-01=7) = on=1 4 251 (mod 2" — 1) since here r = 2
(mod 7). Then K; ! = 272K 1 =271 4251 (mod 2" —1).

We now check Proposition 3.3.11. In the Cases (a)-(d) we have wt(K, 1) = ”%”2,
so wt(K; 1) = 2if and only if d = n — 2. Since d|n and n > 4, this is not possible.

In the Cases (e) and (h) we have (using the notation from the proposition)
wt(K; 1) = %, sowt(K;!) = 2ifand only if n — d(s + 1) = 2. Since d|n, this
implies d|2. Using the bound in Corollary 3.3.12, we infer that wt(K; 1) > 2if n > 6.
In the Cases (f) and (g) we have wt(K;!) = %
same argument as before yields wt(K, 1) > 2.

In Proposition 3.3.13 the inverses have always binary weight ”TH, SO NO new
cases are found.

. Again we get d|2 and the

O

Note that the condition n > 6 is necessary. Indeed, for n = 5 we get sporadic
cases: Consider K, = 13 over [Fps. We have gcd(5,2) = 1and2-3 =1 (mod 5), so
e = 3 and the inverse of 13 modulo 2° — 1 has weight 2 by Corollary 3.3.7.

3.4 The Bracken-Leander exponent

We now determine the inverse of the Bracken-Leander exponent BL, = 2% +2" + 1
modulo 2% — 1 with r odd. In this case, the exponent is not independent from the
field size. Because of this, finding the inverse is much easier. We again use the
modular add-with-carry approach. Theorem 3.1.1 applied to the Bracken-Leander
exponents yields the following condition for the carry sequence.

Theorem 3.4.1. Let r odd, n = 4r,a € {1,...,2" — 2} and BL, be the Bracken-Leander
exponent. We denote by a = (a,_1,...,a0) the binary expansion of a. The following are
equivalent:

(a) ais the inverse of BL, modulo 2" — 1.

(b) There exists a carry sequence ¢ = (¢y_1,...,co) with c; € {0,1,2} such that

200—c_1+1=a_o +a_,+ag (3.21)
2¢; —Ci1 = aj_p +aj_, +aj forall i > 0. (3.22)

Here, the indices are seen as elements in Z.,,.

The carry sequence in (b) is unique.

Observe that ged(r,n) = r and 37— = 4. The case here is thus similar to the
ged(r,n)
n

—d( even case of the Kasami functions. We again use r-matrices so that Eq. (3.21)
ged(r,n)

and (3.22) have an easier structure.
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Theorem 3.4.2. Let r odd, n = 4r,a € {1,...,2" — 2} and BL, = 2% + 2" + 1 be the
Bracken-Leander exponent. We denote by a = (a,—1,...,4a0) the binary expansion of a.
Moreover, let

40,0 fo,1 ao,2 ao,3

a1,0 a1 a2 a3
Ma,r == .

ar-10 4r-11 4r-12 ar-13

be the r-matrix of a, i.e. a = Y/_} 2]3:0 a;, 271" (mod 2" — 1). The following are equiva-
lent:

(a) a is the inverse of K, modulo 2" — 1.

(b) There exists an r-matrix for the carry sequence c of the form

€0,0 Co,1 C0,2 €03
€1,0 C1,1 C1,2 1,3

M., =

Cr—-1,0 Cr-11 Cr-12 C4-13

with ¢;; € {0,1,2} such that the following equations hold:

2c0,0 — ¢r—1,1 +1 =aop +ap1 + aop (3.23)
2¢q,j — Cr—1,j4+1 = Ao,j+2 + Ag,j+1 +ag; for j € {1,2,3} (3.24)

ZCZ',]' = Ci—1,j = @jj42 +ajjy1 + Eli,]'fOV alli € {1, A 1},] S {O, 1, 2,3}.
(3.25)

The carry sequence (and thus its associated r-matrix) in (b) is unique.

It is easy to derive some strong necessary conditions from the equations. For
example Eq. (3.25) implies that, if ¢;; = 0 for some i > 0, then necessarily ¢; 1; =
Eli,j+2 = b‘li’]'+1 = az-,]- =0, which inductively leads to C,‘/,]' = ai/,]'+2 = ai/,jﬂ = ai/,]' =0
forall 0 < i" < i. With some examples for small values of #, it is then quite easy to
guess the correct r-matrices for the sequence a and its associated carry sequence c.

Proposition 3.4.3. Let r odd, n = 4r and‘BLr = 22" 4 2" 4+ 1 be the Bracken-Leander
exponent. Then BL;! = Y| 2]3:0 ;277" (mod 2" — 1) where the values a;; are the
entries of the matrix

1 110
0 00O
1111
0 00O
Ma,r =

1 111
0 00

1 111

We have wt(BL; 1) = "2,
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Proof. The r-matrix of the corresponding carry sequence is

_ N =
_ N =N
—_ N =N
_ N -

2
1111
2 2 2 2

We verify Eq. (3.23)-(3.25). Eq. (3.23) holds because coo = ¢,—11 = 2and apo = ap1 =
a2 = 1. Eq. (3.24) holds because ¢g; = ¢,_1,j+1 = 2 and (g, ag,j+1,40+2) € {(1,1,
0),(1,0,1),(0,1,1)}ifj € {1,2,3}.

It only remains to check Eq. (3.25). For i odd, we have ¢;; = 1, ¢;_1; = 2 and
IZZ',]' = ai,]-H = ai,j+2 =0.Fori>0 even, we have Ci,]' = 2, Cifl,j =1and lll"]' = lZi,]'+1 =
a;j+2 = 1,50 Eq. (3.25) is satisfied.

To determine wt(BL, '), we count the number of ones in M,,, so wt(BL, ) =
R

2
O

3.5 Conclusion

In this chapter, we introduced a new approach to find inverses of elements in Zy._1,
using the modular add-with-carry approach. We determined the inverse of all Gold
exponents G, = 2" + 1 and Kasami exponents K, = 22" — 2" 41 modulo 2" — 1 (if
they exist) as well as the inverse of the Bracken-Leander exponent BL, = 2% +2" + 1
modulo 2% — 1 with r odd. With our contribution, the binary representations of the
inverses of all known APN exponents as well as the inverses of all exponents that
give rise to 4-differentially uniform permutations in even dimension are found. The
more general problem of inverting a given element [ in Zy:_ for all n is still not
well understood. It is a natural question if the approach using the modular add-
with-carry algorithm can be generalized to other exponents. For every invertible /,
we can find a defining set of equations for the binary representation of /= and the
corresponding carry sequence in the style of Eq. (3.1) in Theorem 3.1.1. The difficulty
then lies in finding the sequences that satisfy the equations. This has to be done on
a case by case basis.

Inversion in Zjy:_ is not only interesting for questions relating to differential
uniformity. For example, if [ is a complete permutation polynomial (CPP) exponent over
IF; (i.e. there exists an a € IF; such that ax' and ax! + x are permutation polyno-
mials), then also its inverse 7! modulo g — 1 is a CPP exponent [113]. Several CPP
exponents in even characteristic have been found (e.g. [39, 132, 136]). For a complete
classification of CPP exponents, finding explicit formulas for the corresponding in-
verses is an interesting research problem.

The modular add-with-carry approach can be easily modified to work also in
the ring Z,»_1 for a prime p > 2 [65, Theorem 4.1]. In particular, it can be used to
tackle the problem of inversion in Z,_1 (corresponding to inversion of monomials
in odd characteristic). However, the equations in the style of Eq. (3.1) that have to be
checked become more complicated.
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Chapter 4

Equivalences of monomials and
permutations of the form

Ly(x%) + Ly(x)

4.1 A connection between equivalences of vectorial Boolean
functions and permutation polynomials of the form
Li(x%) + Ly(x)

The results in this section as well as the next section of this chapter on the inverse
function are based on two papers [58, 82], (co)-written by the author of this thesis.

In Chapter 2 we introduced the three main equivalence relations between vec-
torial Boolean functions: Affine equivalence, EA-equivalence and CCZ-equivalence.
In particular, the most general equivalence, CCZ-equivalence, is in many ways still
not very well understood.

Following the notation used in [27], let us denote by the EA-class of F the set of
all functions EA-equivalent to an (n, n)-function F, and similarly by CCZ-class of F
the set of all functions CCZ-equivalent to F. Since EA-equivalence is a special case
of CCZ-equivalence, we can partition a CCZ-class into EA-classes. Experimental
results show that for many functions F: Fp» — [Fy» the CCZ-class of F coincides
with its EA-class if F is not a permutation. If F is a permutation, then its CCZ-class
often consists of precisely 2 EA-classes, with F and F~! being representatives for
the two EA-classes. Of course, it is possible to have more than two EA-classes in
one CCZ-class, this is for example the case for Gold functions in odd dimension [19,
Theorem 1]. Additionally, it is possible that a permutation and its inverse are in the
same EA-class, this happens for example naturally for involutions like the inverse
function x — x2"~2 over Fon.

Since CCZ-equivalence is a much more difficult concept than EA-equivalence, it
is desirable to understand when the CCZ-class of F contains only one (if F is not a
permutation) or two (if F is a permutation) EA-classes.

This is a problem that is open even for most of the APN monomials in Table 2.1.
As noted earlier, the CCZ-class of Gold functions in odd dimension contains more
than 2 EA-classes and thus cannot be described with EA-equivalence and the in-
verse transformation alone. For all other monomials, this question is still open. Re-
cently, Budaghyan, Calderini and Villa conjectured the following based on a com-
puter search for small values of n:

Conjecture 4.1.1 ([18, Conjecture 4.14]). Let F(x) = x“ be a non-Gold APN power
function or the inverse function over [F;:. Then, every function that is CCZ-
equivalent to F is EA-equivalent to F or to F~! (if it exists).
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In this chapter, we are going to confirm the conjecture in the case of the inverse
function, i.e. we show that the CCZ-class of the function x — x%'~2 on Fy» coincides
with its EA-class. This is to our knowledge the first theoretical result of this kind.
Note that, in many ways, the inverse function is actually the most interesting case
because of its widespread use in cryptography, most famously as the S-box in AES.

Because of the importance of permutations for the design of SPN, it is also inter-
esting to search for permutations inside the CCZ-class of a function F. Indeed, a way
to find permutations with good cryptographic properties is to look for a permutation
in the CCZ-class of a non-permutation with good cryptographic properties. This is
precisely the technique that was used to find the only known APN permutation in
even dimension [17]. Thus it is a very interesting question to classify all permuta-
tions that are in the CCZ-class of an APN function. Treating this problem for infinite
tamilies is however very difficult. To the authors knowledge, the only result in this
direction is found in a recent paper [60], where it was shown that there are no per-
mutations in the CCZ-class of the APN Gold functions over [F>» with n even and that
there are no permutations in the CCZ-class of APN Kasami functions over Fy: if n
is divisible by 4. The proof technique used in [60] relies on a careful analysis of the
bent component functions of the Gold and Kasami functions.

In this chapter, we will also classify all permutations in the CCZ-class of the in-
verse function (both in odd and even dimension). We show that (excluding some
sporadic cases in low dimension) the only permutations in the CCZ-class are the
“trivial” ones, i.e. the ones that are affine equivalent to the inverse function. Of
course, since the inverse function does not have any bent components, our approach
is necessarily different from the approach in [60]. Instead, we are going to use the
following proposition which connects both of the problems we mentioned to a spe-
cial type of permutation polynomial. We will later also use the same technique to

investigate the functions of the form x x¥ 1 over Fyax.

Proposition 4.1.2. (a) Let F: Fon — Fon and assume no permutation of the form F(x) +
L(x) exists with non-zero linear L(x). Then every permutation that is EA-equivalent
to F is already affine equivalent to it. In particular, if such an F is not bijective, then
there are no EA-equivalent permutations to F.

(b) Let F: Fyn — Fon and assume no permutation of the form Li(F(x)) + La(x) exists
with non-zero linear Ly, Ly. Then every function that is CCZ-equivalent to F is
EA-equivalent to F or F~! (if it exists). Moreover, all permutations that are CCZ-
equivalent to F are affine equivalent to F or F~1.

Proof. (a) Let F, be a permutation EA-equivalent to F. Then, there exist (a,b) € F2,
and a bijective mapping £: F3, — IF3, defined by L(x,y) = (a(x), v(x) 4+ 6(y)) with
linear functions «, 7y, §: IFon — Fon such that

L(x,F(x)) + (a,b) = (a(x) +a,7(x) + 6(F(x)) +b) = (n(x), F2(7(x)))

where 77: Fon — Fou is the permutation given by 71(x) = a(x) + a. Note that the
function ¢ is bijective on IFr, since £ is bijective on IF3,. Also the composition
F>(7t(x)) is bijective on For, implying that (x) + 6(F(x)) is bijective, and hence
also 57 1(y(x)) + F(x) is a permutation. Since 6~ !(-(x)) is linear, our assumption
on F yields that ¢ = 0, so F, is affine equivalent to F.

(b) Let now F, be a function CCZ-equivalent to F. By the definition of CCZ-
equivalence, there exist (a,b) € F3, and a bijective mapping £: F3, — 3, given by
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L(x,y) = (a(x) + B(y), v(x) + (y)) with linear «, B, y,6: Fon — Fpn such that

L(x,F(x)) + (a,0) = (a(x) + B(F(x)) +a,7(x) + 6(F(x)) +b)
= (n(x), 2(7(x)))

where 71: Fpn — Fpu is the permutation on [For given by 7(x) = a(x) + B(F(x)) + a.
By our assumption on F, either « = 0 or B = 0. Assume first that « = 0. Then
nt(x) = B(F(x)) 4+ a and in particular both F and f are bijective. Further, 7 is bijective
since L is bijective. We then have

7(x) +6(F(x)) +b = By(7(x)) = R2(B(F(x)) + a).
The composition with the inverse F~!(x) yields
Y(F7H(x)) +6(x) + b = RB(B(x) +a),

and hence F, is EA-equivalent to F~!. In the case B = 0 we get similarly 7(x) =
a(x) +aand
y(x)+6(F(x)) +b = F(n(x)) = B(a(x) +a),

where the mappings a and ¢ are bijective. Hence F, is EA-equivalent to F.

Now assume that F, is additionally a permutation. If F, is EA-equivalent to F
then F, is affine equivalent to F using the statement in (a). Let us now consider the
case that F, is EA-equivalent to F~!. Observe that F~!(x) + L(x) is a permutation if
and only if L(F(x)) + x is a permutation, so there are no permutations of the form
F~!(x) + L(x) by the assumption stated in the proposition. Again using (a), we
conclude that F, is affine equivalent to F 1.

O

Proposition 4.1.2 shows that very strong conclusions can be drawn when no per-
mutations of the form L;(F(x)) 4+ Ly(x) with L; # 0 and L, # 0 exist. The rest of
this chapter is devoted to polynomials of this form.

Permutations of form L1 (F(x)) + Ly (x) are characterized for some special choices
of Fand Ly, L,. It was shown in [37] that no permutation of the form x? + L(x) exists
when there is an a € Fp: such that Tr(ax?) is bent. Corollary 2.3 from [56] implies
that x/ + L(K(x)) is not bijective on I, for an arbitrary function K whenever ged(d,
g—1) # 1 and L is a non-bijective linear function. In [100] a characterization of
all permutations of the form x?*1 + L(x) over Fp: with gcd(i,n) = 1 was given, as
well as some results for the more general case x? + L(x). Permutations of the form
x?+1 + L(x) over For with ged(i, n) > 1 were recently considered in [15].

We start with a proposition that gives a criterion when such a polynomial is a
permutation.

Proposition 4.1.3. Let F: Fy» — [Fon and Ly, Ly be linear mappings. The function
Li(F(x)) + La(x) is a permutation if and only if

We(L3(b), L1 (b)) = 0
forall b € F3,.

Proof. By Proposition 2.2.2, a function is a permutation if and only if all of its com-
ponent functions are balanced. Consequently, L1 (F(x)) + La(x) is a permutation if
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and only if
0= Z (_1>Tr(b(L1(F(x))+L2(x)))
xG]an
= T (C)THOROEON - We(15(b), 14 (b))

Xe]an

for all b € IF,. O

4.2 The inverse function

A particularly interesting case are functions of the type Li(x*~2) + La(x) on F
because of the good cryptographic properties (nonlinearity/differential uniformity)
of the inverse funct1on x — x2'~2. For simplicity, we will refer to the inverse function
also as x — x~1, where we use as usual the convention 0-! = 0. It was shown
in [61] that L;(x~1) + Ly (x) is never a permutation in characteristic > 5 (except for
the trivial cases L1 = 0 or L, = 0). In characteristic 3, no permutations of the type
x~ 1+ L(x) with L # 0 exist, except for sporadic cases in the small fields IF3 and [Fo.
In this section we are only interested in the case of characteristic 2. The following
partial results was already obtained in [101].

Theorem 4.2.1 ([101]). Let F: Fon — Fon be defined by F(x) = x~! + L(x) with some
linear mapping L(x) # 0. If n > 5 then F is not a permutation.

The following result is an immediate consequence of Theorem 4.2.1.

Corollary 4.2.2. Let n > 5 and F: Fon — Fon be defined by F(x) = Ly(x~!) + La(x),
where Ly, Ly are non-zero linear functions of Fon. If Ly or Ly is bijective, then F is not a
permutation on IFpn.

Proof. Note that F(x) is bijective if and only if F(x~!) = L;(x) + Lp(x71) is so Hence
without loss of generality suppose L; is bijective. Then the composition L; ! (F(x)) =
x~1+ Ly Y(L2(x)) is bijective if and only if F is so, and Theorem 4.2.1 completes the
proof. O

We continue the study of functions L;(x~!) + Ly(x) where Ly, L, are linear poly-
nomials over Fon.

Let us briefly introduce some notation that we will use in this section. For a
set A C F» we denote by 1/ A the set of all inverses of A, ie. 1/A = {1/a:a €
A\ {0}}. Further, we denote by H, = {x € Fon: Tr(ax) = 0} with a # 0 the
hyperplanes of Fy:, by A - A the product set A- A = {aya, | a1,a, € A} and by
VA = {\/a | a € A}. Note that since we are working in fields of characteristic
2, the function x + x? is bijective, so [v/A| = |A|. We will also use the following
well-known lemma about the adjoint mapping, whose simple proof we include for
the sake of completeness.

Lemma 4.2.3. Let L: Fo» — Fyn be a linear mapping and L* its adjoint mapping. Then
dim(im(L*)) = dim(im(L)) and dim(ker(L*)) = dim(ker(L)).

Proof. Let v € im(L*) and w € ker(L). We can write v = L*(x) for some x €

Fai. Then (v, w) = (L*(x),w) = (x,L(w)) = (x,0) = 0, so im(L*) C ker(L)*, in

particular dim(im(L*)) < dim(im(L)). The other inequality holds with L** = L.
The statement on the kernel follows from dim(im(L)) + dim(ker(L)) =n. O
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In the case of the inverse function x — x~!, the Walsh transform is closely con-
nected to Kloosterman sums.

Definition 4.2.4 (Kloosterman sum). For a € Fou, the Kloosterman sum of a over Fon is
defined as
Kn(a) — 2 (_1)Tr(x*1+ax).

x€lFn

An element a € Fon with K, (a) = 0 is called a Kloosterman zero.

Clearly, K,,(0) = 0. We call 0 the trivial Kloosterman zero. Note K,,(a) = Wg(1,a)
for F(x) = x~!. More precisely, for a # 0 we have

Wp(a,b) — 2 (_1)Tr(ax—1+bx) _ 2 (_1)Tr(x—1+abx) — Kn(ﬂlb)

x€F,n x€Fn

using the substitution x +— ax. Fora = 0 and b # 0, we have K,,(ab) = Wg(a,b) = 0.

Proposition 4.1.3 can thus be stated using Kloosterman sums:

Corollary 4.2.5. Let Ly, Ly be linear functions of Fan. Then Ly (x~ 1) + Ly(x) is a permu-
tation on o if and only if ker(L7) Nker(L}) = {0} and

K (Li(0)L;(b)) = 0
forall b € Fon.

Proof. By Proposition4.1.3, L1 (x~1) + Ly(x) is a permutation if and only if Wr (L3 (b),
L3(b)) = 0forallb # 0. If b € ker(L}) Nker(L}), then Wr(L; (), L5(b)) = 2" # 0. In
the other cases Wr(Lj(b), L;(b)) = K(Lj(b)L;(b)) by the considerations above. [J

Remark 4.2.6. Corollary 4.2.5 shows that a function L;(x~!) 4 Ly(x) is bijective on
IF>» only if the set {L} (x)L3(x)|x € IFon} is a subset of the set of Kloosterman zeroes.
Conversely, in [70] specific functions of shape L;(x~!) + Ly(x) are used to obtain
identities for Kloosterman sumes.

Kloosterman sums provide a powerful tool for studying additive properties of
the inversion on finite fields. Moreover, Kloosterman zeros are used for the con-
struction of bent and hyperbent functions (see for example [44, 35]).

Few results about the distribution of Kloosterman zeros are known. However,
the precise spectrum of Kloosterman sums in characteristic 2 has been determined.

Theorem 4.2.7 ([89]). The set of Kloosterman sums {K,(a): a € I3, } is precisely the set
of all integers divisible by 4 that are contained in the the interval [1 — 2/2+1,1 4 2n/2+1],

This theorem in particular shows that nontrivial Kloosterman zeros exist for all
n. We want to note that a similar result exists also for Kloosterman sums in charac-
teristic 3 [76], but not in larger characteristic. Indeed, if the characteristic is > 5, then
there exist no nontrivial Kloosterman zeros at all [86].

There is a way to compute the number of Kloosterman zeros [89], which relies
on determining the class number of binary quadratic forms. However, it is difficult
to use this method to derive a theoretical result on the number and distribution of
Kloosterman zeros. It is also known that for n > 4, nontrivial Kloosterman zeros
are never contained in proper subfields of Fp» [104]. In [125], it is noted that [{a €
Fon: Ky (a) = 0} = O(23"/4).
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Because of the chaotic distribution of Kloosterman zeros, we will instead use
dyadic approximations of Kloosterman sums. A nice survey on this topic is given in
[141]. A main tool for our results in this section is the following characterization of
Kloosterman sums divisible by 24.

Let Q: For» — IF; be the mapping defined by

Q)= Y,

0<i<j<n
for all x € Fon.

Theorem 4.2.8 ([62]). Let n > 4 and a € Fan. Then K, (a) = 0 (mod 16) if and only if
Tr(a) = 0and Q(a) = 0.

We want to note that stronger dyadic approximations of Kloosterman sums have
been found, for a complete characterization of Kloosterman sums modulo 28 — 256,
see [59]. However, the additional precision provided cannot be used to simplify or
improve the approach given here.

Applying Theorem 4.2.8 to Corollary 4.2.5 gives a necessary condition for
Li(x71) + La(x) to be a permutation.

Corollary 4.2.9. If Li(x71') + La(x) is a permutation of Fon with n > 4, then
Tr(Li(a)L;(a)) = Q(Li(a)L;(a)) = 0 forall a € Fpr and ker(L}) Nker(L3) = {0}.

Note that Q is a quadratic form over [Fy, i.e. the mapping Bo(x,y) = Q(x +y) +
Q(x) 4+ Q(y) is a bilinear form. Indeed, we have

BQ(x,y): Z xzi+zf+ 2 y2i+2f_|_ Z (x+y)2i+2j

0<i<j<n 0<i<j<n 0<i<j<n
_ 20 2 2i 2
=LYy =) )y

iZ] i A

- fo (Tr(y) + yzi) = Z(xy)zi + Tr(y) szi = Tr(xy) + Tr(x) Tr(y).

1 1

We call By, the bilinear form associated to Q.

We now prove that no permutations of the form Ly (x 1) + Ly(x) with Ly, L, # 0
exist if n > 5. Our starting point are the conditions given in Corollary 4.2.9. Our
proof consists of three steps:

e We show that if L1(x~!) + L,(x) permutes F,:, then the kernels of L; and L,
must be translates of a subfield of IFys, i.e. of the form alF,« with a € F;, and
k|n.

e Under this condition, we show k = 1, i.e. that dim(ker L) = dim(ker L,) = 1.

e We show explicitly that there are no permutations with dim(kerL;) =
dim(ker Lp) = 1.

The key step here is the first one. Generally, the difficulty of the problem lies in
the fact that the inverse function does not preserve the additive structure given by
the linear mappings. However, if ker(L;) = alFy, then 1/ ker(L;) U {0} = 1F,, so
the kernel retains its structure after inversion, which is the key for the next steps.

We will use the following result from additive combinatorics which characterizes
the subsets in an Abelian group with doubling constant 1.
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Theorem 4.2.10 ([131, Proposition 2.7]). Let (G, ) be an Abelian group and A C G a
finite subset of G. Then |A - A| = |A| ifand only if A = gH, where g € Gand H < Gisa
subgroup of G.

We are now ready to prove the first step we outlined above.

Theorem 4.2.11. Let F: Fon — Fon with n > 5 be defined by F(x) = L1 (x~1) + La(x),
where Ly, Ly are nonzero linear mappings over Fon. If F is a permutation, then ker L, and
ker L, are translates of subfields of Fou, i.e. they are of the form alF, for a # 0 and k|n.
Moreover, we have ker Ly = L3 (ker(L7)) and ker L, = L} (ker(L})).

Proof. We define R(x) = Lj(x)L3(x). Assume that F permutes Fp:. Then Corol-
lary 4.2.9 implies Q(R(x)) = 0 and Tr(R(x)) = O for all x € FFor. Let x € For and
y € ker(L}) (recall that we can assume ker(L}) # {0} by Corollary 4.2.2). Then

)+ Q(L1(x)L2(y)) + Bo(R(x), Ly (x) L2 (y))
Ly(x)L3(y)) + Tr(R(x) L1 (x) L2 (), (4.1)
where we use R(y) = Li(y) = 0, Q(R(x)) = 0 and Tr(R(x)) = 0 throughout the

0
computation, as well as the bilinear form Bg(x,y) = Tr(xy) + Tr(x) Tr(y). For every
z € ker(L}), we then get using Eq. (4.1)

R(x +2)Li(x +2)L3(y))
x)L (y))+Tr( (x +2)L1(x) L2 (y))
(¥) + Tr(Ly (x) Ly (x + 2) Ly (x) L2 (y))
L3 (y)) + Te(R(x) L3 (x) L5 (y)) + Te((L1 (x))*L3 (2) L3 (y))-

Adding the last equation to Eq. (4.1) yields

Tr((Li(x))?L3(2) L3 (y)) = 0 (42)
forally,z € ker(L}) and x € Fpn.

Setting y = z in Eq. (4.2) we have 0 = Tr(Lj(x)L;(y)) = Tr(xLi(L;(y))) for
all x € FFp. Consequently, L;(ker(L})) C kerL;. Since ker(L}) Nker(L}) = {0}
by Corollary 4.2.9 and dimker L1 = dimker L] by Lemma 4.2.3, we get kerL; =
Lj (ker(L])).

Again using Eq. (4.2), we get

(st (VL@Lw) ) o

for all y,z € ker(L}) and x € FFa, so \/Lg(ker(Li‘)) - Li(ker(L})) € kerL;. Now
since L;(ker(L})) = ker L; we have v/ker L; - ker L; = ker L;.
This particularly implies that

|(ker Ly \ {0}) - (ker Ly \ {0})[ = [(ker Ly \ {0})],

so by Theorem 4.2.10 we get kerL; = aH U {0} where a € F}, and H < F}, is a
subgroup of the multiplicative group of Fo«. Since | ker L1| = 2 for some k € N, we
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infer |H| = 2% — 1. In particular, H is the multiplicative group of a subfield of IFan, so
ker Ly = alF, for some a # 0 and k|n.
Since F(x) = Ly(x!) + Ly(x) is a permutation if and only if F(x~1) = L;(x) +
Lz(x_l) is a permutation, we get the same results also for the kernel of L,.
O

Before we start with the second step of the proof, we need some lemmas.

Lemma 4.2.12 ([103]). The quadratic equation ax? + bx + ¢ = 0 over Fon with b # 0 has
solutions in Fon if and only if Tr(ac/b*) = 0.

Proposition 4.2.13. Let F: Fon — Fou be defined by F(x) = Li(x~1) + Ly(x), where
L1, Ly are nonzero linear mappings over Fon. F is a permutation polynomial if and only if F
has only one zero and Ly(a) ¢ Ll(ﬁ)for all a € F,.

Proof. F permutes FFo» if and only if F(x) + F(x +a) # 0 for all x € For and a € FF3,,
ie.
Li(x '+ (x+a)7Y) # Ly(a). (4.3)

We determine the set M, = {c € For | 3x € Fou: x~ 1 + (x +4a)~! = c}. We have
-1 -1 1 1
X+ (x+a) =c = c=a orTr(%):O.

Indeed, c = a~! if we choose x = 0 or x = 4, and in the other cases we can multiply
the equation by x(x + a) which results in the quadratic equation

cx? +acx+a=0.

By Lemma 4.2.12, this equation has a solution in Fp: if and only if ¢ # 0 and
Tr(1/(ac)) = 0. We conclude that M, = 1/H: U {a"'}, so Eq. (4.3) gives L,(a) ¢

L1(M,). Observe that Ly(a) = Li(a~!) if and only if a is a zero of F and the result
follows. u

Lemma 4.2.14. Let a, b, c be three distinct elements in IF5,. Then H, U H, U H. = Fon if
and only if a + b = c. In particular, if M = rIFy with k|n, k > 1and r € F3,, we can
always find three elements a,b,c € M\ {0}, such that Hy;, U Hy/, U Hy ). = Fon.

Proof. Clearly, all hyperplanes have 2”1 elements and all intersections of two dis-
tinct hyperplanes have 2"~2 elements, so

|H, U H, U H.| =|H,| + |Hp| + |He| — |H, N Hy| — |Ha N He| — |Hp N He|
+ |H, N Hy N H|
=3.2""1-3.2"2 4 |H,N H, N H|
=2""1 4 2"2 4 |H, N H, N H|.
Consequently, H, U H, U H. = Fpn if and only if |H, N H, N H| = 2"~2, which means
H, N Hy C H,. This is equivalenttoa +b = c.

Now let M = rlF,: be a translate of a subfield of Fy:» with k > 1. Choose two

distinct elements a = rs1, b = rsp with sy, s, € IF;k, then

1 1 1/1 1
-+ -—=—-|—+—].
a b r\s; s
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Clearly, 1/51 +1/s52 = 1/s is an element in IF;k. For the three elements a,b,rs € M
L so we have Hy/s UHyp UHy s = Fon. O

1,1 _
we have ; +; = -,

Theorem 4.2.15. Let F: Fon — Fou be defined by F(x) = Ly(x 1) + La(x) withn > 5,

where Ly, Ly are nonzero linear mappings over Won. If F is a permutation, then | ker(L,)| =
| ker(Ly)| = 2.

Proof. By Theorem 4.2.11, we know that ker L, = alF, for some a € IF;, and k|n. We
want to show that k = 1. Assume to the contrary that k > 2. Then there exist three
distinct elements a, b, ¢ € ker L, such that Hy ;, U Hy ;, U Hy /. = Fon by Lemma 4.2.14.
Equivalently, ﬁ/ﬂ U H}/b U ﬁ = IF..

By Proposition 4.2.13, we have Ly(x) ¢ L; (ﬁ) for all x € IF;,. For the elements
a,b, ¢, this equation becomes

1 1

g, ) Ui ) = L(F)

0 Li( Hy,
C

) U Ly(

Hl/u

But since | ker L;| > 1 by Corollary 4.2.2, this is not possible. We conclude k = 1 and
| ker(Lp)| = 2.

Since Ly (x~!) + Ly(x) is a permutation if and only if L1 (x) + Lp(x~!) is a permu-
tation, the argument works again symmetrically for the kernel of L. O

Using Theorem 4.2.15 and a suitable composition with a bijective linear mapping,
we can assume without loss of generality that L;(x) = x* + ax for some a # 0. In
fact, we can even assume a = 1 as the following argument shows:

x 2 4ax M+ Ly(x) =c (4.4)

= a7 4+a x4 a?h(x) =a %

by multiplying the equation with a=2. After a substitution x — x/a, we get
x 24 x4 aLy(x/a) = a . (4.5)

Eq. (4.4) has one solution for every ¢ € [Fo if and only if Eq. (4.5) has one solution
for each c. Observe that a=2L,(x/a) is still a linear mapping, so we can consider
without loss of generality L1(x) = x?+ x. In fact, we will instead use Li(x) =
(x2+x)2"" = x2"" + x, which is equivalent to the case L;(x) = x2 + x. Indeed,
if F(x) = x 24 x~! + Ly(x) is a permutation, then so is F(x?" ') = x 1+ x 2" +
Ly(x?""). The reason for this transformation is that in this case Li(x) = x* +x,
which makes the following technical calculations slightly easier. In this case we
also have ker(L;) = ker(Lj) = {0,1}. By Theorem 4.2.11, we know ker(L;) =
L} (ker(L})), which implies L3 (1) = 1.

Theorem 4.2.16. There are no permutations of the form F(x) = Ly(x~') + La(x) on Fon
with nonzero linear mappings L1, Ly if n > 5.

Proof. Assume that F is a permutation. By the considerations above we can assume
without loss of generality that L} (x) = x2 + x and L}(1) = 1. We set L}(x) = ¥ c;x*
and derive necessary conditions on the coefficients c; and show that those conditions
contradict each other. As the basis we use the conditions given in Corollary 4.2.9 as
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well as Eq. (4.1) for y = 1. We get

Tr((x* + x)L5(x)) = 0 (4.6)
Q((x* +x)L3(x)) = 0 (47)
Q(x* +x) + Tr((x* + x*)L3(x)) =0 (4.8)
for all x € Fon.
We start by expanding condition (4.6). We have
n=l i n-ln=1 i+s_ ns+1 —1nzl s nits_y ns
Tr((*+x) Y cx®) =Y Y Za? 2 ZZ Z 22
i=0 s=0 i=0 s=0 i=
n-lnzl iy ostl iyos
_ & T2 Z Z & 22
s=0 i=0 s=0 i=
n-ln=1 2s—1 2s 2i 408
= (Cz s+1 tc Ci— s)x - ’
s=0 i=0

where we use a transformation i — 7 — s in the second step and then a transforma-
tion s — s — 1 in the left double sum in the last step. Here we view the indices of
the coefficients c; modulo 7. By condition (4.6) this polynomial is equal to the zero
polynomial. When we check the coefficient of x* (achieved by setting i = s = 1), we
get

1= c%. 4.9)

Similarly, checking the coefficient of x¥*lfor1 <r <n—1(achieved fori =0,s = r
andi =r,s = 0) we get
Ao+ A e =0 (4.10)

foralll <r<n-1.
We now do the same procedure for condition (4.8). We have

Q(x? +x) + Tr((x* + x*) L3 (x))
= Q(x®) 4+ Q(x) + Tr(x®) + Tr(x) + Tr((x* + x?) IE cix?)

i=0

—1n—1 —1n—1

_ T( —|—Tr + Z Czs 21+s+2€+2 + Z 2@ 21+s+2s+]
5= 012 SZ(:)I
i+1 i i 5—2 s—1 i H
I I DM MM SRS
s=0 i=

where we use Q(x?) = Q(x) and the last two steps again the transformations i —
i —sand s — s — 2 (in the left double sum) and s — s — 1 (in the right double sum).
Checking the coefficient of x8 (achieved by i = s = 2 in the double sum) we get

c=c+1 (4.11)
For the coefficients of x2? 1 for1 <r <n—1 (achieved by i =r,s =0andi = 0,

s = r), we similarly get

-1 1, re{l,n—-1}
r+2 + Cr+1 + C—r+2 + Cory1 = {0, re {2, - 2}, (4~12)
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where the additional 1 in the cases r € {1,n — 1} is due to the Tr(x3) term. Substi-
tuting » — r — 1 and squaring the equation yields

et {Lremg}

2-1 or=2
Crypter+ci,3+c,p=
LT T2 00, re {3, n—1}
Adding this equation to Eq. (4.10), we get

czrfl + Czr + c2r72 + Czr—l . 1, r = 2
LT P e 0, re {3,..,n—1}

We simplify the equation by substituting r — —r and taking the resulting equation
to the power 2" +2:

1 r:n—z
st Eptdy+at={" e
r+3 r+2 r+1 ’ {0, re {1/~~~rn _3}' ( )

We show by induction that the constraints we have obtained so far imply

i .
c; = {CO ! i odd (414)

i .
3 +1, ieven.

foralli € {1,...,n —1}. The cases i = 1 and i = 2 are shown in Eq. (4.9) and (4.11).
We verify the case i = 3 by using Eq. (4.12) withr = 1:
0=1+& +& +& +co=143 +@+1+co+co=0 +c

which immediately yields c3 = ¢} as claimed. We now proceed by induction: As-

sume that all coefficients up to k > 3 satisfy Eq. (4.14). Then by Eq. (4.13)

Chi1 = ci + cifl + cﬁfz = (c%k+1 +1)+ c%k + (c%k +1) = C%M

if k is odd and
2k+1

k k k+1
i1 =Cot+Crqt+cto=cf +(c§g+1)+c5 =c5 +1

if k is even, proving Eq. (4.14).
We compute c¢,_; in another way using Eq. (4.10) for r = 1:

O=co+c 1 +3E +a=3 +c+E+1+, (4.15)

soc,_1 =1+ COH. This immediately implies in connection with Eq. (4.14) that n
must be odd.
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The last step is to find a contradiction to the coefficients described in Eq. (4.14).
For that, we use the condition from Eq. (4.7). First, we expand the condition

n—1 ) , n—1 .
(P +x) Y cix®) =Q(Y, i P2+ Z cix®
i=0 = i

— or iy or s—1 25 j_0s
= Z Z zr+1+1r 2+2 Z ]25+1+]s) 2+2)

0<r<s<n—1 i=0 j=0

_ Z = i(czf 1+1 +c2r e 251 » L2 )x2i+21+2’+2s
1—r S S
0<r<s<n—1i=0 ]:O ] =
n—1n-1 o
_ 2142/ 427425
= X Z Z s
0<r<s<n—1i=0 j=0

withd;;, s = (c 12’ ;H + c )( ci g +1 + c] s) To satisfy condition (4.7), this polynomial

must be equal to the zero polynomial. Using Eq. (4.14) and Eq. (4.15), we see that

)0, i=rorj=s
dijrs = 1, else.

We check the coefficient of x® of the polynomial Q((x? + x)Ly(x)): The possible
choices for i, j, 7, s are:

l.i=j=0,r=1s=2withd;;,s =1
2.i=r=0,5s=1,j =2withd;;, s =0
3.i=r=0,j=1,s=2withd;;,s =0
4. j=r=0,i=1,5s=2withd,;;,, =1
5.j=r=0,s=1,i =2withd,;;,, = 1.

In particular, the coefficient of x8 is the sum of the listed values of dijrs whichis 1,
s0 Q((x% + x)La(x)) is not the zero polynomial. This contradicts condition (4.7) and
proves the theorem.

O

Remark 4.2.17. The condition n > 5 in Theorem 4.2.16 is necessary. Indeed, it is
possible to find permutation polynomials of the form Ly (x~!) + Ly(x) over [, and
IF); using a simple computer search, examples with Li(x) = x can be found in [101].

Our main result of this section is a direct consequence from Theorem 4.2.16 and
Proposition 4.1.2 (recall that the inverse function is an involution).

Theorem 4.2.18. Let F: Fon — Fon be the inverse function with n > 5. The CCZ-class
of F coincides with the EA-class of F. Moreover, all permutations in the CCZ-class of F are
affine equivalent to F.

4.2.1 Vector spaces of Kloosterman zeros

While working on the proof of Theorem 4.2.16, we were also interested in vector
spaces of Kloosterman zeros, i.e. vector spaces that consist of Kloosterman zeros.
This was motivated by the following observation.
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Proposition 4.2.19. Let F(x) = Ly(x~!) + Ly(x) where Ly and L, are non-bijective non-
zero linear functions of Fon. If F is a permutation, then there is a vector space of Kloosterman
zeros of dimension max{dimker(L;), ker(L;)}.

Proof. Observe that F(x) is a permutation if and only if F(x~!) = Li(x) + La(x~ 1)
is so. Hence we may assume without loss of generality that max{dimker(L;),
ker(Lp)} = dim(ker(L;)). Suppose F is a permutation. Then by Corollary 4.2.5
we have ker(L}) Nker(L3) = {0} and K, (Lj(b)L5(b)) = 0 for all b € Fp:. Choose
0 # c € ker(L}). The set

V = Li(c+ker(L])) - L3(c + ker(L])) = Li(c) - L3 (ker(L}))

is a vector space that is contained in the image set of Li(b)L5(b). In particular
K,(v) = 0 for all v € V. Since ker(L}) Nker(L;) = {0} we have dim(V) =
dimker L] = dimker L;. O

Of course, in the light of Theorem 4.2.16, this proposition does not give any in-
sight. However, vector spaces of Kloosterman zeros are interesting objects on their
own and were for example considered in [97] to construct vectorial bent functions
by generalizing a classical construction of bent functions by Dillon.

Our objective is this section is to find an upper bound on the size of a vector
space of Kloosterman zeros. To do this, we will again use the dyadic approximation
given by Theorem 4.2.8. We will also use the theory of quadratic forms.

Let B be a bilinear form from [Fy: to IF,. We denote by rad(B) = {y € Fa: B(x,
y) = Oforall x € Fpu} the radical of B. Given a quadratic form f : Fon — IFy, let
Bf(x,y) = f(x) + f(y) + f(x +y) be the bilinear form associated to it. The radical
of the quadratic form f is defined as rad(Bs) N f ' ({0}). A quadratic form is called
non-degenerate if rad(f) = {0}.

Theorem 4.2.8 implies that the Kloosterman zeroes are contained in the intersec-
tion of the set {x € Fy:: Q(x) = 0} and the hyperplane

H=H; = {x € Fon: TI‘(X) = 0}

Therefore we consider the quadratic form Q| which is induced by Q on H. We first
determine its radical.

Lemma 4.2.20. We have

{0,1}, n=0 (mod 4)

rad(Qlw) = {{0}, else.

Proof. The bilinear form associated to Q was computed in the last section as By (x,
y) = Tr(xy) + Tr(x) Tr(y). Since Tr(x) = 0 for all x € H, we have

Bq, (x,y) = Tr(xy).

Then y € rad(Bg|,), if Bg|, (x,y) = Tr(xy) = 0 for all x € H. Hence rad(Bg),,) =
IF, N H. Observe that 1 € H if and only if n is even, so rad(Bg),,) = {0} if n is odd
and rad(Bg),,) = 2 if n is even. One can easily verify that

2

_nti=1) _ [0 =01 (mod4)
Q(1>—_{1 n=2,3 (mod 4)
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and the result follows. O

Let N(Q|g(x) = u) denote the number of solutions of Q| (x) = u for u € F,.
By expanding the characteristic polynomial of an element x € IFy, it is easy to see
that N(Q|q(x) = 0) is precisely the number of elements x € [F,» whose second and
third coefficients of the characteristic polynomial are zero. The value N(Q|gy(x) =
u) was investigated in [53, 137, 33], where irreducible polynomials with prescribed
coefficients were studied. In particular, the value N(Q|g(x) = 0) was determined.
We summarize some of their results in the following theorem.

Theorem 4.2.21. Let N(Q|y(x) = 0) be the number of x € H with Q|g(x) = 0. Then
N(Q|u(x) = 0) = 2"2 + ¢ where

—272, n=0 (mod 8)
27, n=1,7 (mod38)
0, n=2,6 (mod 8)
—272, n=3,5 (mod8)
277 n=4 (mod 8).

\ 7

Two quadratic forms f and g on a vector space V are called equivalent if f can
be transformed into ¢ with a non-singular linear transformation of V. The following
result is well known (see e.g. [103, 71]).

Theorem 4.2.22 (Classification of quadratic forms). Let f: V — Fp with dim(V) = n
be a quadratic form with dim(rad(f)) = w. Then f is equivalent to one of three forms:

v
f~) xy (hyperbolic case)
i=1
fz+) iy (parabolic case)
i=1
f~ x% +x1y1 + y% + Z XiVi (elliptic case),

=2

wherev = | (n —w)/2].

The value of N(f(x) = 0) depends only on n, w and the type of the quadratic form.
More precisely,
N(f(x) =0) =21+ A()2757,
with
1, if f is hyperbolic
A(f) =<0,  if f is parabolic
=1, if f iselliptic.

The Witt index of a quadratic form is the number of pairs x;y; that appear in
the decomposition described above. In particular, the Witt index of f is v in the
hyperbolic and parabolic case, and v — 1 in the elliptic case.

Remark 4.2.23. Just using the classification of quadratic forms in Theorem 4.2.22 and
the determination of the radical in Lemma 4.2.20 we can give a simple alternative
proof of the cases n = 2,6 (mod 8) in Theorem 4.2.21. Indeed, in these cases Q|y is
necessarily parabolic which immediately gives the value for N(Q|x(x) = 0).
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Let f be a quadratic form on V. A subspace W of V is called totally isotropic if
f(w) = 0forallw € W. A subspace W is called maximal totally isotropic if there
is no subspace W, with f(w) = 0 forallw € Wy and W C W, C V. Two maximal
totally isotropic subspaces have the same dimension, which is the sum of the Witt
index and the dimension of the radical of the quadratic form, as the following result
implies.

Proposition 4.2.24 ([90, Corollary 4.4.]). Let f: V. — IF, be a non-degenerate quadratic
form on a vector space V over Fy with dim(V') = n. Let W be a maximal totally isotropic
subspace of V. Then, the dimension of W is equal to the Witt index of f. In particular, we
have
5 if f is hyperbolic
dim(W) = < =1 if f is parabolic
n22if f is elliptic.

We collect the above observations to give a sharp upper bound on the size of
vector spaces that consist of elements with Kloosterman sum divisible by 16.

Proposition 4.2.25. Let W be a subspace of For with K,(w) =0 (mod 16) forallw € W
and n > 5. Then dim W < d where

"2 n=0,26 (mod8)
”2;1, n=1,7 (mod 8)
’%3, n=23,5 (mod 8)
5, n=4 (mod8).

The bounds are sharp.

Proof. From the Theorems 4.2.21 and 4.2.22 we deduce that Q| is elliptic if n = 0,
3,5 (mod 8), hyperbolic if n = 1,4,7 (mod 8) and parabolic if n = 2,6 (mod 8).
In the cases n # 0,4 (mod 8) the quadratic form Q|y is non-degenerate by
Lemma 4.2.20 and we immediately get bounds on dim(W) from Proposition 4.2.24
(recall that Q|y is a quadratic form on an (n — 1) dimensional space). If n = 0,4
(mod 8) then dim(rad(Q|n)) = 1,sodimV <1+ % =2 ifp =0 (mod 8) and
dimV <1452 =2ifn=4 (mod 8). O

Remark 4.2.26. Every vector space W that contains exclusively Kloosterman zeros
is of course also a vector space that contains only Kloosterman sums divisible by
16. In particular, by Propositions 4.2.24 and 4.2.25, all vector spaces of Kloosterman
zeros are necessarily contained in a maximal totally isotropic vector space of Q|y.
However, these vector spaces are generally not unique.

Using Proposition 4.2.25, we get the following result.

Theorem 4.2.27. Let W be a subspace of Fon such that K,,(v) = 0 forallv € Wand n > 5.
Then dim W < d where

12, n=0,246 (modS8)
d=¢"1, n=17 (mod 8)
’%3, n=3,5 (mod 8).

Proof. The bound follows from Proposition 4.2.25 for all cases except n = 4 (mod 8).
In the latter case the bound of Proposition 4.2.25 can be improved by one using the
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following observation for even . 1 Let n = 2k be even. As noted in [104], there are
no nontrivial Kloosterman zeros in the subfield F,.. We have F,x C H, W C H and
W N Fy = {0}, implying dim(V) < 2. O

We would like to mention that the following approach yields a slightly weaker
bound than the one given in Theorem 4.2.27. The following identity for sums of
Kloosterman sums over a vector space was given in [38, Proposition 3]: For any
subspace V of Fo» with dim(V) = k we have

Y (Ki(a) — Ky(a)) = 2K —2m T 428 Y™ K, (u ).

acv ucv+

If V contains exclusively Kloosterman zeros, we get

0:2n+k_2n+1 +2k Z Kn(uil),

ucVv+

recall we set 071 = 0. Bounding the Kloosterman sum in the right hand side of the
equation using Theorem 4.2.7, |K,,(a)| < 22*1, we get

0 > 21/l+k _ 2n+1 _ 2k21’l*k2%+1 = 2n+k — 2)’l+1 — 237”4»1.

This shows that k = dim(V) < 4§ +1forn > 3.

Remark 4.2.28. Theorem 4.2.27 provides to our knowledge the first general upper
bound on the maximal size of subspaces of Kloosterman zeros. However, experi-
mental results indicate that our bound is weak, see Table 4.1. Our bound is sharp for
very small 7 (see right table in Table 4.1), which is not surprising since the approxi-
mation modulo 16 is strong for small n. Numerics in Table 4.1 were computed using
[89, 81] for the left table and [14] for the right table. The left table shows that the
total number of Kloosterman zeros in the field Fa» is close to 2"/2 for n < 60. It is of
course not to expect that the set of Kloosterman zeros has a strong additive structure,
so we believe that the bound of Theorem 4.2.27 can be significantly improved.

Problem 4.2.29. Find a better bound on the maximal size of a subspace containing
exclusively Kloosterman zeros.

4.3 Other monomials

We now consider more generally permutation polynomials of the type Li(x4) +
Ly(x). The content of this section is original work and has not been published in
any form as of writing this thesis. The basic idea is similar to the one used in the
last section: We use a dyadic approach, i.e. we use Proposition 4.1.3 and weaken
the condition Wr (L5 (b), L} (b)) = 0to Wr(L3(b), Li (b)) =0 (mod 2¥) for some pos-
itive integer k. This allows us to use divisibility results, and leads in several cases
already to non-existence results. To obtain statements on the divisibility of the Walsh
transform, we use Stickelberger’s congruences in characteristic 2 (Corollary 2.5.21)
on Gauss sums.
Let us first state a straightforward generalization from [37, Lemma 2].

IThis argument is due to an anonymous referee of the paper [58].
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[+ [2720)] [ ]dm()]
5 0.88 5 1
10 1.87 6 2
15 1.57 7 3
20 0.86 8 1
25 0.67 9 1
30 1.29 10 2
35 1.15 11 2
40 1.15 12 2
45 1.14 13 1
50 0.91 14 3
55 1.32 15 4
60 1.25 16 2

TABLE 4.1: Left Table: Comparison of the number of Kloosterman
zeros over FFy: to the value 2"/2. Here, Z(n) denotes the number of
Kloosterman zeros over Fon.

Right table: the maximal dimension of a subspace W of [Fp» that con-
tains exclusively Kloosterman zeros.

Proposition 4.3.1. Let d, n be positive integers with ged(d,2" —1) = s with s > 1. Let
G: Fon — TFou be the monomial G = x* and F = Ly (x?) + Ly(x) for linear polynomials
Ly, Lo. If F is a permutation, then Lj is a permutation as well.

Proof. By Proposition 4.1.3, F is a permutation if and only if

0= Wg(L3(b),Li(b)) = Y (—1)T RO 1300 (4.16)

XG]an

for all b € F,. Assume that L, is not a permutation. Then by Lemma 4.2.3, L is
also not a permutation, so choose an element b € F3, with L;(b) = 0. If L (b) = 0
then clearly Wg(L;(b), Lj (b)) = 2", contradicting Eq. (4.16). If L7 (b) # 0 then x —
L;(b)x? is an s-to-1 function, i.e. every element in IF3, has either s or 0 preimages.
Hence, the size of the set {x: Tr(Lj(b)x?) = 1} is divisible by s and in particular not
2"~1 (observe that s cannot be even). We conclude Wg (L;(b), L; (b)) # 0, so F is not
a permutation. dJ

We start by rewriting the Walsh transform using Gauss sums. The steps are fairly
standard and have appeared similarly for example in [94, Eq. (3) onwards], [1, Sec-
tion 4].

Proposition 4.3.2. Let F: Fon — Fon be a monomial F(x) = x?. Let ¢ be a generator of
IF3,. Then

on 1 2m—2

Wrlab) = 55 + 5r—g L GG ((b/a)
f=

foralla,b € F,.

Proof. We have Wr(a,b) = Y cp,, x1(bx?)x1(ax) (see Example 2.5.6). By Proposi-
tion 2.5.17, we know

N =g LG,

yeFy,
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for all x € IF3,. Combining these two statements, we get
We(a,b) =1+ Z xl(bxd)xl(ax)
xe]F;n
1 — _
i(zn T L L L GO)i(b)Gy2)ga(ax)

% — —
erFZ” ‘/"1 eIF;n 4]2 G]F;n

“14 gy L L CWGE)fb)f(0) Y $ (0)fa(x)

1[]16]1:2” 1pze]F2n XEIF;”

Using the orthogonality relations (Proposition 2.5.4), we have

n__ . :7,1
Y W<x>w2<x>={2 Loifg2 =1

xEF, 0, else.
Consequently,
1
We(@b) =1+ 5= Y. )G )p(a'/b)
yeFy,
2" 1 d
=51 T g L GWGH)p(a’/b)
yeFs
7o
211
= Z GGy p(b/a®)
2n — 1
lpelF;,,
Y7o
where we use G(¢p) = —1 in the first step and the substitution § — ¢ in the second

step. If ¢ is a generator of len, we can write equivalently

_ 2 LN @)ewit((b/aty) .
I T Iy '

=i

Wp (IJI, b)

Example 4.3.3. Let us consider Proposition 4.3.2 for the inverse function on F»», i.e.
d = 2" — 2. As discussed in the previous section, the Walsh transform is in this case
closely connected to Kloosterman sums. Let i be a generator of IF3,. Then

on 1 =2 . . :

,b) = Ky(ab) = G(y)G(yp~/ b)/

W (a,b) = K(ab) zn_1+zn_1]; @Gy )y((ab))
_ 2" 1 2n_2G*j 2 b]
_2n_1+2n_1]§( (l[J))l[J((a))

forall a,b € IF5,. In particular for b = 1

Ko(o) = 2+ L5 ()2 @17)
n Toon 1 o | = 110 110 : :

By Stickelberger’s congruence (Corollary 2.5.21), we have (G(@j ))2 =0 (mod 4) for
all 1 < j < 2" —2, so we can immediately see that K, (a) is always divisible by 4
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for n > 2. More precisely, as noted by van der Geer and van der Vlugt [55, Remark
3.10.], we have (G(¢'))> = 4 (mod 8) if and only if wt(j) = 1. Since ¥(a/) = o/
(mod 2) (see Eq. (2.4)), we getforn >3

Ky(a) = 4ni1azi =4Tr(a) (mod 8),
i=0

where we (with slight abuse of notation) view Tr(a) as an integer. This result by
van der Geer and van der Vlugt received little attention for several years until it
was rediscovered Helleseth and Zinoviev who found a proof with more elementary
techniques [66, Theorem 3].

When we apply Stickelberger’s congruence to Proposition 4.3.2 it is clear that the
divisibility of the Walsh transform depends on the value wt(j) + wt(—jd) (here we
mean by wt(—jd) the weight of —jd € Zyn_4, i.e. reduced modulo 2" — 1).

Definition 4.3.4 (J-set). Let d be an integer, 0 < d < 2" — 2. We define M; by

= i t(f t(—jd)).
Mj je{llg}gn_z}(w (/) + wt(—jd))

The J-set of d over [Fon is the set
n={je{1,2,...,2" —2}: wt(j) + wt(—jd) = M!}.

Here we view —jd as an element in Zyn_4, i.e. its smallest non-negative residue modulo
2" —1.

Clearly, J7 is never empty. Further, since the binary expansion of 2j modulo
2" — 1 s just the binary expansion of j shifted by one, we have wt(2j) = wt(j) for all
j € Zy_1. Hence, the J-set is always a union of cyclotomic cosets. For instance, in
Example4.3.3wehad M}, , =2and J}, , = {2i:0<i<n—1},ie. the cyclotomic
coset of 1.

Using these definitions, we can rewrite Proposition 4.3.2 modulo 2MG+1

Proposition 4.3.5. Let F: Fon — Fou be a monomial F(x) = x? with0 <d < 2" —2and
wt(d) > 1. Then ‘
We(a,b) =2Mi Y (b/a?)  (mod 2Mi 1) (4.18)
jely
foralla,b € F},.
Proof. By Proposition 4.3.2, we have

on 2m—

Wila,b) = 5 + 2 G )GW")p((b/a")).

Note that M} < n (consider for example wt(j) + wt(—jd) for j = 1). Accordingly,

2" =0 (mod 2Mi*1). By the definition of the J-set and Stickelberger’s congruence,
we have

. . 2Mi (mod 2Mit1), ifje "

GGty = 42 tmed 2T, i€ g

0 (mod 2Mitt), if j & J

and by Eq. (2.4) ¢((b/a%)/) = (b/a)/ (mod 2), and the result follows. O
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Since the J-set is a union of cyclotomic cosets, the sum } e ((b/a%)l) is a sum
of absolute traces. In particular, it is always zero or one, so the right hand side of
the congruence (4.18) is always an integer as desired. Note that if x? is almost bent
over [Fon, then M} = ”T“ In fact, a major step in the proofs of the Welch and Niho
conjectures was precisely to find M [69, 23].

In conjunction with Proposition 4.1.3, we get the following necessary condition

for a function L1 (x?) + Ly(x) to be a permutation.

Proposition 4.3.6. Let F: Fon — Fon be defined by F = Ly(x%) + Ly(x) for linear poly-
nomials Ly and Ly. If F is a permutation, then

(b j
) <LL;1(<b))d) =0 (4.19)

j€lq

forall b € Fou. If x + x* is almost bent over Fan, then the condition in Eq. (4.19) is also
sufficient for F to be a permutation.

Proof. Set G: x + x% on Fan. By Proposition 4.1.3, Wg (L3 (b), L;(b)) = 0 for all

b € F. Ifb ¢ kerLj UkerL; then Yy (LL;T(;’)L
If b € ker L] Uker L3, then Eq. (4.19) of course holds as well using the convention
0-l=o.

If G is almost bent on [Fy» then its extended Walsh spectrum contains only the
values 0 and 2("*1)/2_ in particular M = (n + 1) /2. Hence, we have Wg(a,b) = 0 if
and only if W5 (a,b) =0 (mod 2Mi*1) forall a, b € IF,, so the condition in Eq. (4.19)
is sufficient to show that F is a permutation. O

)J = 0 using Proposition 4.3.5.

For most values of d, determining M} and the set |} is very difficult, however in
some cases results are possible.

A particularly simple case are the almost bent Gold exponents. Because of the
low weight of the Gold exponent, the J-set can be determined fairly easily.

Proposition 4.3.7 ([95, Section 9.1.]). Let n odd and F: IFo» — Fon be the Gold function
F(x) = x% with G, = 2" + 1 and ged(r,n) = 1. Then Mg = 11 g

Jé, = {_zi(zr +1)iefo1,...,n— 1}},
where we take the inverse in Zyn_.

With Proposition 4.3.6 we can now find all permutation polynomials of the form
F = x?*1 + L(x) over Fp: with gcd(r,n) = 1. This was already done in [100] with
different means. The proof in [100] is very technical and only shown in detail for
the case r = 1. In contrast, we will give a complete unified proof for all AB Gold
exponents.

Proposition 4.3.8 ([100, Theorem 4]). Let F: Fon — Fon be defined by F = x% + L(x)
withd = 2" +1, ged(r,n) = 1 and some linear polynomial L. F is a permutation if and
only if nis odd and L(x) = a® x + ax? for some a € Fn.

Proof. Observe that F is EA-equivalent to the Gold function, in particular F is a
quadratic APN function and thus cannot be a permutation if n is even by Propo-
sition 2.4.1.
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So let n be odd. Recall that the Gold function is almost bent. By Propositions 4.3.6
and 4.3.7, F is a permutation if and only if

0= (pgrmr) | =& () = (b7 )

i=0

Il
o

forall b € FFon.
Using Proposition 3.2.5, we can determine the binary expansion of — (2" +1)~!

‘w

n
—1 2 2

n—1
— _ Z 21r — Z r+2ir‘
2+l =

. — +2
We write L*(x) = Y/ cix? " Then
1 n_l +2ri nT73 +2i
=1 r+2ri r+2ir
xR (x) = Y e TR0 2
i=0

We can visualize the exponents by writing them as a binary sequence in the order (s,
S3r,55¢,« - -, 5 +2(n—1)r) similar to the r-ordering we used in Chapter 3. The exponent

w3
—(2"+1)"1 = ¥, 2, 22" will then be represented by the sequence

(1,1,1,...,1,0,0,...,0).
_\/_/

n—=1 .-
> -times

n-3
2r+27j+zi_TO or+2ir

The exponent of the term ¢;x can then be written as a sequence

=(1,11,...,1,0,0,...,0)+(0,0,...,0,1,0,...,0), 4.20
5= ( 1 )+ ( ) (420)

n—1_g
> -times

where the 1 on the right is in position j. If Tr (bﬁL* (b)) = 0 forall b € Fo
then all cyclotomic cosets of exponents inside of the trace-function have to cancel
out. The exponents of two sequences written in the style of Eq. (4.20) belong to the
same cyclotomic coset if and only if the sequences are cyclic shifts of one another. It
is clear that all sequences in Eq. (4.20) belong to exponents in different cyclotomic
cosets, except when j = (n—1)/2 or j = n—1 (in this case the two sequences
can be transformed into one another with a cyclic shift by one). Accordingly, the
only possible nonzero coefficients are c(, 1), and ¢, 1, i.e. L*(x) = c(,_1)/2% +

cn-1x%" . Recall that because of the ordering of the sequence in Eq. (4.20), a shift by

one represents a mult1pl1cat1on with 22", We thus get Cn-1)/2 = fl ;and L*(x) =

C%Z 2{) 2X + Cuo1) /2x2"" for some Cln— 1) /2 € Fpn. Taking the adjoint and setting a =

C(n—1)/2 » We conclude L(x) = ax +a*" 'x%¥, and after a simple transformation a
a* we infer L(x) = a¥ x + ax?'.

O]

Remark 4.3.9. Tt is easy to verify that F = x> *1 4 4% x 4 ax? is a permutation poly-
nomial by elementary means. Indeed, F = (x + a)? ™! + a* *1 so F is a permutation
since the Gold function x +— x? *1 is a permutation for 7 odd. The main statement
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of Proposition 4.3.8 is that these are the only permutation polynomials of the form
x4 L(x).

We now deal with exponents of the form d = 2" — 1, i.e. we consider permuta-
tion polynomials of the form Ly (x* ~!) + Ly(x). The cryptographic properties of the
monomials x — x% ! have been investigated in several works, e.g. [10, 12], moti-
vated initially by the fact that this family contains two different interesting mono-
mials: for r = 2 we get the first Gold function x — x> and for r = n — 1 we get the
function x — x2" '~ which is cyclotomic equivalent to the inverse function. How-
ever, other cases also show good properties [12]. For example, when working over
a field with even dimension n = 2k, another interesting exponent of this form is the
Dillon-exponent d = 2"/2 _ 1, which can be used to construct bent functions [44].

The following elementary lemma shows when the function x — x2 1 is a per-
mutation of Fos.

Lemma 4.3.10. Let 7, n be positive integers. Then ged (2" —1,2" — 1) = 28d(rm) — 1

In order to apply the divisibility results on Gauss sums we developed in this
section, we will need to consider the values of wt(j) + wt(—j(2" —1)). To do this,
we apply the modular add-with-carry approach we introduced in Chapter 3.

Lemma 4.3.11. Let r, n be integers, d = ged(r,n) and e be the least positive residue of the

inverse of 5 modulo . Further, set | = 2" —1and let a,s € {1,2,...,2" — 2} defined by
a=Yy"d Z].Zol a;;277" (mod 2" — 1) and s = Y4~ f;ol 5;j277" (mod 2" — 1) with

binary coefficients a; ;, s; ;. The following are equivalent:
(@) s=a-1 (mod 2" —1)
(b) There exists a matrix ¢;j with0 <i<d, 0 <j< L and cij € {—1,0} (the r-matrix
of the carry sequence) such that
. n
200j — C4—1,j+e + S0,j = Agj+1 — dg,j forall j € {0,. .., i 1} (4.21)

. . n
2Ci,j —Ci—1, —|—Sl',]‘ = i1 — Lli,]'fOT’ alli € {1,. .., d— 1},] S {O, ..y E — 1}
(4.22)

holds for all i. Here, the indices are seen as elements in Z,,.

Ifs=a-1 (mod 2" — 1), then we have

Proof. We apply Theorem 3.1.1 and use its notation. Leta = (a,_1,...,40) and s =
(Su—1,--.,50) be the binary expansions of a and s. We have t, = 1,t) = —land t; =0
for all other values. Thus f+ = land t— = —1,s0¢; € {—1,0} for the entries in the
carry sequence, so s = al (mod 2" — 1) if and only if there exists a carry sequence
¢ = (¢y-1,...,¢0) such that

2c; —Ci_1+s; =a;_, —a; (4.23)

for alli € Z,. To simplify working with Eq. (4.23), we again use the notation of r-
matrices introduced in Definition 3.2.6. We denote by M, , = (ai,j) the r-matrix of a
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and similarly by Ms, = (s;;) and M., = (c;;) the r-matrices of s and c, respectively.
Eq. (4.23) can then be rewritten (completely identically to Theorem 3.2.7) as

. n
2¢0 = Ca-1jte +50j = Aoj+1 — agjforallj € {0,..., 7 —1}

ZCZ',]' —Ci-1; + Si,j = ij+1 + aj,; foralli € {1, co,d— 1},j € {0, ceey g — 1}.
where e is the least positive residue of the inverse of ; modulo 7.
The value of wt(s) can be determined by summing Eq. (4.21) and Eq. (4.22) for
all values of i and j. ]

Lemma 4.3.12. Let 1, n be positive integers such that d = ged(r,n). For each a € Z,_1
precisely one of the following cases occurs:

e 4(2"—1)=0 (mod 2" —1),
o wt(—a(2"—1)) >d.
Here we take the product —a(2" — 1) in Zon_.

Proof. We use the notation of Lemma 4.3.11 and set / = 2" — 1.

Assume that the r-matrix of the carry sequence M., has a row i that is comprised
exclusively of —1’s. Let us now look at the (i + 1)-st row of M,. Then (see Eq.s (4.21)
and (4.22)) either ¢;y1; = —1, s;i11; = 1,455 = aiy1j11 0r ¢ip1j; = 0, sip1; = 0,
aiv1,; = 0,4i1141 = 1. Assume that there is a j such that a;1; = 0, a;1,;,1 = 1.
Then there is a j’ such that aiy1,y = 1, 4i11,741 = 0, which cannot occur. So we have
necessarily ¢;y1; = —1, 811, = 1, ai11,; = aj41,j41 for all j. In particular, if the i-th
row of M., contains only —1’s, then the (i 4+ 1)-st row also contains only —1’s and
si+1,; = 1 for all j. We conclude inductively that if M., has one row with only —1’s,
then the entire matrix is comprised only of —1’s and the entire matrix M, contains
only 1’s. Accordingly, a(2" +1) =s =0 (mod 2" —1).

In all other cases, every row of M, contains at least one 0, so by Lemma 4.3.11,
w(a(2 — 1)) = wi(s) = ~ LI T ey < n—d, so wi(—a(2 — 1)) = n—
wt(a(2" —1)) > d.

O

Theorem 4.3.13. Let 1, n be positive integers with d = ged(r,n) and n > 4. Define a
function G: Fon — Fou by G = x "V and F = G + L for some linear polynomial L. If
n < d?, then F is not a permutation.

Moreover, if n is even, there are no permutations of the form Ly (x2"*~1) + Ly(x) for
non-zero linear polynomials Ly, L.

Proof. We consider the polynomial F/ = L;(x? ') + Ly(x). Note thatd > 1, so
ged(2" —1,2" —1) > 1 and G is not a permutation. By Proposition 4.3.1, L} must
then be a permutation if F’ is a permutation. By Proposition 4.3.2

n 212 , - L
F b gt ¥ GG (L1 (0)/ 1507 )

j=1

We(L;(b), Ly (b)) =

2

for all b € IF;,, where 1 is a generator of ;.. Taking the equation modulo 27+1,
applying Stickelberger’s congruence, Lemma 4.3.12 and using the fact that L] is a
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permutation, we get

We (L3 (D), Li (b)) = )3 G(#)p(Li(b))) (mod 2*1).
j:j(2"=1)=0 (mod 2"—1)
j#0
The characters ¢/ such that j(2" — 1) = 0 (mod 2" — 1) are precisely the characters
whose order divides 2" — 1. Since the order of course divides 2" — 1, Lemma 4.3.10
implies that the order of ¢/ also divides 2? — 1, so these characters are precisely the
lifted characters from the subfield F,.. Thus, with the Davenport-Hasse theorem
(Theorem 2.5.18), we can write

242 .
We(L3(b), Li (b)) = Y (=1)"“(G@")" "¢ (Nyu e (L7 (b)) (mod 27H),

j=1
(4.24)
where ¢/ is a generator of IIE; If n < d2, then n/d < d, so we conclude using
Stickelberger’s congruence on F,s and ¢/ (x) = x (mod 2) from Eq. (2.4)

W (L3(b),Li(b)) = Y (—=1)" 94214 (N 0 (L5 (b)1))  (mod 27/4+1)
JE€EZyq_y: wi(j)=1

= 27 Try(Npn jpa (L} (b)) (mod 2"/4*1).

It is well known that the norm function Ny 5« is surjective on IF},, in particular there

exists b € F3, such that Try(Ny (b)) = 1. We conclude that if L is a permutation,
then there exists a b € Far such that Wg(L3(b), Li (b)) # 0 (mod 2"/71) and F' is
not a permutation.

Now assume that n is even and r = d = n/2. Using Eq. (4.17) we rewrite
Eq. (4.24)

2n/2_2

Z{ (G(W]‘))ZQD/(N%/Z”/Z(Li(b))j) (mod 2n/2+1)
=

(28 — 1)Ky /2(Ngy a2 (L (b)) — 2%/2  (mod 27/2+1)
- (KH/Z (Nzn/zn/Z (LT (b))) + 271/2) (mod 271/2-1-1),

We(L;(b), L1 (D))

where we use that K, /»(x) is always even (indeed, as Theorem 4.2.7 shows, Kloost-
erman sums are always divisible by 4). The right hand side of the congruence is
never zero since |K, »(x)| < 2"/4*1 by Theorem 4.2.7 for all x € [F,,/2. We conclude

that no permutations of the form L; (x2"/2_1) + Lp(x) exist. O

Remark 4.3.14. The connection between the exponent 2"/? — 1 and Kloosterman sums
is well-known. A classical construction of bent functions by Dillon [44] is that
Tr, (ax?"*~1) for a € F,./2 is bent if and only if K, /»(a) = 0. In fact, a proof of
this fact using similar techniques used to the ones we used in Theorem 4.3.13 can be
found in [94].

The following is a direct consequence of Theorem 4.3.13 and Proposition 4.1.2.
Theorem 4.3.15. Let F: Fyn — Fon defined by F(x) = x* ' with gcd(n,r) =d, n > 4
and n < d?. There are no permutations EA-equivalent to F.

If n is even and r = n /2, then the CCZ-class of F coincides with its EA-class and there are
no permutations CCZ-equivalent to F.
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4.4 Conclusion

We have investigated permutation polynomials of the form L (x?) + Ly (x) over Fan.
We achieved a complete characterization for the inverse function d = 2" — 2 as well
as for the Dillon exponent d = 2"/2 — 1. We also achieved partial results in the more
general case d = 2" — 1 and gave a new proof of a known result when d is an APN
Gold exponent.

Using these results, we were able to proof that the CCZ-classes of the inverse

functions and the function x — x2>~1 coincide with their EA-classes. To our knowl-

edge, these are the first proofs of this kind. We also classified all permutations that
are CCZ-equivalent to those functions.

An interesting avenue of further research is to consider the same questions for
other functions with good cryptographic properties (nonlinearity/differential uni-
formity). In particular, Theorem 4.2.18 proves Conjecture 4.1.1 for the case of the
inverse function. However, all other cases have not been answered yet (to our
knowledge). Using the approach in this chapter, a possible way to prove the con-
jecture would be to prove the non-existence of permutation polynomials of the form
Li(x%) + Ly(x) with Ly, Ly # 0 where x4 is a non-Gold APN monomial. Note how-
ever, that the non-existence of such a polynomial is a stronger statement than the
statement in Conjecture 4.1.1, i.e. finding a permutation polynomial of the form
Li(x%) + Ly(x) with nonzero Ly, L, does not disprove Conjecture 4.1.1.

More generally, an interesting way to expand on the results in this chapter
would be to work towards a classification of permutation polynomials of the form
Li(x%) + Ly(x) (or even just x? 4 L(x)) over Fo» where L, Ly, L, are linear mappings.
Combined with Proposition 4.1.2, this might give insight into the CCZ-classes of
monomials. Note that this family of polynomials is similar to other families that
have been investigated in the past, for instance the polynomials x° + « Tr(x") con-
sidered in [36].

It would also be of interest to look at the same problem in odd characteristic. As
shown in [61], there are no permutation polynomials of the form L;(x~!) + Ly (x)
in characteristic > 5 which is a straightforward observation based on the fact that
there are no non-trivial Kloosterman zeros in finite fields of characteristic > 5. The
characteristic 3 case is however still open.
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Chapter 5

Autocorrelation of vectorial
Boolean functions

The differential-linear attack is one of the standard attacks against block ciphers in
modern cryptography. The basic idea behind the attack as introduced in [96] is to
split the encryption function E into two parts E = E; o Ey. Very roughly speaking,
the attack uses the differential properties of Ey and the linear properties of E; to
mount an attack on the entire cipher E. Differential-linear attacks have proven to be
very effective and yield some of the best known attacks against many ciphers, for
example SERPENT [106], CHASKEY [99] and ICEPOLE [72]. For a very good gen-
eral overview on the details as well as the history of the differential-linear attack,
we refer to [11]. In the traditional differential-linear cryptanalysis, the subciphers E
and E; are usually assumed to be independent of one another. To account for possi-
ble dependencies between the subciphers, in [4] a new decomposition is introduced
using a middle layer E,, i.e. E = Ej o E,, o E;, where E,, accounts for the depen-
dency between the subciphers E; and Ey in the original decomposition. Note that
this idea was inspired by a similar approach for boomerang attacks [40, 51]. Using
this approach, a new tool for differential-linear cryptanalysis was proposed in [4]:
The differential-linear connectivity table.

Definition 5.0.1 (Differential-linear connectivity table (DLCT)). Let F: Fon — Fom be
a vectorial Boolean function. We define its differential-linear connectivity table (DLCT)

as
DLCTr(a,b) = |{x € For: Tr(b(F(x) + F(x +a))) =0} — 2" !

forall a € Fyn and b € Fon.

As described in [4], the DLCT of an S-box as defined in Definition 5.0.1 captures
the transition between the two subciphers E; and E.

A theoretical analysis of the DLCT will lead to more insight into differential-
linear attacks on various ciphers. In particular the maximal value of |[DLCT¢(a,b)|
for non-zero a,b is of interest. In this chapter, we show connections between the
DLCT and established properties of vectorial Boolean functions, in particular the
autocorrelation of Boolean functions. We also prove upper bounds for the value
of |DLCTE(a,b)| both in the general case and for specific interesting choices of F.
The work in this chapter is based on the preprint [26] written by Anne Canteaut,
Friedrich Wiemer and the author of this thesis. In the same timeframe, another re-
search group has worked on the same problem; a merged paper is available at [25].
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5.1 The DLCT and the autocorrelation

Let us first note some trivial things about the DLCT. For any (a,b) € Fyu x Fom,
IDLCTE(a,b)| < 2"71, and DLCTE(a,b) = 2"~ ! when either 2 = 0 or b = 0. There-
fore, we only need to focus on the cases for a € IF, and b € F,.

Our first observation on the DLCT is that it essentially coincides with the autocor-
relation (AC) of F. Recall the definition of the autocorrelation of Boolean functions,
see e.g. [28, p. 277].

Definition 5.1.1 (Autocorrelation of a Boolean function). Given a Boolean function
f+ Fon — Iy, the autocorrelation of the function f at a € Fy» is defined as

ACr(a) = Y (—1)f @) +fta),

Xelen
Furthermore, the absolute indicator of f is defined as Ay = maxaep;, [ACs(u)|.

This notion can naturally be generalized to vectorial Boolean functions as follows
via the component functions.

Definition 5.1.2 (Autocorrelation of a vectorial Boolean function). Let F be an (n,m)-
function. For any a € Fyu and b € Fam, the autocorrelation of F at (a,b) is defined

as
ACp(a,b) = ) (—1)TbEE)+E(x+a)))

XG]an

and the autocorrelation spectrum of F is defined as the multiset
{ + ACK(a,b) + } @ € Fi b€ F b
Moreover, the absolute indicator of F is defined as

Ar= max |ACp(a,b)|.

a€lF;, beF,

It is worth noticing that we can write the autocorrelation using the Walsh trans-
form and the derivative:

ACF(EI, b) = WDEF(O;b) = WDan (0) (51)

From Definitions 5.0.1 and 5.1.2, we immediately observe the following connec-
tion between the DLCT and the autocorrelation of vectorial Boolean functions.

Proposition 5.1.3. Let F be an (n, m)-function. Then for any a € Fon and b € Fom, the
autocorrelation of F at (a,b) is twice the value of the DLCT of F at the same position (a,b),
1e.,

DLCT¢(a,b) = %ACF(a,b) .
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Proof. Define M; = {x € Fau|Tr (bF(x) + F(x 4+ a)) = i}. From the definitions of the
DLCT and the autocorrelation it follows that

2-DLCTp(a,b) =2 #{x € Fa| Tr(bF(x)) = Tr(bF(x +a))} — 2"
= #Mj — (2" — #M)
— #My — #M,
_ 2 (_1)Tr(b(F(x)+F(x+a)))

x€Fon

= AC F (61 P b ) .
This gives the desired conclusion. O

For the remainder of this chapter we thus stick to the more established notion of
the autocorrelation instead of the DLCT.

5.1.1 Some characterizations and properties of the autocorrelation

In this subsection, we give some characterizations and properties of the autocorre-
lation of a vectorial Boolean function relating to its Walsh transform and differential
properties.

The following proposition shows that the restriction of the autocorrelation func-
tion a — ACp(a, b) can be seen as the discrete Fourier transform of the squared Walsh
transform of F,: w — Wr(w,b)?. It should be noted that the relations Eq. (5.2) and
Eq. (5.4) were already obtained in [63] and [138] for Boolean functions. Here we
generalize the results to vectorial Boolean functions.

Proposition 5.1.4. Let F be an (n, m)-function. Then for any a € Fon and b € Fon,

Wr(a,b)2 = Y (—1)"@)ACH(w,b).

wG]an

Conwversely, the inverse Fourier transform leads to

ACF(w, b) Z 1)@ Wi (a, b)? (5.2)
HGIFQVI
Moreover, we have
Y ACp(a,b) = Wg(0,b)? (53)
EIE]FZn
and ,
> ACr(a,b)* = o} Wr(w,b)*. (5.4)

a E]an wE]an
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Proof. According to the definition, for any a € [Fp»,

Wp(a,b)2 _ Z (_1)Tr(ax)+Tr(bF(x)) Z (_1)Tr(uy)+Tr(bP(y))

x€Fon yEFn

- Z (_1)Tr(ﬂ(X+y))+Tr(b(F(X)+F(y)))
x,y€Fmn

_ Z (_1)Tr(uw)+Tr(b(F(x)+F(x+w)))
x,w€Fn

_ Z (_1)Tr(aw) E(_l)Tr(b(F(x)+F(x+w)))
w€lFn xelF}

= Y (-1)"@ACE(w,b).
w€Fn

The inverse Fourier Transform (Proposition 2.5.9) then leads to Eq. (5.2). Then
Eq. (5.3) is obtained from Eq. (5.2) by summing over u. Furthermore, Parseval’s
identity (Proposition 2.5.11) leads to Eq. (5.4). O

It was shown in [139, Section 3] that, for an (7, n)-function, the mapping b —
ACr(a,b) corresponds to the Fourier transform of the mapping b +— Jr(a,b). This
relation coincides with the one provided in [4, Proposition 1]. We slightly extend
it here to the case of (1, m)-functions. It is worth noticing that this correspondence
together with Proposition 5.1.4 points out the relation between the Walsh transform
of F and the values of r as shown in Proposition 2.2.17.

Proposition 5.1.5. Let F be an (n, m)-function. Then, for any a € Fon and b € Fom, we

have
ACk(a,b) = Y (=1)")6¢(a,w) (5.5)
w€Fym
or(a,b) =27 Y (—1)"IACE(a, w). (5.6)
a}G]Fzm
Most notably,
Z ACg(a,b) = 2"5¢(a,0) (5.7)
bE]Fzm
implying
Z ACp(a,b) = 2"*™", (5.8)
(lE]an,bE]Fzm
and
Y ACe(a,b)*=2" Y Sr(a,w)? (5.9)
a€lFym w€lFym

Proof. The first equation holds since

ACF(a,b) _ Z (_1)Tr(b(F(x)+F(x+a)))
x€Fn

= Y (-1)" ) (a,w) .

w€Fym

The inverse Fourier transform then leads to Eq. (5.6). Setting b = 0 in Eq. (5.6), we
then get Eq. (5.7). Summing over all a in Eq. (5.7) yields Eq. (5.8). Finally, Parseval’s
identity implies Eq. (5.9). ]
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Remark 5.1.6. Note that in [116, 118, 112] the boomerang connectivity table (BCT)
(which measures the resistance of a vectorial Boolean function to a boomerang at-
tack) is linked to the differential properties é(a, b). Proposition 5.1.5 then also estab-
lishes a link between the BCT and the autocorrelation. For further details about this
connection, we refer to [118], in particular Proposition 1.

5.1.2 Bounds on the absolute indicator

Similar to other cryptographic criteria, it is interesting and important to know how
“good” the absolute indicator of a vectorial Boolean function could be. It is clear
from the definition that the absolute indicator Ar of any (n,m)-function is upper
bounded by 2". Indeed, it is possible to characterize the functions for which this
value is attained.

Recall that a linear structure for an (n, m)-function F is a tuple (a,b) € For x Fon
such that x — Tr(b(F(x) + F(x +4a))) is constant. The connection between linear
structures and the autocorrelation is then easy to see and follows directly from the
definition of the autocorrelation.

Lemma 5.1.7. Let F be an (n, m)-function. Then ACp(a,b) = £2" if and only if (a,b)
is a linear structure for F. In particular, Ap = 2" if and only if F has a linear structure
(a,b) € F5, x F,.

Finding lower bounds of the absolute indicator is an interesting open question.
Of course, the trivial lowest possible value for the absolute indicator is 0. It can be
easily determined for which functions this value is attained.

Proposition 5.1.8. Let F be an (n, m)-function. Then Ap = 0 if and only if F is a vectorial
bent function.

Proof. From Eq. (5.1) we have ACp(a,b) = Wp,r(0,b). In particular ACp(a,b) = 0
forall a € F;, and b € IF;, if and only if all derivatives are balanced. By Proposi-
tion 2.2.10 this is equivalent to F being a vectorial bent function. O

By the Nyberg bound we conclude that the absolute indicator cannot attain the
lowest possible value 0 if n is odd or m > n/2. In particular, the most interesting
case of (n,n)-functions is not covered. Finding lower bounds outside of the one
given in Proposition 5.1.8 is more challenging. For instance, Zhang and Zheng con-
jectured [138, Conjecture 1] that the absolute indicator of a balanced Boolean function
in 1 variables was at least 2"% . This was later disproved first for odd values of n > 9
by modifying the Patterson-Wiedemann construction, namely for n € {9,11}in [79],
for n = 15in [107, 77] and for n = 21 in [54]. For the case n even, [130] gave a con-
struction for balanced Boolean functions with absolute indicator strictly less than
2"/2 when n = 2 (mod 4). Very recently, similar examples for n = 0 (mod 4) were
exhibited by [78]. However, we now show that such small values for the absolute
indicator cannot be achieved for (n, n)-vectorial functions.

Proposition 5.1.5 leads to the following upper bound on the sum of all squared
autocorrelation coefficients in each row. This result is an extension of a result in [117]
(see also [6, Theorem 2]) where it was proven in the case of (1, n)-functions.

Proposition 5.1.9. Let F be an (n, m)-function. Then, for all a € Fan, we have

Z ACF(EI, b)Z 2 2n+m+1 )
belFym

Moreover, equality holds for all nonzero a € Fon if and only if F is APN.
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Proof. From Eq. (5.9), we have that, for all a € Fy»,

Y ACe(a,b)*=2" Y Or(a,w)? (5.10)

belFym w€lFym

Recall that }_ ¢, 0(a,w) = 2". The Cauchy-Schwarz inequality implies that

2
2 = ( )y 5P(ﬂrw)> < ( )y ((5P(ﬂ/aJ))2> x #{w € Fpn|dp(a,w) # 0},

welFym w€lFm

with equality if and only if all nonzero elements in {0r (4, w)|w € Fan} are equal.
Since 6f(a, w) is even, we infer

#{w € Fon|op(a,w) # 0} <21
with equality for all nonzero a if and only if F is APN. We deduce that

Z ((51:(61,6()))2 2 2n+1

wE]Fzm

with equality for all nonzero a4 if and only if F is APN. With Eq. (5.10) we deduce
that
Z AC%(EI, b) > 2n+m+1
bEFm

with equality for all nonzero a if and only if F is APN. O

We want to note that Proposition 5.1.9 is trivial if m < n since ACr(a,0)? = 22"
for any a € Fpn.

If m > n, we can use Proposition 5.1.9 to give a lower bound for the absolute
indicator.

Theorem 5.1.10. Let F be an (n, m)-function, where m > n. Then

2m+n+1 _ 22n
Ap >\ ———————.
F=\ 1

Ap > 22

Most notably, if m = n,

Proof. From the previous proposition, we deduce that

Z ACF(Q, b)2 > 2n+m+1 _ 22n .
beF;,

Since clearly
Y ACp(a,b)* < (2" —1)A%,
beF,
we get
2m+n+1 _ 22n

A .
F om 1

v
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A general lower bound if n/2 < m < n or m < n with n odd has not been found
yet.

Problem 5.1.11. Find a lower bound for the absolute indicator of an (1, m)-function
in the cases that n/2 < m < n or m < n with n odd.

5.1.3 Invariance of the autocorrelation under Equivalence Relations

In this subsection, we study the autocorrelation and the absolute indicator with re-
spect to the equivalence relations introduced in Chapter 2. Our first result is that the
autocorrelation behaves well under EA-equivalence.

Theorem 5.1.12. Let F be an (n, m)-function. Further, let Ay: Fom — Fom, Ap: Fon —
Fon be two affine permutations defined by A1 = Ly + a1, Ay = Ly + ap with linear parts
Ly, Ly and Az: Fon — Fom be an affine function defined by Az = L3 + a3 with linear part
Ls.

Set F/ = Ajo Fo Ay + Aj. Then

ACp(a,b) = (—=1)"CL@IACE(Ly(a), L} (D).

In particular, the absolute indicator is invariant under EA-equivalence and the autocorrela-
tion spectrum is invariant under affine equivalence.

Proof. For any a € IF;, and b € FF3,, we have

ACp(ﬂ, b) _ Z (_1)Tr(b(F’(x)+F’(x+a)))
xelF;
_ Z (_1)Tr(b(A1oFoAz(x)+A3(x)+A1oFoAz(x+u)+A3(x+a)))
xelFy
(_1)Tr(bL3(a)) 2 (_1)Tr(b(A1oFoAz(x)+AloFoA2(x+a)))
x€Fn
_ (_1)Tr(bL3(a)) Z <_1)Tr(b(Ll(FOAZ(X)+FOA2(X+LZ))))
x€Fn
_ (_1)Tr(bL3(u)) Z (_1)Tr(L{(b)(FoAz(x)+FoA2(x+u)))
x€Fn
— (_1)Tr(bL3(ﬂ)) Z (_1)Tr(Li‘(b)(F(y)+F(y+Lz(a))))

y€EFon
= (~1)MBIACE(La(a), L1 (b)),

where we set y = Ay (x) and used that A;, A, are permutations. O

To examine the behavior under CCZ-equivalence, we first focus on the autocorre-
lation of a permutation and its compositional inverse. When n = m and F permutes
Fy», it was shown in [139, Corollary 1] that (using our notation)

ACri(a,b) = = Y (~1)T @ AC (1, 0), (5.11)
u,v€Fn

The relation in Eq. (5.11) indicates that the autocorrelation spectrum of an (n,n)-
permutation F should in general not be equal to that of F~!.

This observation is indeed confirmed by many examples. In particular, by
Lemma 5.1.7 the absolute indicator of F attains the maximal value if and only if F has
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a nontrivial linear structure. However, there are many examples of permutations F
of IFo» where F has nontrivial linear structures but its inverse has not.

This even happens for functions that are used in practice as S-boxes in block ci-
phers. For instance, the S-boxes from SAFER [108], SC2000 [124], and FIDES [8] have
linear structures in one direction but not in the other direction. Another example
where Ar does not coincide with Ar-1 is the infinite family formed by the Gold per-
mutations as analyzed in Section 5.2.2. Summarizing these results, we get:

Proposition 5.1.13. The autocorrelation spectrum and the absolute indicator are generally
not invariant under inversion. In particular, the autocorrelation spectrum and the absolute
indicator are generally not invariant under CCZ-equivalence.

In [98] all optimal permutations over IF§ having the best differential uniformity
and nonlinearity (both 4) were classified up to affine equivalence. There are only 16
different optimal S-boxes, see Table 5.1.

Based on the classification of optimal S-boxes, we compute the autocorrelation
spectra of the optimal S-boxes in Table 5.2, where the superscript of each autocorrela-
tion value indicates the number of its occurrences in the spectrum. Note in particular
that the absolute indicators of the functions given in Table 5.2 is not always the same.

TABLE 5.1: Representatives for all 16 classes of optimal 4 bit S-boxes

F  0,1,2,13,4,7,15,6,8,11,12,9,3,14,10,5
£ 0,1,2,13,4,7,15,6,8,11,14,3,5,9,10,12
E  0,1,2,13,4,7,15,6,8,11,14,3,10,12,5,9
F  0,1,2,13,4,7,15,6,8,12,5,3,10,14,11,9
E  0,1,2,13,4,7,15,6,8,12,9,11,10,14,5,3
F  0,1,2,13,4,7,15,6,8,12,11,9,10,14,3,5
F  0,1,2,13,4,7,15,6,8,12,11,9,10,14,5,3
F  0,1,2,13,4,7,15,6,8,12,14,11,10,9,3,5
Fs  0,1,2,13,4,7,15,6,8,14,9,5,10,11,3,12
F  0,1,2,13,4,7,15,6,8,14,11,3,5,9,10, 12
Fo  0,1,2,13,4,7,15,6,8,14,11,5,10,9,3,12
Fu  0,1,2,13,4,7,15,6,8,14,11,10,5,9,12,3
Fo  0,1,2,13,4,7,15,6,8,14,11,10,9,3,12,5
Fs  0,1,2,13,4,7,15,6,8,14,12,9,5,11,10,3
Fa  0,1,2,13,4,7,15,6,8,14,12,11,3,9,5, 10
Fs 0,1,2,13,4,7,15,6,8,14,12,11,9,3,10,5

TABLE 5.2: Autocorrelation spectrum of F; for 0 <i <15

F; Autocorrelation spectrum
ic{3456,7,11,12,13} {—8%,01%°,8%}

i€{0,1,2,8} {—16°,—8%,04, 8%, 16°}

i €{9,10,14,15} {-16?,—8%,01%8 8% 16!}

5.1.4 Divisibility properties of the autocorrelation

We now want to investigate the divisibility property of the autocorrelation coeffi-
cients of vectorial Boolean functions.
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Proposition 5.1.14. Let n > 2 and F : o — Fom be a vectorial Boolean function with
algebraic degree d > 1. Then, for any a € Fy: and b € Fom, ACp(a,b) is divisible by

2l 141 Iy particular, when m = n and F is a permutation, ACr(a, b) is divisible by 8.
Proof. By Eq. (5.1), for any a € [Fp» and b € [Fon, we have
ACp(a,b) = Wp,r,(0).
Note that for given a € [Fo» and b € Fpn, the Boolean function
D,F, = Tr(b(F(x) + F(x +a)))

satisfies two properties: its algebraic degree is at most d — 1 since it is the derivative
of F, which has algebraic degree at most d, and D,F,(x) = DF,(x + a).

We now focus on the divisibility of Wp,g,(0). We can decompose Fy: = {0,
a} @ V for some subspace V of dimension n — 1. Since D,F,(x +a) = D,F,(x), the
value of D, F,(x) on the entire field [Fp» is already completely determined by its value
on V. Hence D,F,(x) can be expressed as D,F,(x) = h(x'): V — F, and the Walsh
transform of D, F, at the point 0 satisfies

WDHF;,(()) — Z (_1)Dan(x) — Z (_1)Dan(x/+ea) —9. Z <_1)h(x’)‘

x€Fn x'eV,eclFy x'eVv

It is well-known that the values taken by the Walsh transform of a Boolean function f
from IF} to IF, with algebraic degree d are divisible by 2l (see [111] or [28, Section
3.1]). Recall that the autocorrelation spectrum is invariant under affine equivalence
by Theorem 5.1.12 and V' is isomorphic to ]F;*1 as a vector space over [F,. In par-
ticular, Yy (—1)"¥) is divisible by 2=l implying that Wp,r, (0) is divisible by
ol

If m = n and F is bijective, then d < n by Proposition 2.2.5. We then have that

n—1
>
=l =2
implying that ACr(a, ) is divisible by 8. O

For cubic (n, m)-functions, we have the following stronger result.

Proposition 5.1.15. Suppose an (n, m)-function F has algebraic degree 3. Then for nonzero
a and b, we have

[ACK(a,b)| € {0,257 },
where t(a,b) = dim {w € Fy | Dy,D,F, = ¢} and ¢ € F, is constant.

Proof. Since F has algebraic degree 3, the derivatives of order two of the compo-
nent functions F,, namely D,,D,F,(x), are affine over [Fy:, so we can write them as
DyD,yFy(x) = Tr(Agp(w)x + Cpp(w)), where w — A, p(w) and w — C,p(w) are
functions mapping Fy: to IFox. Moreover, the function w +— C,;(w) is linear over
the linear subspace L(a,b) = {w € For : A, p(w) = 0} = {w € For : DyD,Fy(x) =
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Tr(C,p(w)) }. From the definition of the autocorrelation, we have

2
ACr(a,b)? = ( y (_1)Tr<b<F<x+a)+P<x)>>>

x€Fn
_ Z (_1)Tr(b(F(x+a)+F(x)+F(y+a)+F(y)))
x,y€Fmn
_ Z (_1)Tr(b(F(x+a)+F(x)+F(x+w+u)+F(x+w)))

x,wEFn
— Z (_1)DwDan(x)
x,w€Fn
- Z (—1)Tr(Cap(®)) Z (—1)Tr(Aap(@)x)
weF,n x€Fn
Hence,
O, If A b(w) 7é 0,
ACr(a,b)? = @
r(a,b) {2n+t(a,b)’ if Aa,b(w) =0.
The desired conclusion directly follows. O

Proposition 5.1.15 implies that any entry in the autocorrelation of a cubic function
is divisible by ZnTH, where ¢ is the smallest integer among the ¢(a,b) when a,b run
through IF, and IF3,, respectively. If t > 2, Proposition 5.1.15 improves the result in
Proposition 5.1.14.

5.1.5 Autocorrelation of APN functions

Proposition 5.1.16. Let F be an APN function from Fon to itself. For any nonzero a € Fon,
we define the Boolean function

(5.12)

_[1, ifx €im(D,F),
'Ya(x) - {0’ ifx c ]F2n \im(DaF)'

Then the autocorrelation of F can be expressed by the Walsh transform of vy, as
ACp(a,b) = —W,,(b).

Proof. Since F is APN, we know that im(D,F) has cardinality 2"~! for each a € F},.
Then,

ACp(a,b) = Z (_1)Tr(b(F(x+a)+F(x>)>

XE]an

=2 Y (—1)T ()

ye€im(D,F)
= Z (_1)Tr(by) _ Z (_1)Tr(by)
y€im(D,F) yEFyn \ im(D,F)

= — Z (—1)7eW)+Te(by)

yEFon
== W’)/a (b) °
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From Proposition 5.1.16, we see that the autocorrelation of any APN function
corresponds to the Walsh transform of the Boolean function v, in Eq. (5.12), which
is balanced. We then immediately deduce the following Corollary.

Corollary 5.1.17 (Lowest possible absolute indicator for APN functions). Let n be a
positive integer. If there exists an APN function from Fon to IFon with absolute indicator A,
then there exists a balanced Boolean function of n variables with linearity A.

To our best knowledge, the smallest known linearity for a balanced function is
obtained by Dobbertin’s recursive construction [49]. For instance, for n = 9, the
smallest possible linearity for a balanced Boolean function is known to belong to
the set {24,28,32}, which implies that exhibiting an APN function over Fy with
absolute indicator 24 would determine the smallest linearity for such a function.

One of the functions whose absolute indicator is known is the inverse mapping
F(x) = x?"~2 over Fp.

Proposition 5.1.18 ([38, Corollary 2]). The autocorrelation spectrum of the inverse func-
tion F(x) = x* =2 over Fan is given by

{Kn (@) +2 % (1)@ —1)|a € 11:2}

where K, (a) denotes the Kloosterman sum over Fon. Furthermore, the absolute indicator of
the inverse function is given by:
1. when n is even, Ap = 221

2. when nisodd, Ap = L(F) if L(F) =0 (mod 8), and A = L(F) %+ 4 otherwise.

When 7 is odd, the inverse mapping is APN. Then, from Proposition 5.1.16, its
autocorrelation is directly determined by the corresponding <. This explains why
the absolute indicator of the inverse mapping when # is odd, is derived from its
linearity as detailed in the following example.

Example 5.1.19 (Autocorrelation of the inverse mapping, n odd). Let F = x2'~2 be
the inverse function with n odd. Let us first determine the Boolean function <y, of F
as it is defined in Proposition 5.1.16.

We consider for a € IF;, the equation

D,F(x) = (x+a) ' +x1=b
which, for x # a and x # 0, can be rewritten as
x+ (x+a)=0b(x+a)x
and by setting y = a~!'x when b # 0,
Y4+y=albl.

It follows that this equation has two solutions if and only if Tr(a=16~!) = 0.
We conclude that v, coincides with (1 + F,-1) except on two points:

1+ Tr(a 'x7t), ifxg{0,a '}
Ya(x) =40, if x =0

1, ifx=a"
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From Proposition 5.1.16, we deduce

ACk(a,b) = —W,, (b)
= W, (b) +2 (1 - (—1)“(“’”’)) ,

where the additional term corresponds to the value of the sum defining the Walsh
transform Wr , (b) at points 0 and a -l

Rewriting the Walsh transform of the inverse function via Kloosterman sums, we
get

ACE(a,b) = Ky(a~'b) +2 (1— (-1)" V) (5.13)

S0 A = maxaer;, |Kn(a) +2 (1 - (—1)Tr(”)) |. This is precisely Eq. (14) in the origi-
nal proof of Proposition 5.1.18 in [38, Corollary 2] and the rest of the proof proceeds
identically from there.

Remark 5.1.20. Note that the linearity of the inverse function F = x*'~2 over o can

be determined very easily because of the link to Kloosterman sums. Indeed,

L(F)= max |Wg(a,b)|= max |K,(ab)|.
a€lFon beF, a€Fon beF,
Then from Theorem 4.2.7
2%, n even
L(F) = _ n+2
max{k: k=0 (mod4)andk <272}, nodd.

5.2 Autocorrelation spectra and absolute indicator of special
polynomials

This section mainly considers some polynomials of special forms. Explicitly, we
will investigate the autocorrelation spectra and the absolute indicator of the Gold
permutations and their inverses, and of the Bracken-Leander functions. Our study
is divided into two subsections.

5.2.1 Monomials

In the subsection, we consider the autocorrelation of some special monomials of
cryptographic interest, mainly APN permutations and one permutation with differ-
ential uniformity 4, over the finite field IFp:. Firstly, we present a general observation
on the autocorrelation of monomials.

Proposition 5.2.1. Let F(x) = x4 be a monomial defined on Fyu. Then
ACr(a,b) = ACF (1,bad) .

Moreover, if ged (d,2" — 1) =1, then
ACE(1,b) = ACp(b'/7,1),

where 1/d denotes the inverse of d modulo 2" — 1.
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Proof. For any a,b € IF3,, we have

ACp(a,b) = Y (—1)TOFEHEG+a)
x€Fon
= ¥ (~)nCa)
x€Fn
_ Z (_1)Tr(bad<(§)d+(§+l)d)>

eran

— ACF (1,bad> :

Moreover, if ged (d,2" — 1) = 1, then for any b € [F},, there exists a unique element
a € F3, such that b = 2. Furthermore,

ACF(l,b) _ Z (_1)Tr(b(xd+(x+1)d))
x€Fon
_ Z (_1)Tr((ax)d+(ax+a)d)
x€Fn
_ Z (_1)Tr(yd+(y+a)d)
y€Fn
= ACF(EI, 1).

O]

Proposition 5.2.1 in particular states that, to determine the absolute indicator of
a bijective monomial, it suffices to consider one of its component functions.

We next discuss the autocorrelation of some cubic monomials. From Proposi-
tion 5.1.15, if n = m is odd, we obviously have that A > 2", Furthermore, the
equality is achieved when dim({w € F} | Dy, D,f, = c}) = 1 for all nonzero a and
b. An upper bound on the absolute indicator can be established for two cubic APN
permutations, namely the cubic Kasami power function x — x'* and the Welch func-
tion. We denote the Kasami exponents by K, = 2% — 2" + 1 and the Welch exponent
by W = 2("=1)/2 1 3 for n odd.

Proposition 5.2.2 ([29, Lemma 1]). The absolute indicator for the Welch function F defined
by x — x" on Fon for n odd is upper bounded by

Ap <25,

As long as the (regular) degree of the derivatives is small compared to the field
size, the Weil bound gives a nontrivial upper bound for the absolute indicator of a
vectorial Boolean function. This is particularly interesting for the Kasami functions
as the Kasami exponents do not depend on the field size (contrary to for example
the Welch exponent).

Proposition 5.2.3. Let F, be the r-th Kasami function on Fon, i.e. F,(x) = xX. The absolute
indicator of F, is upper bounded by

n

Af, < (2% =27ty x 22,

In particular,
n+5

AFZ <27,
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Proof. Note that the two exponents with the highest degree of any derivative of F,
are 2% — 2" and 2% — 2" + 1. The first exponent is even, so it can be reduced using
the relation Tr(x?) = Tr(x). The result then follows from the Weil bound (Theo-
rem 2.5.15).

K> has binary weight 3, so combining the bound with Proposition 5.1.15 yields
the bound on the absolute indicator of F. O

Some other results on the autocorrelations of Boolean functions Tr(x4) are known
in the literature, which can be trivially extended to the vectorial functions x — x? if
ged(d, 2" — 1) = 1 using Proposition 5.2.1. Examples for such results can be found
in [63, Theorem 5], [29] and [128, Lemmas 2 and 3]. In the case n = 6r and d = 2% +
2" + 1, the power monomial x? is not a permutation, but results for all component
functions of x? were derived in [24]. We summarize these results about the absolute
indicator in the following proposition.

Proposition 5.2.4. Let F(x) = x be a function on Fau.

n+1 n+3

1. Ifnisoddand d = 2" + 3 withr = "1, then Ap € {22,227 }.

2. If nis odd and d is the r-th Kasami exponent, where 3r = £1 (mod n), then Ap =

n+1
2,

3. Ifn =2mand d = 2" 4 3, then Ap < 2% +1,

m+1
2

4. Ifn=2m,moddand d = 2" + 2 +1, then Ap < 2% 1,

5. Ifn =6randd = 2% + 2" + 1, then Af = 2°".

We now provide a different proof of the second case in the previous proposition
that additionally relates the autocorrelation of this special Kasami function with the
Walsh spectrum of a Gold function. We use the following result on the Walsh trans-
form of this Kasami exponent.

Proposition 5.2.5 ([45]). Let n be odd, not divisible by 3 and 3r = £1 (mod n). Define
the Boolean function f = Tr(xX') on Fon, where K, = 22" — 2" + 1 is the r-th Kasami
exponent. Then

Wi(x) =0 «—> {x\ Tr(x? +1) :o}.

Proposition 5.2.6. Let n be odd, not divisible by 3 and 3r = +1 (mod n). Define F = xX
on Fon. Then for a,b € F3,

ACHa ) =~ 1 (1)

x€Fn

n+1

where 1/ K, denotes the inverse of K, in Zon_1. In particular, Ap = 277 .

Proof. It is well-known that, if F is a power permutation over a finite field, its Walsh
spectrum is uniquely defined by the entries Wr(a,1). Indeed, for b # 0,

Wr(a,b) = ) (~1)F0+e)
Xe]an
n+l

— Z (_1>Tr(x1<r+ab*1/l<rx) _ WF(abfl/Kr,l) c {0, ZEZT} ,

XE]an
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where the last fact follows because the Kasami function is almost bent. Then, by
Eq. (56.2) in Proposition 5.1.4 and Proposition 5.2.5

ACr(a,b) =27 Y ()T WE(u,b) =27 Y (—1)T@IWE(ub~/ %, 1)

llG]F2n u EIFZM

=2 (-1)Tw) (5.14)

ueB

where B = {u € Fpi: Tr((ub™/K)2+1) = 1}. We have

O:Z Trau +Z Trau

u¢B ueB
1/Kp)2" +1 —1/Kpr\2' +1
_ Z Tr (au+(ub~ )2+ Z(_l)Tr(our(ub ry2+h ,
ué¢B ueB

SO

Z (_1)Tr(au+(ub’1/’<’)2r“) -9 Z( 1)Tr(au+(ub VKn2'+1y ) Z Tr (au)

u€lFyn ueB ueB

Plugging this into Eq. (5.14), we obtain

ACF(lZ,b) - _ Z (_1)Tr(au+(ub*1/’<f)2 Ny _ Z (_1)Tr(ub1/K’u+u2 +1y ‘

u€lFon u€Fyn

Observe that ged(r, n) = 1, so the Gold function x +— x2*1 is almost bent and

n+1

Ap=2"7 .
O

Recall that the inverse of K, in Zj:_; that appears in the proposition was pre-
cisely determined in Chapter 3 of this thesis. Note further that the cases 3r = 1
(mod n) and 3r = —1 (mod n) are essentially only one case because the r-th and
(n — r)-th Kasami exponents are cyclotomic equivalent and the autocorrelation spec-
trum is invariant under affine equivalence.

The Bracken-Leander function is also a cubic permutation with differential uni-
formity 4. In the following, we determine the autocorrelation spectrum and the
absolute indicator of the Bracken-Leander function. We need a well-known propo-
sition to determine the dimensions of the kernel and image of a linear function.

Proposition 5.2.7 ([135, Proposition 4 4. ]) Let q be a prime power and L € F x| be an

IF,-linear function defined by L(x) = Y1 ¢;x7. Then dimim L = rk D, where
co €1 Cn—1
q q q
€1 Co Cn2
D= . . .
n—1 n—1 n—1
q q q
‘1 G ‘o

Here, the dimension refers to the dimension of im L as a vector space over IF,;. We call D the
Dickson matrix of L.



86 Chapter 5. Autocorrelation of vectorial Boolean functions

Theorem 5.2.8. Let F(x) = x7Hi+1 ¢ IFax], where g = 2k is the Bracken-Leander
function. Then for any nonzero a,b € F,

ACp(a,b) € {—¢°,0,4°}
and Ar = ¢°.

Proof. Since F is a monomial, it is enough to consider the values of ACr(1,b) by
Proposition 5.2.1.
Since F is cubic, we can apply Proposition 5.1.15. We determine

t(1,b) = dim {w € Fyr | DDy F, = ¢},
where ¢ € I, is a constant. We have
DyD1Fy(x) =Dy (Te(b(x7 1+ 4 (x 4 1)T+1+1Y))

=D, (Tr (b (quﬂ Pt it oyl oy 1) ))

=Dy (Tr (5271 (b7 4 5) 670 4 (b7 47 +b) x) +1)

=Tr(b(x +w)T ! + (b‘f’ + b) (x + )" 4 (bq3 F BT+ b) (x +w)
FoyT 4 (bq3 + b) 211 4 (b‘73 FOT 4 b) x)

= Tr(b (qu“ +wx + qux) + (b‘f + b) (w‘?“ +wxd + w‘fx)
+ (bq3 FbT b) w)

=Tr (b1 4+ (b7 +b) w1 + (b7 + 67+ b) w)
+ Tr(x ((bf + qu) W’ + (qu + b) W’ + <b‘73 + b> wq)).

Then £(1,b) = dim ker(L,) where
Ly(w) = (bf + zﬂz) W’ + (b"z + b) w” + (bff + b) W,

The dimension here refers to the dimension of the kernel over IF,. Note that L, is
even an [F;-linear function. The Dickson matrix of L;, € IFy[x] is

0 V' +b b 4+b T 4T
b+ b 0 A A
V' +b b4 0 b7+ b
b+ b7 BT b BT 0

It is easy to compute that the rank of D is 2 using a computer (or by hand with
frequent use of the fact that b7 = b), so the kernel of L; as an IF,-vector space has di-
mension 2 by Proposition 5.2.7, which implies ¢(1,b) = 2¢. Using Proposition 5.1.15,
we conclude

ACp(a,b) € {—¢°,0,4°}.

Since F is of course not bent, Ar = ¢° by Proposition 5.1.8.
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5.2.2 Quadratic functions and their inverses

In this subsection, we firstly consider the general quadratic (1, n)-functions and
determine the autocorrelation spectra of the Gold functions and of their inverses.
Determining the autocorrelation of a quadratic function is particularly easy as the
derivative of a quadratic function is affine.

Theorem 5.2.9. Let F(x) = Yo<icj<p1 ciszi“j € Fou[x]. Then the autocorrelation of F
takes values from {0, £2" } and Ap = 2".

Proof. For any a,b € IF,,

ACr(a,b) = Y (—1)TO(F@+F(r+a)
x€Fon

- Z (_1)Tr<b(20§i<f§”*1 Cij(ﬂzjx21+a21x2j+a2i+2j)))
xEFgn

_ () (Bosiore®™)) 5 gy

xeﬂ:‘yl

7

where L(a,b) = Yo<i<j<n-1 (cf]fiazjfibzfi + c%]fjaz';jbzfj). When L(a,b) = 0, we have
ACp(a,b) = £2" and otherwise ACg(a,b) = 0. Thus ACg(a,b) € {—2",0,2"}. More-
over, since F cannot be bent, we obtain Ar # 0 and thus Ap = 2". O

Corollary 5.2.10. Let F(x) = 2+ € Fou[x] be a Gold function. Assume k = ged (i, n)
and n’ = n/k. Then we get for a,b € 3,

{0,2"}, if n' is even,
ACr(a,b) € < {-2",0}, ifn'isoddand k =1,
{—2",0,2"}, otherwise.

Proof. Since F is a monomial, we can assume a = 1 without loss of generality by
Proposition 5.2.1. From the proof of Theorem 5.2.9, it is clear that

ACr(1,b) = (_1)Tr(b) 2 (_1)Tr(L(b)x)’

x€Fn

where L(b) = b* ' 4 b. Thus ker(L) = Fygeatin) = For. Furthermore, for any b € Fy,
Tr,, (b) = n’ Try(b). Therefore,

B 0’ lf b S IFZ”\]FZk’
ACk(1,b) = {Zn % (_1)H’Tfk(b), if b € Fy.

It follows that

{0,2"}, if n’ is even,
ACr(1,b) € ¢ {—2",0}, ifn'isoddand k =1,
{-2",0,2"}, otherwise.

O

As previously observed, the autocorrelation spectrum and the absolute indicator
are not invariant under compositional inversion. Now we consider the absolute
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indicator of the inverse of a quadratic permutation. Unlike the quadratic exponents,
the absolute indicator depends in this case on the considered function, as this simple
example shows.

Example 5.2.11. For n = 9, the inverses of the two APN Gold permutations x> and
x°, namely x3*! and x*?, do not have the same absolute indicator: the absolute indi-
cator of x**! is 56 while the absolute indicator of x*® is 72.

A specificity of quadratic APN permutations for n odd is that they are crooked,
which means that the image set of every derivative D,F,a # 0, is the complement
of a hyperplane (rt(a))* = {b: Tr(bm(a)) = 0}. Moreover, it is known (see e.g. [22,
Proof of Lemma 5]) that all these hyperplanes are distinct, which implies that 77 is a
permutation of IFo» when we add to the definition that 77(0) = 0. Then, the following
proposition shows that, for any quadratic APN permutation F, the autocorrelation
of F~1 corresponds to the Walsh transform of 7.

Proposition 5.2.12. Let n be an odd integer and F be a quadratic APN permutation over
Fon. Let further 7t be the permutation of Fon defined by

im(D,F) = For\(7t(a))*, when a # 0,
and 71(0) = 0. Then for any nonzero a, b in Fon, we have
ACr 1(a,b) = —Wg(b,a).

It follows that
n+1

AF—l Z ZT
with equality if and only if 7t is an AB permutation.

Proof. Let a, b be two nonzero elements of [F». Then, from Eq. (5.5), we deduce

ACp-i(a,b) = ) (=) )5 (a, w)

(L}E]an

= Y (—1) ") 5 (w, a).

wE]an
By the definition of 77, we have that, for any nonzero a,

{2, if Tre(br(a)) =1,
Or(a,b) —{ 0, if Tr(bm(a)) =0.

It then follows that
o6p(a,b) =1 — (—1)T@0),

where this equality holds for all (a,b) # (0,0) by using that 77(0) = 0. Therefore, we

have, for any nonzero a and b,

ACri(a,b) = L (1)) (1— (=))W (b,a).

a}G]an

As a consequence, Ar-1 is equal to the linearity of 7t, which is at least 2" by the
Sidelnikov-Chabaud-Vaudenay bound with equality if 77 is almost bent. O

It is worth noticing that the previous proposition is valid not only for quadratic
APN permutations, but for all crooked permutations, which are a particular case
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of AB functions. However, the existence of crooked permutations of degree strictly
higher than 2 is an open question.

As a corollary of the previous proposition, we get some more precise information
on the autocorrelation spectrum of the inverses of the Gold functions.

Corollary 5.2.13. Let n > 5 be an odd integer and 0 < i < n with gcd(i,n) = 1. Let F be
the Gold function over Fon defined by F(x) = x> 1. Then, for any nonzero a and b in Fan,

we have S
ACF*1 (El, b) = _Wn(b, ﬂ), where 7T(x) = x2”*2’*2‘

Most notably, the absolute indicator of F~" is strictly higher than 27,

Proof. The result follows from Proposition 5.2.12. We determine the function 7r. For
any a € IF3, we compute the number ér(a, b) of solutions of the equation

(x +a)2’+1 _|_x2i+1 —b.

By expanding, we get ‘ ‘ ‘
ax®> +a¥x =a® 1 4 b.

The number of solutions of this equation is equal to the number of solutions of the
equation _ _
X2 +x=1+4ba"?*D),

which follows from dividing the equation by a2 +1 and then substituting x > ax.

Clearly, this equation has a solution if and only if Tr (ba*(ziﬂ)) = 1. Accordingly,

(m(a))* = {b: Tr(ba®"~22) = 0}.

It follows that _
2212

(x) =x .
The autocorrelation of F~! then follows from Proposition 5.2.12.
AB functions have algebraic degree at most 4! (Proposition 2.2.13), while 7 has
algebraic degree (n — 2). It follows that 77 cannot be AB when n > 5. Therefore, the

absolute indicator of F~1is strictly higher than 2" O

5.3 Outlook

In this chapter, we investigated the differential-linear connectivity table (DLCT) of
vectorial Boolean functions by clarifing its connection to the autocorrelation of vec-
torial Boolean functions.

This chapter only covers a small portion of interesting problems on this subject
and many problems deserve further research:

Problem 5.3.1. For an odd integer n, are there (1, n)-power functions F with Ap =
2(n+1)/2 gther than the Kasami APN functions?

The generic lower bound on the absolute indicator of vectorial Boolean func-
tions derived in this chapter is lower than what experimental results suggest and
thus might be further improved. A natural follow-up topic would be the investiga-
tion and construction of optimal, or near-optimal, vectorial Boolean functions with
respect to the bounds.
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Problem 5.3.2. Determine a (tight) lower bound on the absolute indicator of vecto-
rial Boolean functions. Are there constructions exhibiting (near) optimal vectorial
Boolean functions with respect to that bound?

From Corollary 5.1.17 it follows that an APN function with very low absolute
indicator is of interest.

Problem 5.3.3. Is there an APN function in 9 variables with absolute indicator A = 24?

In addition, the absolute indicators of the Kasami and Welch functions have not
been determined completely.

Problem 5.3.4. Determine the absolute indicators of the Kasami and Welch functions
completely.
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Chapter 6

XOR-counts and lightweight
multiplication in binary finite
fields

This chapter is based on the paper [85] written by the author of this thesis and pub-
lished in the proceedings of the EUROCRYPT conference in 2019.

6.1 Introduction

In the past years, with the advent of the so called Internet of Things, new challenges
for cryptography have emerged. Many new devices usually do not have a lot of
computational power and memory, but are still required to offer some security by
encrypting sensitive data. Consequentially, lightweight cryptography has become a
major field of research in the past years, mostly focusing on symmetric-key encryp-
tion. Classic examples of such ciphers are PRESENT [13] or GIFT [3]. For a great
survey of the challenges and ideas in lightweight symmetric cryptography, includ-
ing an overview of lightweight ciphers up until 2017, we refer to [9]. For some very
recent proposals, we refer to the ongoing NIST competition on lightweight cryptog-
raphy !. In particular, linear layers (e.g. [102, 105]) and S-boxes (e.g. [21, 120]) have
been thoroughly investigated as they constitute key components of SPNs. The main
objective here is to try to minimize the cost of storage and the number of operations
needed to apply a cryptographic function. Usually, the security properties of crypto-
graphic schemes using finite fields do not depend on a specific field representation
(as bit strings) in the actual implementation [42], so the choice of field implemen-
tation makes an impact on the performance of the scheme without influencing its
security. It is therefore an interesting question which representation minimizes the
number of operations needed.

In practice, linear layers are usually Fp»-linear mappings on IF%,. Recall that
linear mappings are implemented as matrix multiplications. Note that we can write
every n X n matrix over Fom as an (mn) x (mn) matrix over [Fp. As elements in Fon
are usually represented as bit strings in computers, it is natural to consider only
matrices over [Fp. Measurements of implementation costs will then only involve the
number of bit-operations (XORs) needed. It is an interesting question to evaluate
the efficiency of a given matrix. For that purpose two different metrics have been
introduced, the direct XOR-count (e.g. in [80, 102, 122, 126]) and the sequential XOR-
count (e.g. [5, 73, 140]). Roughly speaking, the direct XOR-count counts the number
of non-zeros in the matrix, whereas the sequential XOR-count counts the number of

L At the time of the writing of this thesis, the competition is in its second round. More details as well
as all candidates can be found at https://csrc.nist.gov/projects/lightweight-cryptography
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elementary row operations needed to transform the matrix into the identity matrix
(see Section 6.2 for more precise definitions). Although the sequential XOR-count
of a matrix is harder to compute, it often yields a better estimation of the actual
optimal number of XOR-operations needed [73], for a simple example see Example
6.2.2 in this chapter. When implementing a linear layer, a field representation can
be chosen such that the respective matrix is optimal according to these metrics. In
this way, the performance of a given linear layer can be improved (for example by
choosing a field representation that results in a sparse diffusion matrix).

Our goal in this chapter is to explore some connections and properties of the
direct and sequential XOR-count metrics and then to apply these to get some the-
oretical results regarding optimal implementations of matrices that represent mul-
tiplication with a fixed field element & € Fy. Optimal choices of these matrices
(called multiplication matrices) can then be used for local optimizations of matrices
over [, (this approach was taken for example in [5, 73, 102, 105, 122]). For instance,
the diffusion matrix (i.e. the linear layer) of AES is

o a+1 1 1

1 o a+1

11 o« a1 ECHEFR),
a+1 1 1 o

where a is a root of the irreducible polynomial x® + x* + x*> + x + 1 € F[x]. From
this example, it is evident that optimizing the implementations of mappings x — ax
is highly relevant for the efficiency of matrix-vector products with diffusion matrices
of this form. Such an optimization is called local optimization.

Recently, the focus has shifted to global optimization, as it has become clear
that local optimizations are not necessarily also globally optimal [52, 87]. However,
global optimization techniques currently rely either on tools that improve the XOR-
counts of matrices already known to be efficient [87] or exhaustive searches [52, 121].
In particular, theoretical results on globally optimal matrices seem to be very hard
to obtain. Numerical data suggest that there is a correlation between good local op-
timizations and good global optimizations (see [87, Figures 2-6]). Because of this
correlation, theoretical insights into local optimization are valuable for the search of
globally optimal matrices.

In the second section, we compare the direct XOR-count and sequential XOR-
count evaluation metrics. We prove some theoretical properties of the sequential
XOR-count that can be used to improve algorithms (e.g. an algorithm presented in
[5]). We also find an infinite family of matrices that have a lower direct XOR-count
than sequential XOR-count, disproving a conjecture in [73]. We want to emphasize
that the results presented in this section apply to all invertible matrices, not just
multiplication matrices.

In the third section we provide a complete characterisation of finite field elements
« where the mapping x — ax can be implemented with exactly 2 XOR-operations
(Theorem 6.3.7), which proves a conjecture in [5]. This case is of special interest, since
for many finite fields (including the fields IF,» with 8|n that are particularly interest-
ing for many applications) there are no elements for which the mapping x — ax can
be implemented with only 1 XOR-operation [5]. For these fields, our classification
gives a complete list of elements & such that multiplication with a can be imple-
mented in the cheapest way possible.

In the fourth section we present some more general results for multiplication
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matrices with higher XOR-counts. We prove that the number of XOR-operations
needed to implement the mapping x — ax depends on the number of non-zero co-
efficients of the minimal polynomial of «. In particular, Theorem 6.4.1 shows that
the gap between the number of XORs used in an optimal implementation and the
number of XORs used in the “naive” implementation of a multiplication matrix us-
ing the rational canonical form of the mapping x — ax grows exponentially with
the weight of the minimal polynomial of the element. This result shows that there is
a large potential for improvement in the implementation of multiplication matrices.
Propositions 6.4.2 and 6.4.3 imply that the bound found in Theorem 6.4.1 is optimal.
We conclude this chapter with several open problems.

6.2 XOR-Counts

An XOR-count metric for diffusion matrices was introduced in [80] and then gen-
eralized for arbitrary matrices in [126]. It has then subsequently been studied in
several works, e.g. [122, 102].

Definition 6.2.1. The direct XOR-count (d-XOR-count) of an invertible n x n matrix M
over Fy, denoted by wty(M) is

wig(M) = w(M) —n,
where w(M) denotes the number of ones in the matrix M.

Note that the d-XOR-count of an invertible matrix is never negative as every
row of an invertible matrix needs to have at least one non-zero entry. Moreover,
wty(M) = 0 if and only if M has exactly one ‘1’ in every row and column, i.e. M is
a permutation matrix. The d-XOR-metric only gives an upper bound to the actual
minimal implementation cost as the following example shows.

Example 6.2.2.
1000 a a
1 1 00 a | a) + ap
1 110 as - (&ll + Elz) + a3
1111 ay ((m +az) +az) + ay

The d-XOR-count of the matrix is 6 but it is easy to see that multiplication with
this matrix can actually be implemented with only 3 XOR operations since the re-
sults of previous steps can be reused. A metric that allows this was subsequently
introduced in [73] and used in further work (e.g. [5, 52, 140]). Let us introduce some
notation at first: We denote by I the identity matrix and by E;; the matrix that has
exactly one "1” in the i-th row and j-th column. Then A;; := [ + E; ; for i # jis called
an addition matrix. Left-multiplication with A;; adds the j-th row to the i-th row of
a matrix, right-multiplication adds the i-th column to the j-th column. Observe that
the matrices A; ; are self-inverse over IF,. Let further P (1) be the set of n x n permu-
tation matrices and .A(n) the set of all n x n addition matrices A;;. We will omit the
dimension n unless necessary.
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Definition 6.2.3. An invertible matrix M over IF, has a sequential XOR-count (s-XOR-
count) of t if t is the minimal number such that M can be written as

t
M=P]]A
k=1

i jk

where P € P and A; ; € A. We write wts(M) = t.

YTk
Note that every invertible matrix can be decomposed as a product of a permu-
tation matrix and addition matrices in the way Definition 6.2.3 describes. Indeed,
Gauss-Jordan-elimination gives a simple algorithm to do so.
In [140] a similar definition for the s-XOR-count was given that uses a represen-
tation of the form M = ]_[,t(:1 P A;, j, with permutation matrices Py. Since products
of permutation matrices remain permutation matrices and

PA;; = Ay1(j) o1 (P 6.1)

J
where o € S, is the permutation belonging to the permutation matrix P, this defini-
tion is equivalent to our definition.

A representation of a matrix M as a product M = P[T;_, Aj, j, is called an s-XOR-
representation of M and an s-XOR-representation with wt,;(M) addition matrices
is called an optimal s-XOR-representation. Note that optimal s-XOR-representations
are generally not unique. Observe that M = PA; ... A,  is equivalent to
MA;,j, ... Aiyj, = P, so the s-XOR-count measures the number of column addition
steps that are needed to transform a matrix into a permutation matrix. Because of
equation (6.1) the number of column additions needed is equal to the number of row
additions needed, so we may also speak about row additions.

Going back to Example 6.2.2, it is easy to find an s-XOR-representation with 3
XORs.

M = = TA43A30A51.

—_
_ O
__- o o

0
0
0
1

—_

It is clear that we need at least 3 addition matrices since all rows but the first one
need at least one update. Hence, the s-XOR-representation above is optimal and
wts(M) = 3.

Determining the s-XOR-count of a given matrix is generally not easy. Graph-
based algorithms to find an optimal s-XOR-count have been proposed in [140] and
(in a slightly different form) in [73]. The algorithms are based on the following ob-
servation. Let G = (V,E) be a graph where G = GL(n,[F;) and (M, M,) € E
if AMy; = M, for an A € A. Then wt;(M) = minpep d(M, P), where d(M;, M>)
denotes the distance between M; and M, in the graph G. Thus, the evaluation
of the s-XOR-count can be reduced to a shortest-path-problem. Note that because
the elementary matrices in A are all involutory, G is undirected. As the authors
of [140] observe, it is possible to reduce the number of vertices by a factor 1/n! be-
cause matrices with permuted rows can be considered equivalent. Still (1/n!)| GL(n,
Fp)| = (1/n!)(2" —1)(2" —2) ... (2" — 2""1) and every vertex has | A(n)| = n> —n
neighbors, so both the number of vertices and the number of edges grow exponen-
tially. Hence, this approach is impractical unless #n is small.

The problem of determining the s-XOR-count is linked with the problem of op-
timal pivoting in Gauss-Jordan elimination since the number of additions in an op-
timal elimination process is clearly an upper bound of the s-XOR-count. Pivoting
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strategies for Gaussian elimination are a classical problem in numerical linear alge-
bra (among lots of examples, see [91]) and the number of steps needed in a Gauss-
Jordan elimination process can be used as a heuristic for the s-XOR-count.

Example 6.2.2 gives an example of a matrix with lower s-XOR-count than d-
XOR-count. Considering this and the fact that the s-XOR-count of a given matrix
is generally much harder to determine than the d-XOR-count, it should be clarified
whether the s-XOR-count always gives a better estimation of the actual number of
XOR operations needed to implement the matrix. In [73] this has been conjectured,
ie. wts(M) < wty(M) for all M € GL(n,F,). However, the following theorem gives
a counterexample.

Theorem 6.2.4. Let M be as follows:

€ GL(7, IFz).

<

Il
—_ O OO OO
S OO OO m
SO OO Fmk O
—_ O O =k OO
OO R Rk OOO
O R =) OO oo
__ 0 O O O O

Then wts(M) > wty(M).

Proof. M is invertible with wt;(M) = 8. Let wt;(M) = t, i.e. there are matrices
Aj i, € Aand P € P such that |§ Ajj, -+ M = P. By construction, no two rows
and no three rows of M add up to a row with only one non-zero entry. Every row
has to be updated at least once to transform M into a permutation matrix. Since no
two row vectors add up to a vector with only one non-zero entry, the first row that
gets updated (row i;) needs to get updated at least once more. But as there is also
no combination of three vectors adding up to a vector with only one non-zero entry,
the second row that is updated (row i;_1) also needs to be updated a second time. So
two rows need to get updated at least twice, and all other 5 rows need to get updated
at least once, resulting in wt;(M) > 9. O

Remark 6.2.5. Note that the structure of the counterexample can be extended to all
dimensions n > 7, the middle “1” in the last row can be in any j-th column with
4 < j < n—3. We conclude that there exists a matrix M € GL(#n,F;) with wt,(M) >
wty(M) foralln > 7.

In a subsequent work [32] a matrix with higher s-XOR-count than d-XOR-count
was also found in dimension 6. It was also proven that this phenomenon does not
occur in dimensions n < 6.

Studying the s-XOR-count is an interesting mathematical problem because it has
some properties that can be used to get upper bounds of the actual implementation
cost of potentially a lot of matrices. The actual number of XOR-operations needed is
clearly invariant under permutation of rows and columns. It is therefore desirable
that this property is reflected in our XOR-metrics. Obviously, this is the case for
the d-XOR-count, i.e. wty(M) = wty(PMQ) for all matrices M and permutation
matrices P, Q € P. The following lemma shows that this also holds for the s-XOR-
count. The lemma is a slight modification of a result in [5]. However the proof in
[5] has a small gap, so we provide a complete proof here. We denote permutation-
similarity with ~, i.e. Mj ~ M; if there exists a P € P so that M; = PMP~ 1.
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Lemma 6.2.6. Let M € GL(n,IF,). Then wts(M) = wts(PMQ) for P,Q € P. In
particular, if My ~ My then wts(M;) = wts(My).

Proof. Let wt;(M) = t and ¢ € S, be the permutation belonging to Q. Then, by
shifting Q to the left

t t t
PMQ = PP [ ] 4i,;Q = PRQI T Avtinyotiy = P' T T Actiei
k=1 k=1 k=1
where P,, P’ € P, so wt;(PMQ) < wt;(M). Since M = P~1(PMQ)Q ! the same

argument yields wt; (M) < wt;(PMQ). O

Based on this result, the following normal form for permutation matrices is pro-
posed in [5]. We introduce a notation for block diagonal matrices. Let My, ..., M; be
square matrices, then we denote the block matrix consisting of these matrices by

M, 0
d M,

0 M,

We denote by C,, the companion matrix of a polynomial p = x" + a,_1x" 1 4.+ +
mx+ag € Fy[x], ie.

0 ... 0 ap

C 1 0 0 ay

P 0 :
0 1 Ap—1

Lemma 6.2.7 ([5, Lemma 2]). Let P € P(n). Then

d
P~ @D Comia
k=1

for some my, with Zle my=nandmy > --- > my > 1.

A permutation matrix of this structure is said to be the cycle normal form of P. We
can then (up to permutation-similarity) always assume that the permutation matrix
of the s-XOR-decomposition is in cycle normal form.

Corollary 6.2.8 ([5, Corollary 2]).

t t
P III Ajj ~ P Il_[ Ag(iy) o (i)
=1 =1

or some permutation o € S,,, where P’ is the cycle normal form of P.
p Y

We say an s-XOR-representation is in cycle normal form if its permutation matrix
is in cycle normal form. Corollary 6.2.8 states that every s-XOR-representation is
pemutation-similar to exactly one s-XOR-representation in cycle normal form.

The following theorem gives a connection between the s-XOR-count and optimal
s-XOR-representations of a given matrix and that of its inverse.
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Theorem 6.2.9. Let M be an invertible matrix with wt;(M) = t and

M=P

t
k=

d
Aik,]'k with P = @ mek+1.
1 k=1

Then wts(M~') = t. Moreover,

-1
M= PAc(iy,o(i) Aotii-a) o) - Actia)e(i)
for some permutation o € S, that depends only on P.

Proof. For the inverse matrix we have

M 1'=A,)...A,; Pt ~P A A

i1,j1 it fr = o - i s

so wts(M~1) < wty(M). By symmetry, we get wt;(M~!) = wt;(M). Observe that
P =pT = @i, CI,,,,(H where PT denotes the transpose of P. Let J, be the r x r
matrix with ones on the counterdiagonal, i.e. J;; = lifand only if j = n — i + 1. Let

=%, I € P. A direct calculation yields QP~'Q~! = P and thus
Q ®k 1 Jmy y

1 1
-1 -1 -1 __
M~ ~ QP pAik,ka =P kHAaak),a(jk)f
=t =t

where o € S, denotes the permutation that belongs to Q. O

In particular, Theorem 6.2.9 implies that given an optimal s-XOR-representation
for a matrix M, an optimal s-XOR-representation of M~! can be determined with
very little effort by calculation the permutation ¢ in the proof. Note that the state-
ment of Theorem 6.2.9 does not exist for the d-XOR-count. Indeed, sparse matrices
(i.e. matrices with low d-XOR-count) usually have dense inverse matrices (i.e. high
d-XOR-count).

The next result also holds for the s-XOR-count only.

Proposition 6.2.10. Let M, N be invertible matrices with wts(M) = t; and wt;(N) = t,.
Then wts(MN) < t; + to. In particular, wts(M*) < |k|t; for all k € Z.

Proof. Let M = P[T;", A;, j, and N = QTI2, B;, ;.- Then

it jk ik

7]

51
MN = PQ IH Ayt I 1 Bivji
=1

where 0 € S, is the permutation belonging to Q. This implies wt;(MN) < t; + f5.
The statement wt;(M*) < |k|t; for k < 0 follows from Theorem 6.2.9. O

6.3 Efficient Multiplication Matrices in Finite Fields

We can consider FFy: as the n-dimensional vector space (FF»)" over F,. By distribu-
tivity, the function x — ax for « € Fo is linear, so it can be represented as a (left-
)multiplication with a matrix in GL(n, IF;). This matrix obviously depends on «, but
also on the choice of the basis of (IF2)" over F,. We denote the multiplication matrix
that represents the function x — ax with respect to the basis B by M, g. The XOR-
count of M, g generally differs from the XOR-count of M, p for different bases B, B’.
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Our objective here is to find the optimal basis B for a given «, in the sense that the
XOR-count of M, p is minimized. For this, we define the XOR-count metrics from
the previous section also for elements from Fy:.

Definition 6.3.1. Let « € Fo.. We define the s-XOR-count and d-XOR-count of « as
follows:
wis(a) = mBinwts(Ma,B), wty(a) = mBinwtd(Ma,B),

where the minimum is taken over all bases of IF5 over IF,. A basis B and matrix M, g that
satisfy the minimum are called s-XOR-optimal and d-XOR-optimal for «, respectively.

In order to find the matrices that optimize the s-XOR-count-metric, an exhaustive
search on all matrices with low s-XOR-count is performed in [5]. In this way the s-
XOR-count and an optimal s-XOR-matrix of every element & € F» for n < 8 was
found. Using the results presented in the previous section, the search was restricted
to matrices where the permutation matrix is in cycle normal form. The following
result was used to determine whether a given matrix is a multiplication matrix for
some a € [Fp» with respect to some basis B. For the rest of this chapter, we denote
by x(M) = det(xI + M) the characteristic polynomial of a matrix M and by m,
the minimal polynomial of the finite field element & € F,». Since we will not use
any characters in this chapter, there will be no confusion. Recall that m, is always
irreducible.

Theorem 6.3.2 ([5, Theorem 1]). Let M € GL(n,IF,) and « € Fpn. Then M is a multi-
plication matrix for a, i.e. M = M, p with respect to some basis B, if and only if m, is the
minimal polynomial of M.

Theorem 6.3.2 shows in particular that a matrix M is a multiplication for some
« € Fon with respect to some basis B if and only if the minimal polynomial of M is
irreducible. Additionally, it is clear that two field elements with the same minimal
polynomial necessarily have the same XOR-counts.

Remark 6.3.3. A direct calculation of the minimal polynomial of the matrix M in The-
orem 6.2.4 yields my = x7 + x® + x° + x* + 1 which is an irreducible polynomial.
According to Theorem 6.3.2 the matrix M is a multiplication matrix for an element
« € Fy with respect to some basis. Hence, there are elements & € IFy» such that
wty(a) < wts(a). Note that this case does not have to occur for every value of n be-
cause the matrices provided in Theorem 6.2.4 might have a reducible minimal poly-
nomial. Indeed, an exhaustive search for the cases n = 4 and n = 8 was conducted
in [73], resulting in wts () < wt;(a) for all & in [Fp: and Fys, respectively. We tested
the examples given in Theorem 6.2.4 for n = 16 without finding any matrices with
irreducible minimal polynomial. Hence, we conjecture that wts(a) < wty(a) for all
« € Fye. It is an interesting question for which 7 elements with lower d-XOR-count
than s-XOR-count exist.

Corollary 6.3.4. Let M = PTTi_, Aj, ;i be in cycle normal form. Then M is a multipli-
cation matrix for & € Won if and only if M~ is a multiplication matrix for a=! € Fon.
Moreover, M is an optimal s-XOR-matrix for a if and only if M~ is an optimal s-XOR-
matrix for a1,

Proof. Let p and q be the minimal polynomial of M and M™!, respectively. It is
well known that g is then the reciprocal polynomial of p, that is q(x) = x"p(1/x).
Moreover, p is the minimal polynomial of « if and only if 4 is the minimal polynomial
of a~1. The rest follows from Theorem 6.2.9. O
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Corollary 6.3.4 allows us to determine an s-XOR-optimal matrix for ! given an
s-XOR-optimal matrix M of a. Recall that the cycle normal form of M~! was directly
computed in Theorem 6.2.9. This allows us to cut the search space (approximately)
in half for all algorithms that determine the s-XOR-count by traversing all matrices
in GL(n, Fy).

It is now an interesting question which elements & € IFp» have multiplication
matrices with low XOR-count. Obviously, the only element that can be implemented
with XOR-count 0 is « = 1. A simple upper bound on the s-XOR-count and d-
XOR-count for elements can be found by considering the rational canonical form
of a matrix. Recall that a matrix M € GL(n,IF;) is similar to its (unique) rational
canonical form. If M has an irreducible minimal polynomial m with degm = k
then there exists a d > 1 so that kd = 1 and the rational canonical form is @?_; Cy.
For a polynomial p we denote by wt(p) the weight of p, that is the number of non-
zero coefficients. Note that if 2| wt(p) then 1 is a root of p so the only irreducible
polynomial over IF, with even weight is x 4 1.

Example 6.3.5. Let & be an element of F» with minimal polynomial m, and
degm, = k with kd = n and d > 1. Then we can find a basis B so that M, p
is in rational canonical form, ie. M,p = @%,Cy,. It is easy to check that
Wts<Ma/B) = Wtd(M“,B) =d- (wt(ma) - 2)

This example shows in particular that all « € [Fp» with degm, = nand wt(m,) =
3 can be implemented with only one XOR operation. A possible basis for this case is
the polynomial basis {1,&,42,...,a" " 1}.

As one row-addition on I only produces one extra ‘1’ in the matrix, wt;(M) = 1
if and only if wt;(M) = 1, and equivalently, wt;(«) = 1 if and only if wt;(«) = 1. In
[5] all elements that can be implemented with exactly one XOR-operation are char-
acterized. It turns out, that these cases are exactly those covered by Example 6.3.5.

Theorem 6.3.6 ([5, Theorem 2]). Let & € Fon. Then wts(a) = 1 or wty(a) = 1 if and
only if m, is a trinomial of degree n.

It is an open problem for which n irreducible trinomials of degree n exist. Among
other sporadic examples, it is known that there are no irreducible trinomials of de-
gree n if n = 0 (mod 8) [129], so there are no elements a with d/s-XOR-count
1 in these cases. As the case 8|n is especially important in practice, it is natu-
ral to consider elements that can be implemented with 2 XOR operations. In this
case, s-XOR-count and d-XOR count do differ: By simply expanding the product
PA; j, Aij, = P(I+E; ;) (I + Ej, ,), it follows that every matrix with wt;(M) = 2 is
of the following form:

M = {P T Eein)jy + Eo1(3y) or i #Ji (6.2)
Pt Eorinp + Borip + o pr 2= 00

where ¢ is the permutation that belongs to P and i1 # ji, iz # j». In particular
equation (6.2) shows that wt;(M) = 2 implies wt;(M) = 2, but there are some
matrices with wt;(M) = 2 and wt;(M) = 3. In other words, the s-XOR-metric is a
better metric for these matrices. In [5] the authors conjecture that wts(a) = 2 implies
wt(m,) < 5,1i.e. the minimal polynomial is a trinomial or a pentanomial. We confirm
this conjecture by giving an exact characterization of all elements with wts(a) = 2
and their optimal s-XOR-representation in cycle normal form in Theorem 6.3.7.

In the proof the following concept from linear algebra is used. We refer the reader
to [68] for proofs and more background. Let V be a vector space over a field IF with
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m,, optimal matrix representation Case
X" xlathe ok 4oyke 4 Can1 + Eiyjy + Einjy (1.3
ki+k<n-2

X+ xt Tk ke poxkemki 4 1 Congg + Eyyjy + Eiyy (1.4.)
ko > kq

x4 xfitke 4ok oxke 4 Cari1+ Eijy + Ejys1jp + Eirjs (2.1)
xn —|— xnl + x”2 —|— xk + 1, (an1 +1 @ an2+1) + Eil/jl + Ei2’j2 (32)
k<n-2

X" + x?’l1+k + xM2 + M + 1’ (anl +1 P an2+1) + Eil/jl (4)
0<k< 1o +Ej1+1 (mod n1),j» + Eilrjz

X2k 41 (Canrzy1 © Couzyq) +Eipjy + Eipjy | (3.1)

TABLE 6.1: Elements with minimal polynomials listed in the left col-

umn have s-XOR-count 2. The second column gives an optimal mul-

tiplication matrix and the third column points to the corresponding
case in the proof.

dimension n, u € V a vector and M an n X n-matrix over IF. The monic polynomial
¢(x) € F[x] with the smallest degree such that g(M)u = 0is called the M-annihilator
of u. This polynomial divides any polynomial /1 annihilating u (i.e. h(M)u = 0), in
particular the minimal polynomial of M. In the case that the minimal polynomial of
M is irreducible the M-annihilator of every vector u # 0 is the minimal polynomial
of M. So if we find a polynomial & that annihilates a vector u # 0 we know that the
minimal polynomial divides h. In particular, if & is monic and the degree of i and
the minimal polynomial coincide we can infer that / is the minimal polynomial of
M.

Theorem 6.3.7. Let a € Fan. Then wts(a) = 2 if and only if m, can be written in the form
of a pentanomial or the trinomial appearing in Table 6.1.

Proof. Let M, g be a multiplication matrix for some « € Fo» and some basis B = {b;,
..., by}. We can assume that M, p is in cycle normal form, M = PA; ; A;,;, with
P = @;_, Cym 11. As a first step, we show that I < 2. Assume ! > 2. As shown in
equation (6.2) at most two rows of M have more than one "1” in them. So, by possibly
permuting the blocks, P is a triangular block matrix, consisting of two blocks where
one block is of the form C,:, ;. So x(Cyiy1) = x' + 1 divides x(M). But as minimal
polynomial and characteristic polynomial share the same irreducible factors, this
implies (x + 1)|m, which contradicts the irreducibility of m,. So ! < 2. We now deal
with all possible matrices on a case by case basis, where we differentiate the cases
I € {1,2} and the two cases in equation (6.2).

Casel. M = Cynyq + Eilfjl + Eiz,]'z, j1#i2—1.

We investigate how the matrix operates on the basis B = {by, ..., b, }:
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chl = bz
Oébjl_l = b]l
chjl =bj41+ bil (6.3)

abj 1 = bj 42

(Xb]'z*l = bjz
Oébjz =bj11 + biz (6.4)

Débj2+1 = j2+2

len = bl-
Define 71 := bj, 11 and 72 := bj, 1. Then

bjl = lxn+h_j2_l’)’2, b]2 = chz_jl_l’)’l. (65)

At first, we show that the minimal polynomial has degree n. Assume m, =
X"+ Z’.ﬂ*ll cix! +1 with ¢; € IF; and md = n with d > 1. In particular, m < n/2. At

1=
least one of n + j; — j» and j, — j; are greater or equal /2. Assume j, —j; > n/2.

Then aly; = bj, 414 for i < n/2. Furthermore, w2y = bjjs1in2ifjo—j1 > n/2
and a"/%y, = bji+14n/2 + b, if o —j1 = n/2. Consequently, m,(a)y1 = a1 +

zm:_ll cia'y1 4 1 is a linear combination of at least one basis element and thus cannot
vanish. If n +j; — jo > n/2 the same argument holds with 7, instead of 7. So
degm, = n. Observe that with the equations (6.3), (6.4) and (6.5)

W Ry = oy 4 by, (6.6)
“]'2—]'171 =72+ bz’2~ (6.7)
By plugging -, into the first equation and <y; into the second equation, we obtain
oy + "Ry, 4 by 4y =0 (6.8)
Dén’)/z + Déjzfjl bil + biz + 72 = 0. (69)

Case1.1. i1 € []1 + 1,j2] and i € U1 + 1,j2].
Then bi] = Oétl’)’l and biz = Oétz’)’l with t = il — jl —1 and th = iz — jl — 1 with
t1 + t» < n — 1. With equation (6.8), we have

wlyy + @R Ry iy g =0

So the polynomial p = x" + x"*/—2T2 4 xh1 + 1 annihilates ;. Hence, p is the
minimal polynomial of M. But 2| wt(p), so p is not irreducible. We conclude that no
matrix of this type can be a multiplication matrix.

Case1.2.i1 ¢ [j1 +1,j2] and iz € [j1 + 1, ja)-
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Thenb;, = a'y,and by, = a2y, withty =i —jp —1 (mod n)andt, =i —j, — 1
(mod n) with t; + t, < n — 1. With equation (6.9), we have

Wy a2y Ll Ly =0

As before, the polynomial p = x" + x2~/ith 4 x"2 4 1 annihilates 7;, so there is no
multiplication matrix of this type.
Case13.i1 € [j1+ 1, /2] and ix & [j1 + 1, -

Thenb;, = a'ty; and b;, = a2y, withty =i —j1 —land t, = i, —jo — 1 (mod n)
with t; +t, < n — 1. Then by equation (6.6)

L i
Yo = 2N Ty 4 p2TR n+ Ty

and

biz — a]z*h*nﬂz,yl + a]27]17n+t1+t2,)/1‘

Using equation (6.8), we obtain

t1+to

ay + o Y1+ Dctl’)q + (th’yl + 71 =0,

sop = x" +xltt2 4 xht 4 x2 + 1 is the minimal polynomial of M. Note that we
can choose iy, 1, j1,j2 in a way that #; and t, take any value from {1,...,n — 3} as
long as t; +t, < n —1, so every matrix with a minimal polynomial of the form
x" 4+ x4+ x7 + xP + 1 with a + b < n — 2 has a multiplication matrix of this type
for suitable values of iy, j1, 2, j2.
Case14.i; ¢ Ul + 1,j2] and i € []1 + 1,j2].

Thenb;, = a''y, and b;, = a2y withty =i —jp—1 (mod n)andt, =i —j; — 1
with t; 4+ t, < n — 1. Similarly to Case 1.3, equation (6.6) yields

1 = a" TRy, oty
and with equation (6.9)
&y + a2y Ty 4 iR, 4 qn =0,

sop = x4yt ogttii—jath oyl ] = _|_xn—k1 4+ xke 4 xke—ki + 1 with
ki = jZ_jl —t) = jz—iz—l > 0and k, = jZ_jl + t1. Note that k, > k; forany
choice of i1, i, j1, j». Moreover, k; can take on every value in {1,...,n — 3} and k;
any value greater than k;.

Case2. M = Cynyq + Ei1/j1 + Ejl+1,j2 + Eil,jz'

If j1 = j» then wt;(M) = 1, so we can assume j; # jo. Note that the matrix operates
on the basis B just as in Case 1, the only difference being that in equation (6.4) we
have b; + bj 11 = b;, + 71 instead of b;, on the right hand side. With the same
argument as in Case 1 we conclude that the minimal polynomial of M has degree n.
Case 2.1. i1 € [j1 + 1, 2]

Then b;, = alyy witht =i; —j; — 1. Similarly to equation (6.8), we obtain

Wty + @Ry 4 TRy 4 by 4y =0
and thus
ayy @Ry 4 TRy g1y 4y = 0.

So the minimal polynomial of M is p = x" + x" /172 4 x"=2Fh=1 4 xhi=n—1 4 1. Set
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ki =i1—j1—1land ko = n+j; —jothenp = x" 4+ xkitke ok oxke 41 with Ky,
koe{l,...,n—1}and ky + ko < n.

Case2.2. i1 & [j1 + 1, o).

Then b;, = a'y, witht = i3 — jo — 1 (mod n). Similarly to equation (6.7), we have

WPy = Y+ +aly
Using equation (6.6) we obtain
Wy + a2y g Ry oy = 0,

so the minimal polynomial of M, p = x" + x2=1*t 4 x"*+h =2 4 1, is reducible.
Case3. M = (Cynt1 ® Cyny1) + Eipjy + Eipjy, 1 #i2 — 1.

If both iy,i» < ny or i,ip > ny then M is a triangular block matrix with one block
being just a companion matrix. Then (x + 1)|x(M) = my,, so this case cannot occur.
Similarly one of j; and j, must be less or equal 77 and the another one greater than
n1. We again investigate how M operates on the basis B:

&b] = bz Débn1+1 = bn1+2
“bjl—l = b]l D‘bjz—l = b]2

chjl = b]'1+1 + bil (ijz = bj2+1 + bi2
“bj1+1 = Yh+2 “b]'z-‘rl = bj2+2

lxbn] - bl Débn - bn1+1.

We set again y; = bj, ;1 and 72 = bj, 1. Then

oM

Y1 =71+ b;, and ™92 = 2 + b;,. (6.10)
Case3.1.i; € [1,n1] and iy € [n1 +1,n].

Then b;, = aftyy withty = i3 — j1 — 1 (mod n1) and b;, = a2y, witht, =i —jp — 1
(mod n3). M is a block diagonal matrix: M = (Cyn 1 + E; j,) © (Cynayq + Ejp jp) =
By ® By. Let my;, mp,, mp, be the minimal polynomial of M, By and B,. Then my; =
lem(mp,, mp,) and if my; is irreducible then my; = mp, = mp,. This implies that
B; and B; are multiplication matrices with wt;(B;) = wts(Bz) = 1. From Theorem
6.3.6 we obtain that mp, and mp, are trinomials of degree 17 and n,, respectively. So
ny = ny = n/2and my = x"/? + x + 1. Using equation (6.10) we can determine the
choice for i1, 12, 1, J2

n/2

"2y =y + iy and &2y = 7o+ .

Hence i3, i3, j1, j2 have to be chosen in a way that t; = t, = t. This is possible for
every t € {1,...,n/2—1}.

Case 3.2. i1 € [n1+ 1,n]and ip € [1,nq].

Then bil = qh Yowithty =i —jp —1 (mod 7’12) and biz = DCtZ’}/l witht) =ip —j; —1
(mod n7). Similarly to Case 1 we can show that the minimal polynomial of M has
degree n. Applying equation (6.10) yields

ny—tp

T =@ Y2+ a2,
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and

ny—ty ny—tp

o'y Y2 +a Yo+ altyy + a2y = 0.

Multiplying this equation by a2 we conclude that p = x" + x™ + x"2 4 x4 1
annihilates 7,, so m, = p. Note thatt; € {0,...,np —1}and t; € {0,...,n; — 1} so
t 4+t € {0,...,71—2}.
Cased. M = (Cym 1 ® Cymyq) + Ei i + Ej1+1 (mod 1), Ei, jo-
Again, we can assume j; # jo. Note that the matrix operates on the basis B just as in
Case 3, the only difference being that b;, is substituted by b;, + bj, 1 = b;; + 1. This
leads to

&y =124 11+ a2 (6.11)

With the same argument as before we conclude that the minimal polynomial of M
has degree n. If iy € [1,n1] then M is again a block triangular matrix with one block
being a companion matrix, so this case cannot occur. So iy € [n1 +1,n]and b, = a'y,
forty = i3 — jo — 1 (mod ny). Similarly to Case 3.2 we get

Yo =a" Ty +a

Combining this equation with equation (6.11) we have

np—t ny—t

oy a2y - aMeyy - a  y a iy =0

and after multiplying with a! we conclude that m, = x" + x™*t 4+ x" 4+ x™ + 1,
where t € {1,...,ny — 1}. O

Cases 1 and 3 of Theorem 6.3.7 also provide all elements a with wt;(a) = 2.
Moreover, Theorem 4 in [5] is a slightly weaker version of Case 1.3. in Theorem 6.3.7.

Remark 6.3.8. A suitable choice for the values iy, ji, i3, j» in the second column of Table
6.1 can be found in the proof of the corresponding case.

The following example shows that the cycle normal forms of optimal s-XOR-
representations are generally not unique.

Example 6.3.9. Let « € IF,: with the irreducible minimal polynomial m, = x* + x> +
x?+ x+ 1. Then, by Theorem 6.3.7, wts(a) = wty(a) =2and M = Cyu 1+ Ezo+ E34
and M' = (Cs,1 ® Cyy1) + E34 + Es3 belong to two different optimal representa-
tions, corresponding to Case 1.4. and Case 3.2 of Theorem 6.3.7, respectively.

The following corollary is a direct result from Theorem 6.3.7 and Example 6.3.5.

Corollary 6.3.10. Let « € Fon with wt(m,) = 5 and deg(m,) = n. Then wts(x) = 2 if
f appears in Table 6.1 and wts(«) = 3 otherwise.

Corollary 6.3.10 shows that an implementation via the rational canonical form
(as in Example 6.3.5) is generally not the best way to implement multiplication in
binary finite fields. However, irreducible pentanomials that do not appear in the
table in Theorem 6.3.7 exist, the examples with the lowest degree are f = x8 + x® +
x> + x* + 1 and its reciprocal polynomial (for a table of all s-XOR-counts of finite
tield elements in IFy« for n < 8 see [5]). It is an interesting question for which field
elements the “naive” representation using the rational canonical form is optimal.
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6.4 Quantifying the Gap between the Optimal Implementa-
tion and the Naive Implementation

It is now interesting to investigate the gap between the optimal implementation and
the “naive” implementation using the rational canonical form. We give a partial
answer to this question in Theorem 6.4.1. The proofs in this section are technical
and rely on many calculations with matrices. To increase readability, the proofs are
included only in the appendix.

Theorem 6.4.1. Let & € Fyn be not contained in a proper subfield of Fon and let M, g be
a multiplication matrix of « with respect to some basis B. Then wt;(M,p) = t implies
wt(m,) <28+ 1.

We now show that the bound given in Theorem 6.4.1 is optimal by giving two
examples where the upper bound is attained. Note that the proof of Theorem 6.4.1
implies that this can only occur if the number of blocks of the optimal multiplication
matrix is 1 or t. We will give examples for both cases in Propositions 6.4.2 and 6.4.3.

Proposition 6.4.2. Let « € For with an irreducible minimal polynomial f with wt(f) =
2! +1 of the form

f:x”+H(xif+1)

for arbitrary values of i; € IN with 2;21 ij < n — t. Then there exists a basis B such that the
matrix M := M, p satisfies wt;(M) = wty(M) = t.

Proposition 6.4.3. Let « € Fon with an irreducible minimal polynomial f with wt(f) =
2! + 1 of the form

t
f:H(x”f+1)~|—xk
j=1
for arbitrary values of nj and k < n — t with Z]t':1 nj = n. Then there exists a basis B such
that the matrix M := M, p satisfies wt;(M) = wt;(M) = t.

Observe that the polynomials in Propositions 6.4.2 and 6.4.3 are generalizations
of Case 1.3. and Case 3.2. in Theorem 6.3.7.

Note that irreducible polynomials of the types mentioned in Propositions 6.4.2
and 6.4.3 do exist, examples up to t = 8, corresponding to polynomials of weight
2t +1, are compiled in Table 6.2. The table lists in the second column values for i
and n that belong to an irreducible polynomial of the type of Proposition 6.4.2 and in
the third column the values for n; and k that belong to an irreducible polynomial of
the type of Proposition 6.4.3. The values listed were found with a simple randomized
algorithm. They generally do not correspond to the irreducible polynomial of that
type with the least degree. Propositions 6.4.2 and 6.4.3 together with Theorem 6.4.1
show that the gap between the number of XORs used in the optimal implementa-
tion and the number of XORs used in the naive implementation of a multiplication
matrix using the rational canonical form grows exponentially with the weight of the
minimal polynomial of the element.

Propositions 6.4.2 and 6.4.3 show that there are elements a € Fo» with wt(m,) =
2! +1 and wts(a) = t. We believe that this upper bound is strict, i.e. the bound is
the same for s-XOR-count and d-XOR-count.

Conjecture 6.4.4. Let & € IFp» be not contained in a proper subfield of IF>» and M, p a
multiplication matrix of « with respect to some basis B. Then wts(M, g) = t implies
wt(x(M)) < 2!+ 1.
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t \ values for iy, ...,ign \ values for ny, ..., ngk

211,25 24,1

3 11,2410 4,5,6;1

4| 3,5,6,12;30 2,3,6,10;1

511,24,9,17,39 12,13,15,19,23;9

6| 1,12,16,24,31; 123 13,22,26,27,28,30;23

7 | 2,30,47,56,60,64,91; 357 25,114,174,231,279,281,331,196

8 | 23,28,41,59,62,106,141,153; 628 | 44,148,195,357,363,368,386,480;240

TABLE 6.2: Irreducible polynomials of the form described in Proposi-
tions 6.4.2 and 6.4.3.

6.5 Open Problems

Our investigations open up many possibilities for future research. While Theorem
6.2.4 shows that there is an infinite family of matrices with higher s-XOR-count
than d-XOR-count, a more precise classification of these cases as well as finding up-
per/lower bounds is desirable. Because of the nature of the s-XOR-count, answers
to these problems would also give insight into optimal Gauss elimination strategies
over F,.

Problem 6.5.1. Classify the matrices M € GL(n,F,) with wt;(M) < wts(M).

Problem 6.5.2. Find bounds ¢, C so that cwt;(M) < wt;(M) < Cwty(M) for all
matrices M € GL(n,F).

Finding out if /how the bounds ¢, C depend on n and wt;(M) would greatly im-
prove the understanding of the two XOR-metrics.

As observed in Section 6.3, there are elements a € F, where the optimal im-
plementation of the mapping x — ax is the rational canonical form in both of the
investigated metrics. These elements are (compared to elements with minimal poly-
nomials of the same weight) the most expensive to implement. A more thorough
understanding of these elements would be helpful.

Problem 6.5.3. Classify the minimal polynomials m, € F;[x| for which the optimal
multiplication matrix is in rational canonical form.

We also want to repeat a problem about elements in subfields mentioned in [5].

Problem 6.5.4. Let « € [Fy» be contained in a subfield F, with Id = n. Let M, be an
optimal multiplication matrix of & regarding d- or s-XOR-count. Is M = @{_, M,
then an optimal multiplication matrix of & € Fp» regarding d- or s-XOR-count?

In Sections 6.3 and 6.4 we limited ourselves to optimal XOR-implementations of
matrices that are multiplication matrices for a fixed field element (which are exactly
those with irreducible minimal polynomial). Investigating a more general case is
also an interesting problem.

Problem 6.5.5. Let f: IF} — IFJ be a bijective linear mapping and My € GL(n,F2)
the matrix that belongs to f with respect to the basis B. Find a basis B such that the
matrix My p is the optimal d/s-XOR-count matrix.

In particular, finding optimal matrices My g where f denotes the mapping in-
duced by a linear layer of a cryptographic scheme is a very interesting problem.
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Appendix A

Appendix: Proofs of Section 6.4

A.1 Proof of Theorem 6.4.1

For a square matrix M = (m,;) over [, and two index sequences (ordered sets)
I=(i1,...,1,),] = (ji,---,ji,), | := min(l1, ) we denote by M/ = (a, ;) the matrix
that is constructed as follows: All rows in [ and all columns in | are filled with
zeroes, except the entries 4;, j,, . . ., 4;, j, which are set to 1. More precisely:

0, r=iys #jrforake{l,...,h}
0, r#ig,s=jiforake{l,..., L}
1, r=iys=jyforake{l,..., 1}
m,s, otherwise.

[,Zr,s =

The following example illustrates our notation. Let I = {2,4} and | = {1,3}.

MY =

1
1
M= 1
1

S O = O
SO = O -
—_ o O O
O O O

1 01
0 11
1 1 0]’
0 0 1

In the case that [; # I, the matrix M/ has a zero row/column and is thus not
invertible. If I; = I, it is easy to see that det(M"/) does not depend on the ordering
of the index sets I, | and is the same as the determinant of the matrix that is created
by deleting all rows of M in I and all columns of M in . In the case that we are only
concerned with the determinant, we will thus just use (unordered) index sets I, |
and also talk about determinants of submatrices. If I = {i} and | = {j} we will also

write M), Moreover, we denote by A the characteristic matrix Ay := xI + M of
M.

Lemma A.1.1. Let M = Cyny 1 € GL(n,IF,). Then we have wt(det(A]I\;I])) < 1 for all
possible proper square submatrices Aﬂ.

Proof. The proof is by induction on the size of the submatrix. Clearly, det(A]I\}{) € {0,
1,x}if [I| = |J]| = n — 1. Let now |I| < n — 1. We denote by ¢;; the entry in the i-th
row and j-th column of Ays. Then

x, 1=],
Cij = 1, l:]—|—1 (mod 1’1),
0, else.
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Letie I.Ifi ¢ J, then A;;I] has at most one non-zero entry in the i-th column. Then,
by Laplace expansion along the i-th column and use of the induction hypothesis, we

get wt(det(A ) <1.IfieJandi+1 (mod n) ¢ I thenthei+1 (mod n)-th row
has at most one non-zero entry and Laplace expansion along the i +1 (mod n)-th
row yields wt(det(Af\’A])) < 1. We conclude that wt(det(Af\’/I])) < 1 for all I with
|I| < n. O

Lemma A.1.2. Let M = Cyny1 + Y b g Ei i,
have wt(det( Ay, 1Y) < 2t for all possible proper square submatrices Ay).

where iy, jx can be chosen arbitrarily. Then we

Proof. The proof is by induction on t. The case t = 0 is covered by Lemma A.1.1. Let
now t > 1. Let M’ = Cyny1 + Y4 Eipj,, s0 that M = M’ + E;; with i = iy, j = ji. If
i€lorje Jwehave A” = A” and thus wt(det(A”)) wt(det(A 1Y) < 2t-1 1f
i¢Iandj ¢ ] then A” = A” + E;; and thus Laplace expansion along the i-th row
yields det(A}]) < det(A )+ det(AIU{ }]U{]}) and thus

wt(det(AL)) < wt(det(AL)) + wt(det(ALHIOU)) < o1 ot — ot

by induction hypothesis. O

Corollary A.1.3. Let M = Cynyq + Z}i:l E;

iv,jv Where iy, jx can be chosen arbitrarily. Then
wt(x(M)) <2t +1.

Proof. The proof is by induction on t. The case t = 0 holds because x(Cyn11) = x" +1
by definition of the companion matrix. Letnow t > 1and M’ = Cynyq + Zli 11 Eij.-
Laplace expansion along the i;-th row yields x(M) = det(Aym) = x(M') +

det(A Al h)). We conclude with Lemma A.1.2 and the induction hypothesis that
wt()((M)) <2l 42t =2f 41, O

Proof of Theorem 6.4.1. Let B be an optimal (regarding the d-XOR-count) basis and
M := Myp = @, Com 1 + X1, E;, ; be an optimal multiplication matrix. The
case | = 11is covered in Corollary A.1.3, so we only consider [ > 1 for the rest of the
proof. Since & is not contained in a proper subfield of [F»«, the minimal polynomial
of M coincides with its characteristic polynomial. We call the sets

-1 1
{1,...,m1},{m1—|—1,...,m2},...,{ka—i—l,...,ka}
k=1 k=1

the I blocks of M. We can decompose M = Mj + M’ with M; = @}_; Cym 41 +
Y Ejand M' = Y2 E; ; in a way that all pairs (i, j,) in M; are in the same
block and all pairs (i, j,) in M’ are in different blocks. M; is a block diagonal matrix
and with Corollary A.1.3 we get

I

)
<JJ@*+1) with ) s =t (A1)
k=1 k=1

where s, denotes the number of pairs (i, j,) that are in the k-th block. We call By,

., By the I blocks of Mj and m;, ..., m; the size of these blocks. Note that x(M) is
irreducible which implies that M is not a block triangular matrix and thus ¢, > I. So
we can write M’ = Mj + M3 in a way that (after a suitable permutation of blocks)
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M + M looks like this:

B, 0 ... E
Ei i B . 0
My + My = lTl]l . : (A2)
0 ... E ., B
From this, we infer by Laplace expansion along the 7;-th row
X(My + Mp) = x(My) + det(ASy°), ), (A3)
where v = Zk 1Mk + ji. We now determine wt(det(Ag\Zﬁ M,))- We get
BU® o . 0 Ey
Eni B ... 0 0
det(Ay”), ) =det| I : :
0 Ei i, B 0 .
0 ... 0 E ., B%
o)
B 0 ... E.
Ell 1 B, 0
=det ’
0 e Ei,,z,j,,z Bi1 0
0 ... 0 o B

by swapping the i;—th row with the Ek 1 My + ij—1-th row. This operation can now
be repeated for the upper-left I — 1 blocks, the result is the following block diagonal
matrix

B .0 0
o B . o0 0
det(Ay"),, ) = det Lo :
0 . 0 Bl(i—1712’j[71) %
0 ... 0 o Bl

Lemma A.1.2 then implies wt(det(A( M) < [Ti_, 2% = 2. Equations (A.1) and

(A.3) yield
I

wt(x(My + M) < T (2% +1) +2". (A.4)
k=1
We now investigate the determinant of the square submatrices of M; + M,. Let I, |
be index sets and set I = |J,I, and | = |J,], where I, and ], contain the indices that
belong to the r-th block. Observe that |I| = |J|. Let us first look at the case I = I,
and | = J, for some r. Using Lemma A.1.2

wt(det(Ay] ) <27 T (2% +1)+2
ke{1,...1}
k#r



110 Appendix A. Appendix: Proofs of Section 6.4

Similarly, if |I,| = |J;| forall 1 < r < I then

wt(det(Ay] ) < TT 27 TT @%+1)+2". (A.5)
rl, #D ri,=Q0

Let us now assume that there is a block r with |I,| # |];|. We can assume w.l.0.g. that
r=1land p:= |L| < |1]. If iy + my,i; € [ or v,j; € ] then equation (A.2) implies

det(Ag\’A]ﬁMz) = 0. Weorder I = (ay,...,a;) and | = (by,...,b;) in ascending order.
Then

I,
I, B A
det(Ay] | p,) = det ( L D) ,
with A = (a,5) € F2"™) € = (¢,s) € FY"™)™ with

1, for (r,s) = (ax, by), k> p,
crs =<1, for(r,s) = (i1, 1),
0, else.

Ars =

{1, for (r,s) = (i;,v),

0, else,

Swapping the i;-th row with the a,,1-th row, we obtain

I U{il}ljl
I, B} 0
det(AA,[]1+M2) = det ( 1 D’)

*

and thus det(A}] ,,.) = det(B]"1"}/1) det(D'). Observe that det(Ay] . ;) = 0if

|I1] # |J1| + 1. Moreover, det(D") = det(C]I\;I’II;MZ) where {1,...,m;} is a subset of I
and J'. In particular, the number of indices in I’ and ]’ belonging to the first block is
the same. By induction, equation (A.5) and Lemma A.1.2, we get

. 1
wt(det(Ay] ,,.)) = wt(det(By' VU det(D')) < 21 [T (2% + 1) +21. (A6)
k=2

Equations (A.5) and (A.6) imply that for arbitrary index sets I, J, there exists an r €
{1,...,1} such that

wt(det(Ay] 1)) <2 T (2% +1)+2". (A7)
ke{1,...,1}
k#£r

As in the proof of Lemma A.1.2, for arbitrary index sets I, Jand i,j € {1,...,n} there
isanr € {1,...,1} such that

1U4iY UL
Wt(det(Ai’/f]ﬁMerEi,j)) < Wt(det(Ag\//I]ﬁMz)) + Wt(det(AA;Jl{Jlr}}\/]I;J{]}))
<2-120 J] @*+1)+2"

B ke{1,..,1}
k#£r
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and, inductively, for an arbitrary matrix M3 = };_; E;,_;, with z non-zero entries

wt(det(Ay] 1)) <2529 ] (@%+1)+20

1
< 2f (H (2% 4+1) + 2“) : (A.8)

k=1

We now show by induction that we have for z > 1

1
wt(x(M; + My + M3)) < 2° (H (2% 4+1) + 2f1> : (A9)
k=1

The case z = 1 is dealt with using equations (A.4) and (A.7):

wt(x(Mi + My + Ms)) < wt(x(Mi + Mp)) + wt(det(A37", ), ))

<2 (ﬁ (2% +1) +2f1> :

k=1

Letnow z > 1and M} = Y 1 E; .- With the induction hypothesis and equation
(A.8) we conclude

wt(x(My + My + M3)) < wt(x(My + My + M})) + wt(det(A%1+M2+Mg))
1
<27 (H (2% +1) +2t1> ,
k=1

proving equation (A.9). Note that the bound in equation (A.9) depends only on the
parameters [, t, and s, k = 1,...,] where 211:1 sy =ty and t; + t, =t = wt(M). For
t, > | we have

l
wt(x(M; + My + M3)) < 227! (H (2% 4+1) + 2f1> .
k=1

Using equation (A.4), a matrix N with values Iy = t; and sy = 0 for k > [ yields

In
wt(x(N)) <JT@*+1)+2"
k=1
1
=227 TT (2% +1) +2".
k=1

In particular, the upper bound given in equation (A.9) is always worse than the one
given in equation (A.4) and we can focus on the case M3 = 0 (or, equivalently, t, = [)
for the rest of this proof. In other words, we just have to find the parameters that
give the maximum weight estimation in equation (A.4). A direct calculation yields

!
[TE*+1) < (2" +1)-2",
k=1
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i.e. the choice s; = t1,5; = 0 for i > 1is optimal. Plugging these parameters into
equation (A.4), we get

wt(x(M)) < 2bH=1 4 ol=1 4 oht — pt=1 4 pl=1 4 ot=l, (A.10)

Obviously, the maximum of 21=1 4 2t=1 for 2 < | < t1is attained at I = t. The result

follows from equation (A.10).
O

A.2 Proof of Propositions 6.4.2 and 6.4.3

Theorem A.2.1 ([74, Theorem 3.5], [64, Theorem 4.3.9]). Let R be a (commutative) Eu-
clidean domain and A € R"™". Then A can be transformed into an upper triangular ma-
trix using elementary row operations (i.e. a sequence of left-multiplications with matrices
I +7E;jwithr € Rand i # j).

Proof of Proposition 6.4.2. We show that the matrix M = Cynjq + Z,t(;ll Ejvit1) +
Ei,+n—j,j, where the j; are chosen arbitrarily under the conditions that jx,1 > i +
jk+1forallk =1,...,t =1 and i; < j; has the desired property. It is clear that
wts(M) = wty(M) = t. Let B = {by,...,b,} be some basis of (IF,)" over F,. We
investigate how M (viewed as a transformation matrix) operates on this basis:

Mby = by
Mb;, 1 =bj,
]\/ij1 = bj1+1 + Mllblerl (A.11)

Mbj, 11 = bj 42

Mbj, 1 = bj,
Mb]'Z = b]‘2+1 + Mlzb]'Z_H (A.12)

Mbj2+1 = j2+2
Mb, = by,
Set n; = ji —ji_1 for2 < i < tandny = n+j; —j;. Note that Y/_;n; = n and

Mbj, = M"b;,_, 1. With this and the equations of type (A.11) and (A.12) we obtain
the following set of equations:

M™ M +1 0 ... 0 bj, 41
0 M"s M2 +1 .. 0 bj,+1
. . =0 (A13)
0 0 M M1 41
Mit 41 0 . 0 M™m b1

We denote by A the matrix in equation (A.13). A is a matrix over Fo[M]. It is clear
that IF»[M] is isomorphic to the usual polynomial ring F»[x] and thus a Euclidean
domain. Using the Leibniz formula for determinants, we obtain det(A) = f(M). By
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Theorem A.2.1, we can transform A into an upper triangular matrix A’ using only
elementary row operations. In particular det(A’) = [T a;; = det(A) = f(M)
where the 4/ denote the entries on the diagonal of A’. Since f is irreducible, we
obtain aj i :,f(M) foronel <k <manda;; =1foralli #k,i.e.

1 * b]‘1+1
f(M) * x| | bjs1 | =0

0 1 bjt+l

It is clear that all entries a;{,k IRVIRRY a,’m can be eliminated by further row additions.
Hence, we obtain f(M)b; +1 = 0, i.e. f is the M-annihilator of bj 1. As f is irre-
ducible this implies that the minimal polynomial of M is f and thus M is a multipli-
cation matrix of «.

O]

Proof of Proposition 6.4.3. The proof is similar to the proof of Proposition 6.4.2. Define
i = 22;11 n, for 1 < [ < t. Let r; be chosen arbitrarily such that 1 < r; < n
forl < < tand Zle 11 = k. Further let j; := Ay +r foralll <[ < tand
sj:=1i+r.1+1 (mod nyyq) forl < tands;:=i;+r +1 (mod ny).

Definenow M = @}_; Cyni 11+ Li—q Ef+5,j,- Obviously, wts (M) = wty(M) = ¢.
Let B = {by,..., by} be some basis of (IF;)" over F,. We investigate how M (viewed
as a transformation matrix) operates on this basis:

Mby = by Mby, 41 = by 12 oo Mby, 1 = by
Mb;,_; = b, Mb;,_; = b, Mbj_; = b,

Mb]l = b]'1+1 + Mllb]‘2+1Mb]'2 = bj2+1 + Mlzb]'3+1 Mb]t = bjf“l‘l + Mltb]'l_H
Mb]‘1+1 - b]‘1+2 Mb]‘2+1 - b]‘2+2 Mbjt+l - jt+2

Mb,, = by Mby, = by 41 oMby = by, 1.

Clearly, Mbj, = M"bj, .1, so we get the following set of equations:

M™M 41 M 0 .. 0 bj+1
0 M2 4+1  M? . 0 bj, 1

0 o 0 M™M= 41 Mit :
Mit 0 .. 0 M" +1) \b; 4

The determinant of the matrix is exactly f(M). We can now repeat the arguments
from the proof of Proposition 6.4.2 and obtain that M is a multiplication matrix for
K. ]
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